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1.0 MyFloridaNet User Guide 
1.1. Purpose

The MyFloridaNet User Guide describes the operational handling and support for MyFloridaNet Services between the Department of Management Services (DMS) and its users.  This Guide will provide detail information on the services and operational procedures for MyFloridaNet.  

This user guide will be periodically reviewed by DMS and revisions will be implemented as necessary.  We invite your valuable ongoing feedback in improving this guide.  If you have any questions or comments, please let us know.  A list of contacts is listed below.  

Thank you for choosing MyFloridaNet Services. 
1.2. DMS Point of Contacts 
To contact DMS for questions or services related to MyFloridaNet, please use the contact information as listed below; starting with Level 1 contacts and moving up to Level 2 and 3 as necessary. The majority of your questions and issues related to MyFloridaNet Services can be resolved by the Level 1 contacts. 
Level 1:

Service, Ordering & Pricing Inquiries - Questions related to the service, ordering and pricing, please contact your local SUNCOM Telecommunications Consultants in the table listed below.  You can also call 1-888-4-SUNCOM (1-888-478-6266) to contact your local SUNCOM Telecommunications Consultant.


[image: image2.emf]Name  Phone Number  Email Address Region

Curtis Clifford 850-410-0014 

curtis.clifford@dms.myflorida.com

Business Development Manager

John Bellows (850) 922-7486

john.bellows@dms.myflorida.com

Tallahassee, Pensacola, Panama City

Sherry Womack (904) 270-2577

sherry.womack@dms.myflorida.com

Jacksonville - Gainesville

John Harrell (407) 999-5342

john.harrell@dms.myflorida.com

Daytona Beach, Orlando, Ft. Pierce

Bill Fox (352) 330-1363

bill.fox@dms.myflorida.com

Tampa - St. Petersburg

Linda Myers (305) 470-5098

linda.myers@dms.myflorida.com

West Palm Beach, Ft. Lauderdale, Fort Myers

JC Balsera (305) 470-5099

JC.Balsera@dms.myflorida.com

Miami - Key West


Billing and SLA Inquiries - Questions on billing and SLA Credits, please contact the following DMS staff:
 
[image: image3.emf]Name  Phone Number  Email Address Title

Carolyne Briggs (850) 922-7540 carolyne.briggs@dms.myflorida.com Accountant II

Ursula Bennett (850) 922-7521 ursula.bennett@dms.myflorida.com Accountant III

Laura Towne (850) 922-7532 laura.towne@dms.myflorida.com Accounting Services Supervisor I 

Betsy Wonsch (850) 922-7526 betsy.wonsch@dms.myflorida.com OMC Manager 


General Inquiries - Please contact the following DMS staff on feedback, escalation or other inquires such as:

· Request for additional product feature and functionality 

· Feedback about the service
· Escalations
· MyFloridaNet future direction

· Request for exceptions to the guideline therein

· Question about this User Guide

Level 2:

[image: image4.emf]Name  Phone Number 

Email Address

Title

Amir Qureshi (850) 922-7593 amir.qureshi@dms.myflorida.com

MyFloridaNet  Product Manager

Nicholas Platt (850) 413-9535 nicholas.platt@dms.myflorida.com

Supervisor, Engineering & Design 

Greg Prescott (850) 274-1606 greg.prescott@dms.myflorida.com

Deputy Director, SUNCOM


Level 3:

[image: image5.emf]Name  Phone Number 

Email Address

Title

Charles Ghini (850) 922-2963

charles.ghini@dms.myflorida.com

Director, Telecommunications 

and Radio Services

David Faulkenberry (850) 921-3788 

david.faulkenberry@dms.myflorida.com

Deputy Secretary, Department 

of Management Services


1.3. MyFloridaNet NOC – Network Troubles
Contact the MyFloridaNet (MFN) NOC for any troubles experienced in your network such as outages or performance degradations or if you are unable to access any application over the MyFloridaNet.  You can also access the MyFloridaNet (MFN) Network Management Systems (NMS) web portal at http://portal.mfn.myflorida.com to view the status of any open and closed trouble tickets.  
· support@mfn.myflorida.com *
· Toll Free - 1-866-913-8386

* The MFN NOC staff will respond with a ticket number after your email has been read; normally this will occur within 30 minutes.  If this is a critical situation, or if you do not receive a response from the MFN NOC within 30 minutes, please call the MFN NOC immediately @ 1-866- 913-8386.
To escalate any network troubles, please refer to section 3.9 “Escalation Procedures”.
2.0 MyFloridaNet Service Overview

2.1. Introduction

MyFloridaNet is a comprehensive solution providing a rich and flexible private enterprise communications infrastructure dedicated for the exclusive use of State of Florida eligible users.  This enterprise infrastructure is based on a Multi-Protocol Label Switching (MPLS) technology and Quality of Service mechanisms providing improved security and robust connectivity resulting in a highly available (HA) and highly reliable (HR) statewide communications network.  The MyFloridaNet infrastructure provides a more robust network with stringent service levels and enhanced security.  Please refer to Appendix A for a “Layout of the MFN Core”. 

MyFloridaNet will provide service elements such as network core, local loop access, customer premises equipment (CPE), security, Internet access, network management systems tools, design and engineering, billing and ordering as a complete turn-key solution with flat-rate* pricing statewide (for details on flat rate pricing and applicability refer to DMS web site by clicking HERE.) A customer has the option to either manage their own CPE or let MyFloridaNet manage it.  There is no additional cost to have MFN manage a CPE router.  MFN Lite is an exception where the CPE is to be acquired (rental, lease or purchase) and managed by MyFloridaNet. 
* 12Mbps and below

2.2. SUNCOM Eligibility – FL. Statutes & Administrative Code Rules

Organizations eligible to use SUNCOM services can order MyFloridaNet service. Eligibility for SUNCOM services is defined in Chapter 282, Florida Statutes, and basically includes,
· State Agencies 

· State Universities and Community Colleges 

· City or County Governments in Florida 

· Non-Profit Corporations (receiving the majority of their funding from the State, County or City) 

· Some Commissions & Boards 

· Water Management Districts

All state agencies and state universities are required to use the SUNCOM Network per Florida Statutes 282.103. 

You can also contact your local SUNCOM Telecommunications Consultant to determine your eligibility. 

Please visit the DMS web site by clicking HERE to access the Florida Statutes and Administrative Code Rules related to SUNCOM. 

Florida Administrative Codes related to SUNCOM Services:
· F.A.C. Chapter 60FF-1 SUNCOM Definitions; Qualifications; Exemptions; Clearances 

· F.A.C. Chapter 60FF-2 SUNCOM Order Processing and Billing 

· F.A.C. Chapter 60FF-3 SUNCOM Usage and Security Policies 

2.3. Key Benefits and Features

MyFloridaNet offers a variety of benefits with a superior solution that delivers: 

Core Nodes:  The MyFloridaNet core features dual carrier class Juniper M320 routers in each LATA-based node location statewide for a total of 20 M320 core routers.  These powerful nodes are interconnected by a combination of redundant OC-48 (2.4 Gbps) and OC-12 (622 Mbps) packet over SONET links, providing a tremendous amount of bandwidth with full protection against core link failure.  

Internet and Firewall Services: Internet connectivity is offered with the support of a full complement of redundant firewalls and Intrusion Detection Systems (IDS).  Internet access equal to the access speed of the MyFloridaNet connection and firewall services are included in the basic service. 

Simplified Lower Pricing: MyFloridaNet pricing is flat-rate statewide for 12Mbps and below access speeds.  For details, refer to the pricing chapter on the types of the mileage bands. 

For instance, customers in Blountstown will now pay the same price for a T1 connection as the customers in downtown Miami. 
Service Level Agreement (SLA): MyFloridaNet includes Service Level Agreements related to Core, Access/CPE and Operations.  A four hour problem resolution SLA is a standard feature of MyFloridaNet and ensures customer troubles are addressed in a mission critical fashion. 

Any-to-Any Connectivity: MyFloridaNet features fully meshed connectivity between all sites without the cost and complexity of configuring multiple PVCs. MPLS supports scalable, any-to-any connectivity within customer specific VPNs. Customers are able to order new sites without ever having to make router configuration changes at any of their other locations.

Standard Layer 3 Dual Core Connectivity: To ensure continuity of service in case of outage, MyFloridaNet will provide dual core connectivity as a standard feature enabling simultaneous Layer 3 connectivity between the CPE router and both Core routers.  Access methods such as Frame Relay and Ethernet can deliver this capability.  

Network Operation Center: The MyFloridaNet includes a dedicated world-class Network Management Solution and Network Operations Center located in Tallahassee as well as a live, mirrored, Network Management System and Network Operation Center in Winter Park, Florida.

Network Management Tools Suite: The MyFloridaNet will monitor services by utilizing state of the art management tools such as NetQoS Report Analyzer, Packeteer System, and CA-Spectrum Service Performance Manager.  The Remedy trouble ticketing system and eHealth are also included as part of the tools suite and basic service. 

Integrated Security: The MyFloridaNet enterprise security solution includes professionally managed and maintained advanced security appliances capable of integrating a wide variety of network aware devices in order to better safeguard the enterprise.  The MyFloridaNet provides security features such as dedicated security engineering, trained NOC technicians, Intrusion Detection Systems, and Firewalls.
Access Choices: MyFloridaNet customers have the flexibility to choose the appropriate access based on the applications and needs at a given site.  Access choices include Ethernet, Frame Relay, DSL and Private Line providing customers with a wide range of access choices.

Note: The above are applicable to the regular MFN Service.  

2.4. Types of Services

2.4.1. Regular MyFloridaNet

MyFloridaNet access connectivity originates at an individual user’s location and terminates at the Provider Edge router, creating an onramp to the MyFloridaNet core.  MyFloridaNet customers have the flexibility to choose an appropriate access (local loop) type based upon the specific applications and needs at any given site. 

For example, customers may choose frame relay access at one location, Ethernet access at one, and DSL at yet another.  Because MyFloridaNet provides interoperability across multiple access types, these locations will work together seamlessly.  Please refer to Appendix B for a “Layout of the different types of Access” connecting into the MyFloridaNet.

2.4.1.1. Frame Relay Access

Customers can select frame relay access to connect into the MyFloridaNet Core.  When you select frame relay access you will choose an access speed that is equal to your MyFloridaNet port speed, which includes full backbone access equal to your MyFloridaNet port speed.  Frame Relay access characteristics are listed below. 

· Full CIR

· Access to both Core Routers

· Bandwidth Range – 64kbps to 45Mbps

· SLA & QoS Support

2.4.1.2. Ethernet Access

Customers can select Ethernet access to connect into the MyFloridaNet Core.  When you select Ethernet access you will choose an access speed that is equal to your MyFloridaNet port speed, which includes full backbone access equal to your MyFloridaNet port speed.  Ethernet access characteristics are listed below. 

· Full access and port bandwidth  

· Access to both Core Routers

· Bandwidth Range – 2Mbps to 1Gbps

· SLA & QoS Support

2.4.1.3. Private Line Access

Customers can select private line access to connect into the MyFloridaNet Core.  When you select private line access you will choose an access speed that is equal to your MyFloridaNet port speed, which includes full backbone access equal to your MyFloridaNet port speed.  Private line access characteristics are listed below. 

· Full access and port bandwidth  

· Access to both Core Routers (additional cost)

· Bandwidth Range – 64kbps to 155Mbps

· SLA & QoS Support

2.4.1.4. DSL Access

Customers can select DSL access to connect into the MyFloridaNet Core.  DSL access characteristics are listed below. 

· Best Effort 

· Access to both Core Routers (Not Supported)

· Bandwidth – 1.5 Mbps x 256 kbps 

· No CPE/Access SLA 
· No QoS Support

2.4.2. MyFloridaNet Lite
MFN Lite is designed for SUNCOM customers with little or no requirement for MFN backbone or Internet access. There are two different plans offered under MFN Lite; Local Only and Flex Port.  MFN Lite offers a subset of regular MFN service and is available only with Ethernet access.  Refer to this Appendix G for a “Regular MFN and MFN Lite Comparison Matrix.”  The two plans are detailed below.  Rates can be accessed through DMS web site by clicking here.
Note: MFN Lite is architecturally different from regular MFN service, therefore differing SLAs and limitations may apply. 
2.4.2.1. Local Only Plan

The Local Only Plan is basically a managed and monitored MFN Ethernet offering with no backbone or Internet access.  In this instance, MFN Access is combined with a MFN Core port that is used for management purposes only.  Customer locations using the Local Only Plan will communicate with one another via a single, shared multi-access VLAN.
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2.4.2.2. Flex Port Plan

The Flex Port Plan allows the customer to select a port speed that is lower than the MFN local loop access speed, yet does not exceed 50% of the MFN local loop access speed.  Customer locations, using the Flex Port Option, will have access to a single, shared multi-access VLAN for local communication amongst themselves, as well as a limited amount of access to the MFN Core or Internet as subscribed by the customer.  In contrast with regular MFN, the port and the access bandwidth DOES NOT have to be equal. 
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Refer to the table below for the valid combinations of port and access speeds for the Flex Port offering.  The ≤50% rule is reflected in the following table of valid Flex Port and Access combinations. 
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2.4.2.3. Local Only and Flex Port Plan - Configuration
· Local Only subscriber connections communicate with one another, as well as Flex Port locations, over a single, shared, multi-access VLAN

· In addition to the single, multi-access VLAN, host sites, using the Flex Port option, can also have access to one of the following VRFs: Common Services, Public, or Private (following the existing rules set under regular MyFloridaNet).

· Local Only Remotes sites can access core services through a host location that is using a Flex Port connection
· Other configurations not listed will be submitted to the MyFloridaNet engineering team for review.
2.4.3. MyFloridaNet Interstate
MyFloridaNet (MFN) Interstate connectivity allows agencies and their associated entities, to gain easy, secure, “Out of State Florida” access to the MFN core. MFN Interstate connections may be given access to an agency’s private VRF, the State’s Common Services VRF or Public VRF depending on the connection requirements and will have access to standard MFN web based Network Management System tools. The service may be provided with a customer managed or MFN managed router with private line and frame relay access methods.
MFN Interstate subscribers will simply order an MFN port of the desired speed, and the corresponding Interstate frame relay or private line transport.  For frame relay access, a circuit will be required at both the remote and provider edge ends, with Committed Information Rate (CIR) equal to the MFN port speed.  For customers with multiple frame locations, a custom design will be provided to ensure the most cost effective Access solution is crafted.  For private line transport, a point to point circuit from the remote location to the MFN Core in Tampa can be provided. Fractional T1 frame relay connections with CIR equal to port speed and fractional T1 private lines will be offered where available and feasible.  Additional information is provided in Appendix I – MFN Interstate. 
The MFN Interstate access circuits will terminate into the MFN core node in Tampa.  Secondary termination locations can be made available, upon request, from the Internet complex in Tallahassee, Florida.  

Pricing Examples:

1. A customer desiring a T1 private line MFN interstate connection from Texas would require the following monthly pricing components:

· MFN T1 dedicated Port 






$ 466.85
· Dedicated T1 Private line from Texas to MFN



$ ICB
· Optional Customer Specific Router from MFN Contract plus $51.50

TBD

2. A customer desiring a T1 frame relay connection from Texas would require the following monthly pricing components:

· MFN T1 Frame Relay Port






$ 342.11

· T1 Frame Relay connection with T1 CIR in Texas and                              
$ ICB                               T1 Frame Relay connection into MFN

· Optional Customer Specific Router from MFN Contract plus $51.50

$ TBD

3. A customer desiring T1 frame relay connectivity from multiple sites would require the following monthly pricing components:

· MFN T1 Frame Relay Port for each remote connection
· T1 Frame Relay connection with T1 CIR for each remote connection
· Frame Relay connection, with sufficient bandwidth to handle all remotes without oversubscription, into MFN

· Optional Customer Specific Router from MFN Contract plus $51.50 per remote location
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2.5. Optional Services

The MyFloridaNet also provides optional services such as extended demarc, after hour and expedite for installation.  The list below provides additional information on these optional services.   

2.5.1. Extended Demarc (Copper Only)
MyFloridaNet offers flat rate pricing for Demarc Services at a rate of $273.75 per circuit installation.  
The extended demarc consists of a mounting containing a loopable device and an 8-pin jack that allows the customer to connect their CPE into. In most cases, this equipment will be installed at the “minimum point”.  The minimum point is usually within 5-10 feet of the customer’s entrance cable. If needed, the technician will install additional wiring and an 8-pin interface jack from the demarcation point located at the minimum point to the customer’s CPE equipment location provided it is possible to do so. The request for extending the wiring from the Demarc can be withdrawn if it is determined that extending the wiring will require extraordinary material, labor or permit costs.
Demarc service is provided at an additional cost. 
Note:  Extended Demarc is not available on Interstate connections.  Customers must make their own arrangements for any Interstate circuit related to extended demarc.
2.5.2.  Expedite Services

Expedite requests can be made for MFN installation intervals shorter than those specified by the standard MFN installation SLAs on the DMS website.  The Expedite date and charges must be approved by the customer on the CSA form.  DMS will work with the customer to finalize any request for expedite charges on the CSA. The expedite request will be coordinated by DMS with the customer and AT&T.  DMS will review the severity or importance of an expedite request to determine the level of urgency.  Rates are provided based on improvement day(s).  These charges are applicable to speeds up to T1 and any speeds greater than T1 will be handled on a case by case basis. 

 

Notes:

 

1. The CSA should specify the requested improvement date. 

2. The charge is per access circuit. 

3. The final charge will be based on when the actual service was delivered. 

4. CPE availability, custom CPE orders, and/or other issues may prevent installation expedites. 

5. If the customer cancels an expedite request, then an expedite fee (minimum of $219.00) may still apply based on work effort already completed.   

For example:

A customer requests a T1 MFN installation for July 25th and through DMS, the vendor receives the complete order on July 15th.  The CSA states expedite charges are approved.  The order gets installed on July 25th.  Normal due date for this order would be August 19th.  The normal install interval was improved by 17 days so the charge is $438.00 (8 to 15 improvement window) + $219(each additional day of improvement) + $219(each additional day of improvement) = $876.  The customer will be invoiced 4x$219 = $876.   

	MyFloridaNet Expedite Charges per site

 

	Improvement of due date from normal by 1 to 7 business days
	 $ 219.00 

	Improvement of due date from normal by 8 to 15 business days
	 $ 438.00 

	Each additional business day of improvement
	 $ 219.00 


2.5.3. After Hours

As an option, MyFloridaNet offers after hour installation of Customer Premises Equipment and site turn-up for an additional flat rate statewide of $164.25 per site.  
In most cases, MFN installation of services will be performed during normal business hours. Normal business hours are defined as Monday – Friday 8:00 a.m. to 5:00 p.m. local time. Installation of services performed after 5:00 p.m. is considered after hours with an additional cost. This option will allow for CPE installations and the corresponding site installation to be scheduled between the hours of 5:00 p.m. and 11:00 p.m. Monday through Friday. No holiday installation of services work is anticipated with MyFloridaNet. 

Special arrangements and advance notification is required to coordinate after hours installation. It is the customer’s responsibility to provide access to the site and have available the on-site local contact. The scheduling of after hour installation will be handled on a case-by-case basis. This option should be requested on the CSA order.
2.6. SLA Overview

MyFloridaNet is a highly available and highly reliable network backed by stringent network performance and operational service level commitments. These commitments are based upon guaranteed response times and other performance measurements, with associated user credits for service provider non-compliance.  The MFN service levels are designed to ensure required performance and delivery expectations are met.  Service levels will be applicable on a per incident basis, and will apply to all MFN provided access types except DSL.  
MFN service includes pro-active Service Level for outages.  Should a trouble condition be experienced, a trouble ticket will be proactively opened by the MFN Network Operations Center (NOC). Additionally, the customer is advised to monitor their network as well and call the MFN NOC if you experience any issues or if the SLA thresholds have exceeded on your network. Once a trouble ticket has been issued by the MFN NOC, Users and MFN representatives will work together to restore service outages and resolve service issues.  Should an SLA violation occur, appropriate credits will be applied to the impacted user’s account and will be capped at 100% of the site’s monthly billing.  MyFloridaNet users will have the ability to monitor and verify SLA adherence via the web based MFN Network Management System. 

Any applicable service provider non-performance penalties will be credited to the user’s monthly invoice for the affected site.  For the process on SLA credits and dispute, please refer to the section on MyFloridaNet SLA Credits.
Note: Customers are encouraged to monitor their network as well.  Call the MFN NOC if you experience any network issues or if the SLA thresholds have exceeded of your network.

These Service Levels are divided into three categories as listed below:

· Core

· Access & CPE

· Operational

2.6.1. Core

Service levels for the MFN core will be measured in terms of service outage or performance characteristics as defined in the matrix below. One minute, 1 hour, and 2 hour restoral thresholds are defined with associated user credits for service provider non-compliance. 
	SLA
	Performance Target 
	SLA Violation Credits

	CORE   

	Core Network (PE-PE) Failure
	Based on restoral & outage hours specified under SLA Violation Credits
	25% MRC of Service* if outage > 60 seconds

	
	
	50% MRC of Service* if outage > 1 hour   

	
	
	100% MRC of Service* if outage > 2 hours   

	Latency
	≤ 55 ms round trip → PE-PE Router
	15% MRC of Service* if performance target is unmet > 4 hours. 25% MRC of Service* if performance target is unmet >8 hours. 

	Jitter
	≤ 20 ms round trip → PE-PE Router
	

	Packet Loss
	≤ 0.5% → PE-PE Router
	


*MRC of Service = MRC (or Monthly Recurring Service) of (Core Port + CPE + Access) for each site

Service Level Components Definition: 

· Availability (Core Network Provider Edge router-Provider Edge router Failure) 

Availability is defined as the amount of time the MFN core is accessible to the user and is measured in terms of restoral time. One minute, 1 hour, and 2 hour restoral thresholds have been defined for MFN core availability. Should these service restoral times be exceeded, users will receive a credit toward their monthly service invoice for the affected site(s). Each core node is redundant and a failure in the core that does not result in degraded service will not generate SLA violations. 

· Latency 

Latency is defined as the round-trip (MFN Provider Edge router to Provider Edge router) core delay as measured by strategically placed network probes. Latency will be measured every 5 minutes and based upon the 3 most recent polls using a 1400 byte packet size. 

Should the round-trip latency exceed 55 ms, with a service restoral time greater than 4-hours or 8-hours, the appropriate credit will be applied to the user’s monthly service invoice for the affected site(s). 

· Jitter 

Jitter is defined as the delay variation in the time between packet arrivals and can be negatively impacted by core congestion, route changes and hardware or software issues. Jitter is of most significance when deploying video and voice applications.  Therefore, jitter will be measured, utilizing network probes, by sending sample traffic specifically marked as voice and video between the MFN core devices. Jitter will be measured every 5 minutes and based upon the 3 most recent polls using a 1400 byte packet size. 

Should round-trip jitter exceed 20 ms, with a service restoral time greater than 4-hours or 8-hours, the appropriate credit will be applied to the user’s monthly service invoice for the affected site(s). 

· Packet Loss 

Packet loss is defined as the percentage of packets lost as data is traveling between the MFN core devices, and affects all services traversing the MFN core network. Packet loss will be measured every 5 minutes and based upon the 3 most recent polls using a 1400 byte packet size. 

Should packet loss exceed 0.5%, with a service restoral time greater than 4-hours or 8-hours, the appropriate credit will be applied to user’s monthly service invoice for the affected site(s).

2.6.2. Access & CPE

Service levels for Access and Customer Premises Equipment (CPE) are measured in terms of service outage or performance characteristics as defined in the matrix below. Access and CPE will be subject to 4-hour and 8-hour restoral performance targets, as well as service levels for latency, packet loss, and jitter.  For additional information on CPE SLA, refer to the chapter on CPE. 

	SLA
	Performance Target 
	SLA Violation Credits

	Access & CPE 

	Access & CPE Failure
	Based on restoral & outage hours specified under SLA Violation Credits
	15% MRC of Service* if outage > 4 hours

	
	
	100% MRC of Service* if outage > 8 hours   

	Latency
	≤ 75 ms round trip for ≥ T1 speeds & 420 ms round trip for 56kbps speed for both CE-PE router and CE-internet GW
	15% MRC of Service* if performance target is unmet > 4 hours. 25% MRC of Service* if performance target is unmet >8 hours. 

	Jitter
	≤ 30 ms round trip for both CE-CE router and CE-internet GW
	

	Packet Loss
	≤ 1% for both CE-CE router and CE-internet GW
	


*MRC of Service = MRC (or Monthly Recurring Service) of (Core Port + CPE + Access) for each site

Service Level Components Definition: 

· Availability (Access & CPE Failure) 

Availability is defined as the amount of time the access (local loop) and Customer Premise Equipment (CPE) is accessible to the user. Availability will be measured in terms of restoral time. 

MFN includes 4-hour and 8-hour restoral thresholds for access and CPE availability. Should these thresholds be exceeded, the user will receive a credit toward their monthly service invoice for the affected site(s). 

· Latency 

Latency is defined as the round-trip (MFN “Customer Edge router-Provider Edge router” or “Customer Edge router -Internet gateway”) delay which is measured using strategically placed network probes. Latency will be measured every 5 minutes and is based upon the 3 most recent polls using a 1400 byte packet size. Additionally, the Customer Edge router to Provider Edge router link must be utilized at no greater than 65% to allow latency measurements. 

Should the round-trip latency exceed 75 ms (for connections at T1 or greater), with a service restoral time of greater than 4-hours or 8-hours, the appropriate credit will be applied to the user’s monthly service invoice for the affected site(s). 

· Jitter 

Jitter is defined as delay variation in the time between packet arrivals and can be negatively impacted by access congestion, route changes and hardware or software issues. Jitter is of most significance when deploying applications such as video and voice. 

Jitter will be measured utilizing network probes by sending sample test traffic specifically marked as voice and video. Jitter will be measured every 5 minutes and based upon the 3 most recent polls using a 1400 byte packet size. Additionally, the link from the Customer Edge router to the Provider Edge router must be utilized at no greater than 65% to allow jitter measurements. Should jitter exceed 30 ms with a restoral time of greater than 4 or 8 hours the appropriate credit will be applied to the user’s monthly service invoice for the affected site(s). 

· Packet Loss 

Packet loss is defined as the percentage of packets lost as data is traveling from “Customer Edge router-to-Customer Edge router” or “Customer Edge router -to-Internet gateway” and affects all services traversing the network. Packet loss will be measured every 5 minutes and based upon the 3 most recent polls using a 1400 byte packet size. Additionally, the link from the Customer Edge router to the Provider Edge router must be utilized at no greater than 65%. Should packet loss exceed 1%, with a restoral time of greater than 4-hours or 8-hours, the appropriate credit will be applied to the user’s monthly service invoice for the affected site.

2.6.3. Operational

General network operations and administration service levels will be applied on a per incident basis, including and as defined in the matrix below. 

· Installations 

· Move, adds and changes 

· CPE configuration changes 

· Service outage notification 

· Service degradation notification 

· Initial problem identification

	SLA
	Performance Target 
	SLA Violation Credits

	Operational 

	Install, Moves, Adds, Changes 
	64kbps to T1 = 25 business days
	25% MRC of Service* if performance target not met.

	
	> T1 to 45Mbps = 40 business days
	

	
	> 45Mbps = 90 business days
	

	CPE Configuration Changes
	≤ 2 hours
	10% MRC of Service*

	Service outage notification
	15 minutes
	10% MRC of Service*

	Service degradation notification
	30 minutes
	10% MRC of Service*

	Initial Problem Identification
	2 hours
	10% MRC of Service*


*MRC of Service = MRC (or Monthly Recurring Service) of (Core Port + CPE + Access) for each site

Service Level Component Definition: 

· Install, Moves, Adds, Changes – IMAC (service intervals) 

For additional IMAC SLA’s, refer to the chapter on Ordering MyFloridaNet.
· CPE Configuration Changes 

Simple CPE configuration changes can be initiated via a trouble ticket and shall be effected in less than 2 hours.  This type of change might consist of activities like turning up a new subnet, adding a static route or removing/adding a line in a NAT table. These items present little to no impact to the network and can be accomplished without engineering intervention.  Complex changes must be reviewed by MFN engineering before implementation to ensure network integrity. For additional information, refer to the chapter on Network Support. 
· Service outage notification 

Users will be notified within 15 minutes of a service outage. It is the customer’s responsibility to provide a valid “Email Distribution List”. Alarms and notifications will be sent to an email distribution list fulfilling this SLA requirement. Customers should use Appendix C (NMS tools Account Access Request Form) to request alarms and notification. For additional detail refer to the section on NMS Alarm Procedures.
· Service degradation notification 

Should performance degradation occur, users will be notified within 30 minutes.  Latency, jitter and packet loss are examples of areas where performance degradation could occur. It is the customer’s responsibility to provide a valid “Email Distribution List”. Alarms and notifications will be sent to an email distribution list fulfilling this SLA requirement. Customers should use Appendix C (NMS tools Account Access Request Form) to request alarms and notification. For additional detail refer to the section on NMS Alarm Procedures.
· Initial Problem Identification 

Once a trouble ticket has been opened by the MFN NOC, users will be notified of the initial problem identification within 2 hours.  Should the 2 hour window be exceeded, appropriate credits will be applied to the user’s monthly service invoice.

2.6.4. Service Levels Exclusions

Please note the following exclusions from service levels and credits:

· CPE service levels will not be applicable when CPE is managed by the user. 

· CPE service levels are excluded if CPE maintenance is not purchased through the MFN contract. 

· MFN service levels are excluded during scheduled maintenance windows. 

· Access service levels are not applicable if Access (Local Loop) is not purchased through MFN. 

· If access facilities do not exist bandwidth speeds greater than 12 Mbps, defined IMAC service intervals will be excluded. 
· If access facilities do not exist for Ethernet, defined IMAC service intervals will be excluded. 

· Any installation or restoration delays caused by a user will not be part of the specified installation or service restoration intervals. 

· MFN service levels will not be applicable due to Force Majeure. For example, delays directly due to acts of God, wars, acts of public enemies, strikes, fires, floods, or other similar cause wholly beyond the providers control, or for any of the foregoing that affect subcontractors or suppliers if no alternate source of supply is available to the provider. 

· Credits are not applicable on DMS cost recovery.

3.0 Customer Network Support

3.1. Trouble Management Support
Trouble Management Support is provided by the MyFloridaNet Network Operations Center (MFN NOC).  The MFN NOC provides remote proactive monitoring of customer networks and systems using centralized remote monitoring tools and technical personnel.  The MFN NOC is in operation 24 hours a day, 7 days a week, 365 days a year, for coordination and resolution of network events.  The MFN NOC proactively monitors all aspects of the fault, configuration, accounting (network usage, user access, configuration changes, etc…), performance and security as it pertains to the MFN network.  

3.2. Trouble Reporting Procedures

After a site has been provisioned on the MFN, customers will need to follow the procedures described in this section to initiate a Trouble Ticket.
Network problems are normally identified by the MFN NOC in a proactive manner but a trouble ticket can be generated by calling the MFN NOC at 1-866-913-8386 or *email to support@mfn.myflorida.com.  For trouble management, the Network Management Systems (NMS) will continually monitor the MFN Network infrastructure and the customer’s CPE devices.   Tier 1 technician will be responsible for the items listed in the “MFN NOC Responsibilities” in Section 3.4.  The MFN NOC will immediately open a trouble ticket in any of these cases. 
* The MFN NOC staff will respond with a ticket number after your email has been read; normally this will occur within 30 minutes.  If this is a critical situation, or if you do not receive a response within 30 minutes, please call the MFN NOC immediately @ 1-866- 913-8386. 
Note - Customer managed CPE has minimum requirements to allow monitoring by the NMS as specified in the NMS CPE Requirements for Monitoring.
Before you report a trouble, please verify the steps indicated under section 3.3 - Customer Responsibilities in this guide.  
If you call the MFN NOC and a trouble ticket has not been generated, the technician will generate one and provide you with a trouble ticket number. Open trouble tickets may be viewed online by accessing the Ticketing System on the MFN NMS Web Portal at https://portal.mfn.myflorida.com.    

When calling or emailing the MFN NOC, please have the following information available:

· Device Name (Hostname) as it appears in Spectrum

· CSA number & circuit ID number 
· Agency Name, Code and Location

· Type & description of service

· CPE service status (managed/unmanaged)

· Detailed description of the trouble 

· Exact date and time of the trouble

· Contact information including name, telephone number, and access hours

· Site physical address

· Local physical site access information or contact

· Customer & local contact phone and cell numbers

· E-mail address of contact for status updates

· Hours of operation (When can you be contacted?)

· Advise MFN NOC if you have been performing any activity on your system (i.e., patches, maintenance, software/hardware changes, etc) or if you have any special requirements or constraints.
If you submit a request to open a ticket via email and it does not contain the information referenced above, you will receive a return email requesting the information before a ticket is created and assigned to a technician.  The MFN NOC will open tickets in a proactive manor based on established MFN NOC procedures as agreed to by AT&T and DMS.  

3.3. Customer Responsibilities

To maintain proper communications and system effectiveness the MFN customer must maintain its designated contact information up to date.  See table below.  This information can be updated by the Agency Security Administrator by calling or emailing the MFN NOC.  Then MFN NOC will open an informational ticket to perform the updates.  If the person requesting the change is different than the person on file, the MFN NOC will contact DMS for authorization.  Failure to keep this information current may result in delays in restoring your service and could adversely affect the ability to meet any Service Level Agreements (SLAs).  The features of the MFN tools suite will keep your designated agency representative abreast of network and systems status, therefore minimizing the time use in manually having to report and manage troubles.  

Before submitting a trouble report,
1) Check with your own Help Desk (if one is available) to eliminate any internal LAN issues that may be causing the trouble.

2) Consult with your designated local technical contact.

3) Check that power is available.

4) Check to determine if the problem is caused by any activity recently performed on your systems (i.e., patches, maintenance, software/hardware changes, etc)

5) Inquire internally for any other known local telecommunications outages.
6) Check the on-line Ticketing system or call the MFN NOC to verify that the trouble is not already reported in the system.

7) If steps 1 thru 6 above have been acted upon and there is still no trouble reported or found in the system, then proceed to report the trouble as indicated in this guide.

*Note: Remember that the MFN NMS system will automatically report MFN outages and will notify the agency designated technical contact via email or SMS Paging within 15 minutes of the outage being detected as specified by the customer in the NMS Tools User request form.  Reference the “Notification and Status Commitment” table in section 3.8 for details regarding notifications and status updates.
Contact information required for each location:

	
	Name
	Phone Number
	Email

	Primary Technical 
	
	
	

	Secondary Technical
	
	
	

	After Hours Technical
	
	
	

	Security Administrator
	
	
	

	MFN NOC Changes
	
	
	


	
	Definition

	Primary Technical 
	Agency or local Site Technical contact This contact will work with the MFN NOC to resolve troubles and coordinate access to the facility when needed. 

	Secondary Technical
	Backup to Primary when Primary not available. 

	After Hours Technical
	Agency or local Site Technical contact(s) to be contacted 'after-hours' to work with the MFN NOC to resolve troubles and coordinate access to facility when needed.  Please indicate hours available to contact.

	Security Administrator
	The Agency person with the authority to add or delete users’ access to the NMS Tools and/or Remedy and to approve contact names and numbers.

	MFN NOC Changes
	The Agency person(s) with the authority to request changes to Vendor managed CPE from the MFN NOC.


3.4. MFN NOC Responsibilities

When a customer reports a problem, the MFN NOC agrees to the following:

· Accept trouble reports from the customer or authorized representative by telephone or electronically (if access available).  Log and track all troubles reported

· Test all services/facilities as necessary to resolve the problem

· Provide the customer with problem status periodically, as defined in “Notification and Status Commitment” table in section 3.8.

· Escalate troubles to higher-level support upon the customer’s request per “Escalation Procedures” defined in section 3.9.
· Proactively escalate ticket as necessary to Service Manager,  Tier 2 and Tier 3 per MFN NOC operating procedures.
· Cooperatively test with the customer or authorized representative when necessary

· Close all tickets with the agreement of the customer or authorized representative and document the name of the individual with whom the ticket was closed
· Open all initial trouble tickets 

· Provide single point of contact for communications with the customer

· Update and monitor ticket status

· Forward tickets to appropriate group
· Check for OOB access (if applicable)

· Check for active alarm in Spectrum.
3.5. Trouble Isolation & Resolution
In the event of an NMS reported issue, the Tier 1 technician will carry out the activities listed in the “Trouble Isolation Procedures” to isolate and resolve the trouble.  

If the customer contacts the MFN NOC to report a trouble, the technician will open a trouble ticket then ask the customer to verify power, cabling, and other vital technical data to ensure that the trouble is not related to the LAN as defined in section 3.3 “Customer Responsibilities”.  After collecting information from the customer, the Tier 1 technician will continue with the analysis as listed in the “Trouble Isolation Procedures” table. 
Trouble resolution will be verified with the customer and the trouble ticket will be closed upon successful resolution of the customers’ issue. 
Trouble Isolation Procedures


	Step
	Action

	1
	C.A. Spectrum displays node down alarm or a customer call is received: Tier 1 Technician will check MFN Remedy for any related active tickets regarding network outages or activity that would impact service.

	2
	The Tier 1 technician will verify if the problem is due to scheduled maintenance:

If yes:  

Notify the customer of the scheduled maintenance and update the corresponding CMR Remedy ticket.

If no:

The Technician will verify with the customer the items listed in section 3.3 “Customer Responsibilities”

If No issues are noted after customer verifications;

The technician will proceed with Tier 1 “Critical Ticket Process” 

	3
	Tier 1 “Critical Ticket Process” defines specific procedures to test a customer’s connection to MFN. This procedure also defines escalation points during the testing process.

Tier 1 technician will escalate trouble as required and defined in the Tier 1 “Critical Ticket Process” to isolate and repair.



	4
	Tickets escalated to Tier2/3 will be worked per the “Tier2/3 Troubleshooting Process” to isolate and repair.

	5
	Resolutions to be verified with the customer by the Tier group that isolated and repaired the service


3.6. Trouble Report Status Check

The status of the trouble ticket may be checked by reviewing the ticket in the Ticketing System through the MFN NMS Web Portal or by calling the MFN NOC at 1-866-913-8386.  The address for the MFN NMS Web Portal is http://portal.mfn.myflorida.com.  When calling please have available the trouble ticket number to inquire about the ticket status. Status reports will be provided to the customer by the MFN NOC staff per the “Notification and Status Commitment” table in section 3.8.
Note: It is the customer’s responsibility to keep the contact information updated. For details refer to section 3.3, Customer Responsibilities. 
3.7. Trouble Tickets Classification

There are five problem severity classifications that a Tier 1 MFN NOC technician can assign to a detected or reported trouble. The classification assignment will be made based on the definitions of the classifications in this section.  

· Critical *

· Major *

· Minor **

· Chronic ***
· Informational

* For both ‘Major’ and ‘Critical’ troubles, resolution efforts occur on a 24x7 basis, and status  updates are provided to the customer according to the  “Notification and Status Commitment” table in section 3.8, until the problem is resolved and service has been restored. Critical, Major and Minor issues have SLA’s associated.
** For ‘Minor’ troubles, resolution efforts occur primarily during regular business hours with coordinated after-hours testing with the customer to minimize interfer​ence with performance or downtime for the customer during regular business hours.  There are no SLA’s associated with Minor issues unless they are change requests which carry a 2 hour SLA.  

*** Chronic tickets will be opened under the Major classification and noted in the problem description area as Chronic.

**** Spectrum Alarm classifications do not necessarily correspond to Remedy ticket classifications.  Spectrum Alarm classifications listed below:
· Critical alarms include device outages, SLA critical thresholds exceeded, and SLA violations

· Major alarms include selected syslogs and traps, and device component failures (power supplies, fans, etc).

· Minor alarms include non-major syslogs and traps, authentication failures, and informational alarms.
Critical
Critical problems are defined as those affecting the entire network for a specific agency or within the MFN core that impacts a large number of users with no immediate work around.  The condition includes a critical work stoppage or service degradation that prohibits access to mission critical applications during the customer’s normal working hours affecting multiple sites within the agency. A critical condition within the MFN core would consist of a hardware or software failure that causes work stoppage or service degradation prohibiting access to mission critical applications by the connected users in a particular LATA or across the MFN core.
	


Examples of critical problems

	· All network alarms for any MFN Core Router

· All network alarms for any MFN core aggregate circuit

· Multiple sites of a specific agency are down or have lost connectivity as reported by the customer or NMS
· Multiple sites are experiencing service degradation that has rendered their connections unusable as reported by the customer or the NMS system


Major

Major problems are defined as single site outages, service degradation prohibiting access to or function of critical applications from a single site or exceeding contracted performance SLA. 

	

Examples of major problems

	· Single site outages as reported by the customer or the NMS system

· Service degradation over a Sites WAN connection as reported by the customer or the NMS system

· High Priority Agency in list below (these will be given priority)


Minor

Minor problems are defined as affecting individual sites, and do not interrupt service, degrade performance or exceed SLA specifications to an extent that prohibits users from accessing or using critical applications.

	
Example of minor problems

	· Non-service affecting as reported by the customer or the NMS system
· Hardware performance thresholds exceeded (e.g. CPU, memory, or buffer)

· Latency, Jitter and Packet loss below specified parameters (per the SLA matrix in chapter “SLA Overview”) as reported by the customer.
· Circuit over utilization as reported by the customer.


Informational 
Informational   tickets are created by the MFN NOC when a customer calls to report an issue that may trigger an alarm for the MFN NOC or to request informational assistance.  Informational problems do not require repair. 

Informational tickets regarding questions on operation of MFN tools should be submitted via email to support@mfn.myflorida.com.  Informational tickets referring to the NMS will be responded to within 72 hours.
	Example of  informational problems

	· Customer reports the network will be down for maintenance

· Customer reports a scheduled power outage

· Customer reports equipment shutdown for office remodeling

· Customer request information or clarification on MFN tools or operation


Chronic

A chronic ticket will be opened at the onset of the third occurrence of the same trouble type for a specific site within a 30 day period. An agency chronic ticket will be opened when an excessive number of tickets for a particular agency have been created within a 30 day period. Tickets opened under the following classifications will be excluded from the chronic ticket formula.

· Customer Maintenance

· Customer Education

· Customer Equipment
· Duplicate Ticket

· Weather related

· UPS issue
· Site Power

The Chronic ticket type should only be used to consolidate and track repair events within the individual outage tickets.  

Special Handling

High Priority

Agencies dealing with Public Safety will take precedence and will be given “High Priority” within the MFN NOC queue.  This precedence will be assigned for Critical and Major Ticket classifications in the event of resource limitations due to a regional event.  An event could be caused by a major storm in an area.
The Agencies listed below are identified as associated with Public Safety. Additional agencies will be added if required. 
· FDLE – Florida Department of Law Enforcement

· DHSMV / FHP – Department of Highway Safety and Motor Vehicles – Florida Highway Patrol

· FIN – Florida Interoperability Network

· DOT – Law Enforcement

· DCA / DEM – Division of Emergency Management

· DMA – Department of Military Affairs

· FWC – Law Enforcement – Fish Wildlife Commission

· DEP – Law Enforcement – Department of Environmental Protection

· Local Police Departments and Sheriff’s Offices

· OAG – Office of the Attorney General

3.8. Notification and Status Commitments

	Notification and Status Commitment Table

	Severity Level
	Notification* Time
	Commitment

	Critical
	15 minutes 
	Initial contact within 15 min of outage. Within 2 hours customer will be contacted with cause of outage and every 2 hours with status updates.

	Major
	15 minutes 
	Initial contact within 15 min of outage. Within 2 hours customer will be contacted with cause of outage or issue.

	Minor
	30 minutes 
	Initial contact within 30 min of trouble and updates when conditions change. Within 2 hours customer will be contacted with cause of issue.

	Chronic
	As Appropriate
	Customer will be advised of chronic status and updated as conditions change

	Informational
	As Appropriate
	NOC will respond to information requests within 72 hours otherwise NOC notification is not required. 


*Notification or Status can be provided via Email** or phone within the given timeframe.  Refer to section 3.9 for “Escalation Procedures” if the stated Notification Time has been exceeded.
** There must be a valid email distribution list on file and configured for each level of ticket notification.  A customer may call the MFN NOC or Log in to the Ticketing System at any time to obtain current status of a ticket. 
3.9. Escalation Procedures

Escalation Step 1

At any point a customer may call to request the classification of the ticket be raised to the next higher level by calling the MFN NOC.  For example a customer may request a MAJOR to be raised to a CRITICAL.

Escalation Step 2

The customer may escalate a ticket through the MFN NOC by calling 1-866-913-8386 and asking for the manager on duty.

Escalation Step 3

Customers have the option to escalate network trouble issues by contacting the SUNCOM Network Operations Center at 1-866-693-6748 or email suncomnoc@dms.myflorida.com 24 hours a day, 7 days a week.  When calling the SUNCOM NOC, please refer to the procedures below: 

· State that you would like to escalate a MFN NOC trouble ticket

· Provide the MFN NOC trouble ticket number 
· A SUNCOM NOC trouble ticket will be opened to track the progress of the escalation.
· The SUNCOM NOC Technician will work with the Customer to resolve the issue escalating to the SUNCOM Product Support Manager or SUNCOM Engineering Manager, as required. 
· Further escalations within the MyFloridaNet Management Tier will also be made, if requested.

· Once a resolution has been reached on the trouble ticket, the SUNCOM NOC Technician will verify the customer’s satisfaction with the resolution and close the ticket.
3.10. Generating Configuration Change Request

Most changes to the MyFloridaNet services including all billable items will require the customer to submit a CSA through the Online CSA system.  For details, please refer to the section 4 in this guide “Ordering MFN Services”. 

There are certain non-billable item changes that do not require a CSA.  For details please refer to the following tables. Changes identified in the MFN NOC column marked “Yes” can be accomplished with a MFN NOC ticket. 
***Changes that can be requested by an MFN NOC ticket will be completed within 2 hours of creation of the ticket. The ticket will be created with a severity classification of Minor.
3.10.1. MFN Managed Option

	MFN Managed
	CSA Required
	MFN NOC Ticket

	MFN Elements and  Features
	Establish New
	Change Existing
	Establish New
	Change Existing

	Port 
	Yes
	Yes
	No
	No

	Access 
	Yes
	Yes
	No
	No

	CPE (rental, lease, purchase)  
	Yes
	Yes
	No
	No

	Monthly maintenance 
	Yes
	Yes
	No
	No

	Yearly maintenance 
	Yes
	Yes
	No
	No

	Dual core connectivity for dedicated access 
	Yes
	Yes
	No
	No

	MFN virtual port 
	Yes
	Yes
	No
	No

	Expedite
	Yes
	N/A
	No
	No

	After Hour Installation 
	Yes
	N/A
	No
	No

	Special Construction 
	Yes
	N/A
	No
	No

	Extended Demarc 
	Yes
	Yes
	No
	No

	LAN IP addressing maintained by DMS 
	Yes
	Yes
	No
	No

	LAN IP addressing provided by Agency 
	No
	No
	Yes*
	Yes*

	Internet 
	Yes
	Yes
	No
	No

	VRF Type – private, common, and public 
	Yes
	Yes
	No
	No

	Encryption 
	Yes
	No
	No
	Yes

	Tunneling for non-IP traffic 
	Yes
	No
	No
	Yes

	Multicast 
	Yes
	No
	No
	Yes

	MFN Managed CPE 
	Yes
	Yes
	No
	No

	Access List 
	No** 
	No**
	Yes
	Yes

	Firewall Feature Set 
	Yes
	No
	No
	Yes

	QoS type - voice, video, application 
	Yes
	No
	No
	Yes

	NAT 
	Yes
	No
	No
	Yes

	IP Helper Address add / change
	No
	No
	Yes
	Yes

	DHCP
	Yes
	No
	No
	Yes

	Inter – VRF routing
	Yes
	Yes
	No
	No

	LAN interface settings (Speed, Duplex)
	No
	No
	Yes
	Yes

	IP Accounting (Troubleshooting Aid)
	No
	No
	No
	Yes

	Route Cache Flow (Troubleshooting Aid)
	No
	No
	No
	Yes

	Add Static Route
	No
	No
	Yes
	Yes

	Extranet
	Yes
	Yes
	No
	No


3.10.2. Customer Managed Option

	Customer  Managed
	CSA Required
	MFN NOC Ticket

	MFN Elements and  Features
	Establish New
	Change Existing
	Establish New
	Change Existing

	Port 
	Yes
	Yes
	No
	No

	Access 
	Yes
	Yes
	No
	No

	CPE (rental, lease, purchase)  
	Yes
	Yes
	No
	No

	Monthly maintenance 
	Yes
	Yes
	No
	No

	Yearly maintenance 
	Yes
	Yes
	No
	No

	Dual core connectivity for dedicated access 
	Yes
	Yes
	No
	No

	MFN virtual port 
	Yes
	Yes
	No
	No

	Expedite
	Yes
	N/A
	No
	No

	After Hour Installation 
	Yes
	N/A
	No
	No

	Special Construction 
	Yes
	N/A
	No
	No

	Extended Demarc 
	Yes
	Yes
	No
	No

	LAN IP addressing maintained by DMS 
	Yes
	Yes
	No
	No

	LAN IP addressing provided by Agency 
	No
	No
	Yes *
	Yes *

	Internet 
	Yes
	Yes
	No
	No

	VRF Type – private, common, and public 
	Yes
	Yes
	No
	No

	Encryption 
	Yes
	No
	No
	Yes

	Tunneling for non-IP traffic 
	Yes
	No
	No
	Yes

	Multicast 
	Yes
	No
	No
	Yes

	Customer Managed CPE 
	Yes
	Yes
	No
	No

	Access List 
	No** 
	No**
	Yes
	Yes

	Firewall Feature Set 
	No
	No
	No
	No

	QoS type – voice, video, application 
	Yes
	No
	No
	Yes

	NAT 
	No
	No
	No
	No

	IP Helper Address add / change
	No
	No
	No
	No

	DHCP
	No
	No
	No
	No

	Inter – VRF routing
	Yes
	Yes
	No
	No

	Add Static Route
	No
	No
	Yes
	Yes

	Extranet
	Yes
	Yes
	No
	No


* All IP Addresses must be validated with the MFN NOC Tier2 / Tier 3 Analyst prior to implementation to ensure no conflict will arise with any other IP Addressing Scheme in production
** A CSA will be required if a customer is requesting access to resources outside their VRF or to another Agency.  Site to Site ACL creation or changes within an Agency do not require a CSA.  DMZ site between multiple sites within a particular Agency, with pre-defined layer 4 ports does not require CSA.  The 2 hour configuration SLA does not apply to the creation of any new Access List.

*** The 2 hour SLA on configuration changes will only be honored for requests placed on a Remedy ticket through the MFN NOC.  Refer to the above tables for changes that qualify.

**** All required information must be in the ticket to complete the requested changes. If the information is incomplete the ticket and the changes will be placed on hold until all required information has been provided by the requestor.
For any Customer requested changes that may have an effect on the MyFloridaNet core, the MFN Engineering and Design team will meet to review and discuss the design change before any changes can be made.  Router configuration changes that require engineering review and/or testing may take longer. For any changes requiring a CSA or for changes not listed in the previous tables, Customers should initiate and submit the CSA via the online CSA system. 
Based on the tables above, when you request a change through the MFN NOC, please provide the information listed below.  For any changes requiring a CSA, please refer to Chapter 4, Ordering MyFloridaNet. 

· Circuit ID Number

· Type of service

· Managed or unmanaged CPE 

· Detailed description of the request 

· Exact date and time needed for the change

· CSA Number 

· Customer contact name

· Customer phone and cell numbers

· Email address of contact for status updates

· Hours of operation (When can you be contacted?)

· Any special requirements or constraints.

The status of a request can be checked by calling or emailing the MFN NOC (1-866-913-8386 or support@mfn.myflorida.com) or by using the Ticketing System application in the MFN NMS Web Portal at http://portal.mfn.myflorida.com.
3.11. MFN Major Outage Process

A Major Outage is considered when 10 critical alarms or greater within the same timeframe surrounding a common event (fiber cut, Network switch failure, Agency Host site failure, DOS Attack, Firewall failure, etc…) or any CORE related outage has occurred.  In this case, individual trouble tickets will not be opened. However one Master Trouble Ticket will be opened. This Master Ticket will list all the sites that have been affected by the Major Outage.
3.12. Requesting a Reason for Outage (RFO)

· Information on an Outage of a site can be found through the MFN NMS web portal. If additional information is needed, Customers requiring an RFO should request it through the DMS SUNCOM NOC at suncomnoc@dms.myflorida.com
· The SUNCOM NOC has the responsibility of working with the user to provide and discuss the RFO.
· Once the RFO has been provided and discussed, the SUNCOM NOC will close the issue by sending an email to agency.

3.13. Testing Disaster Recovery (DR) Solutions

Agencies desiring to test third party disaster recovery solutions and resource capabilities that traverse the MFN must initiate service support activities by contacting the MFN NOC and opening a Minor Remedy ticket for disaster recovery support.  The MFN NOC ticket provides the agencies with access to Tier 2 / 3 technical support for their test activities as it applies to the MFN network.  The agency must provide contact information for agency technical support and contact information for DR provider as well as any technical information pertinent to the disaster recovery test in the NOC ticket, i.e. IP addresses, circuit IDs, etc.  MFN Tier 2 / 3 support may include configuring core devices and premises routers to support end-to-end IP connectivity testing with the DR provider and agency.

It is the agency’s responsibility to coordinate activities with their DR provider, as this portion of the service is not part of MFN.  To ensure proper communication, agencies must initiate service support requests at least 2 weeks in advance of the actual test date.  This should provide sufficient time to coordinate activities and pre testing.  

Upon completion of any testing, the agency should advise the MFN NOC to close the ticket and begin monitoring the tested devices again.

3.13.1. Disaster Recovery Ticket Procedure
To capture all of the necessary information to support MFN customer’s that have a disaster recovery solution, Tier 1 technicians need to request the following information from the customer when the NOC is contacted to open a support ticket.

1. Name of agency requesting the testing

2. Agency technical contact information

3. Date of pre test and date of actual test

4. Disaster recovery service provider contact information

5. Test subnets that will be used on the LAN at the Disaster Recovery Location

6. Disaster recovery circuit ID

After the information has been documented in the ticket, Tier 1 technician will provide the customer with the ticket number and immediately escalate the ticket to Tier 2/3. Tier 2/3 will contact the customer and provide them with their contact information for the testing process.

4.0 Ordering MyFloridaNet Services
MFN Services come in a wide variety of speeds, access methods (local loops), options, and equipment (routers) to meet customer demands and needs.  If at any time during the order process a customer has any questions or needs assistance, they should contact their local SUNCOM Telecommunications Consultant at 1-888-4SUNCOM.  

4.1. Eligibility for Service

Organizations eligible to use SUNCOM services can order and use MyFloridaNet service.  Eligibility for SUNCOM services is defined in Chapter 282, Florida Statutes, and basically includes state agencies, state universities, community colleges, city and county governments, non-profit corporations (who are under contract with and receive the majority of their funding from state, county or city governments), Water Management Districts, and some commissions and boards.

All state agencies and state universities are required to use the SUNCOM Network per Florida Statutes 282.103. 

4.2. Prerequisites for Ordering

4.2.1. SUNCOM Network Services Agreement (SNSA) and Online CSA Registration
If not already on file, eligible users who wish to subscribe to SUNCOM services are required to submit a SUNCOM Network Services Agreement (SNSA) form to determine eligibility for SUNCOM services. After eligibility is determined, customers are required to register to use the online Communications Service Authorization (CSA) system.  Both the SNSA form and a link to the online CSA system are available by clicking here. 
4.2.2. Customer Service Questionnaire 
Part of a successful network design depends on determining what a customer or potential customer’s needs are and determining the existing network design to ensuring that MFN services are compatible with the design and meet the customer’s needs.  To provide this necessary information, please complete the MFN Customer Service Questionnaire in its entirety located in Appendix K of this document.  
The Questionnaire is required for each location and to be completed for the following:

 

· Customer does not have existing MFN Service at any location. 

· If the information required to establish or change service at a location, for an existing customer MFN Network, cannot be conveyed on the CSA then a questionnaire will be required to supplement the CSA.

This Questionnaire will also be attached to a completed MFN ordering form (CSA) via the online CSA system once the questionnaire is complete.  If you need assistance completing the questionnaire or the CSA, please call 1-888-4SUNCOM to speak with your local SUNCOM Telecommunications Consultant.
4.2.3. MFN Service Inquiry

Requests for MFN service greater than 12 Mbps or service provided via Ethernet require a Service Inquiry to determine availability of facilities to provide service prior to submitting a CSA to DMS.  Please contact your local SUNCOM Telecommunications Consultant to request a service inquiry and a price quote. Service Inquiries will require the following information to be submitted by the customer: 

· Speed and type of connection, 

· Valid site address, 

· Local contact name and number 
· Telephone number for the location if different from the local contact’s number.  
In cases where telephone service does not exist for a location a working number near the location can be used and should be reported as such.

The service inquiry will be obtained and the results provided back to the customer by the local SUNCOM Telecommunications Consultant. In addition, quotes will be provided for any speeds greater than 12 Mbps. Quotes less than 12Mbps can be obtained from the DMS web site.  Service Inquires will avoid delays in installation of service and return of the CSA for redesign and reselection of an available service at the customer location. Service Inquiries to determine availability of facilities can normally take up to 10 calendar days.  
4.2.4. Special Construction

Occasionally it may be determined that while facilities were not available for installation of service as determined in the MFN Service Inquiry, facilities can be constructed to provide the requested service at the desired location.  This will require additional time and the customer may incur additional expenses.  These expenses or any additional time required for special construction will be presented to the customer and approval obtained prior to submitting the CSA to DMS to order services.  Approval will be expressly stated on the CSA and the cost of Special Construction included as part of the overall cost for the service on the CSA ordering document submitted by the customer for ordering MFN service for the subject location.

4.2.5. Site Readiness

For any non-fiber based MFN services, the site receiving MFN service must be ready to receive the service and have a space appropriate for housing network equipment.  This includes the site being fully constructed and ready for occupancy and having a secure, clean, environmentally conditioned, properly lit space with the necessary electrical power and with equipment racks, floor space and/or plywood backboards available.  For a complete list of requirements, please refer to the Customer Service Questionnaire in Appendix K.  All of these requirements must be met before submitting the completed questionnaire and CSA. 
For any fiber based MFN services, a site survey will be performed to determine if the site is ready for that fiber based MFN services. This process will take place after DMS submits a complete CSA to the service provider. A service provider representative will contact the customer to schedule a site survey. 
4.3. Order Process

Once the configuration of the MyFloridaNet services is determined and the above prerequisites satisfied, logon to the online CSA system to complete and submit to the DMS a completed Communications Service Authorization form (CSA). Please use the information in the MFN Questionnaire to assist in completing the CSA Order.  CSA Orders CANNOT be submitted directly to the MFN service provider.  
Information to be provided on the CSA form includes the CSA Authorization Number used to track and invoice for services, the physical address for the site where service is to be installed, a working phone number at the location, a local contact for the location, and the configuration of the type of MFN service being requested.  
Customers must also complete block 5 of the CSA with email address as well as correct contact information name and phone number. 
The CSA description should contain the following information:

	Item
	Quantity
	Description
	Required

	
	
	PLEASE INSTALL MYFLORIDA NET (MFN) SERVICE AT THE LOCATION IN BLOCK (5) ABOVE.  PROVISION AS INDICATED BELOW.
	

	
	
	CURRENT CSA (IF UPGRADE): 
	

	
	
	SITE NAME:  
	

	
	
	CUSTOMER SERVICE QUESTIONAIRE COMPLETE: YES/NO 
	

	
	
	SITE READY FOR INSTALLATION: YES/NO
	

	
	
	EXPEDITE APPROVED: YES/NO   PRICE: $
	

	
	
	AFTER HOURS:  YES/NO      PRICE:$
	

	
	
	PORT SPEED:      . PRICE: $
	

	
	
	ACCESS SPEED:     . PRICE: $
	

	
	
	ACCESS METHOD: 
	

	
	
	SERVICE INQUIRY PERFORMED FOR ETHERNET OR ABOVE 12M:  YES/NO/NA
	

	
	
	CUSTOM/STANDARD ROUTER: 
	

	
	
	RENT, LEASE  OR BUY, OR CUSTOMER PROVIDED:    
	

	
	
	ROUTER MODEL:                                   PRICE: $
	

	
	
	CUSTOMER MANAGED ROUTER: YES/NO
	

	
	
	MAIN (HOST) LOCATION:  YES/NO.
	

	
	
	NO. OF LAN ETHERNET PORTS REQUIRED: 
	

	
	
	VRF/VPN PUBLIC/COMMON/PRIVATE:
	

	
	
	VRF LITE REQUIRED:  YES/NO
	

	
	
	IP SEC/ENCRYPTION REQUIRED: YES/NO
	

	
	
	IPX / TUNNELING: YES/NO
	

	
	
	MULTI CAST REQUIRED: YES/NO
	

	
	
	ACCESS LIST: YES/NO
	

	
	
	SECURITY FIREWALL: YES/NO
	

	
	
	QOS - APPLICATION: YES/NO
	

	
	
	QOS - VIDEO: YES/NO
	

	
	
	QOS - VOICE: YES/NO
	

	
	
	EXTEND DEMARC: YES/NO.       PRICE:   
	

	
	
	AFTER HOURS: YES/NO     PRICE:  $
	

	
	
	TECHNICAL CONTACT NAME:
	

	
	
	TECHNICAL CONTACT PHONE:
	

	
	
	TECHNICAL CONTACT E-MAIL:
	

	
	
	SITE COMMENTS:
	


Details on CSA instructions, training and sample CSA form, Online CSA System, and SNSA forms can be found by clicking here. 
4.4. Special Options

There are special order options that require special expertise or special design to implement properly.  Some of these are QOS, Voice, Video, or application. Multicast and connectivity back to a Disaster recovery provider site.

4.4.1. Ordering IP QoS

There are times when information should be prioritized over the network and especially when leaving a customer’s site.  To prioritize customer traffic, QOS needs to be deployed.  Voice, Video, Emergency Voice and other critical applications can be prioritized over the MyFloridaNet. QoS deployment will require reengineering prior to submitting CSAs. 
To activate IP QoS, users can request it on the original CSA requesting services. However, to prevent any delays to the installation of the circuit, IP QoS can also be requested later under the same CSA number used originally for the locations in question. Customer will decide the urgency of this requirement.  
4.4.2. Ordering IP Multicast

To activate IP Multicast routing in the MFN, users can request it on the original CSA requesting services or can activate it later under the same CSA number used originally for the locations in question.  If an agency desires to request this routing capability in the MFN an IP Address for the IP Multicast application(s) will have to be requested from DMS on the CSA for the Common Services VRF. 

How to order IP Multicast:

1. Request IP Multicast with original CSA or at a later time using original CSA for location(s).  This will require one CSA for each of the locations needing IP Multicast to be activated.

2. Indicate/request one IP Address assignment per source application if user is part of the Common Service VRF.

4.4.3. Ordering MFN DSL Services

MFN DSL is not available at all locations.  To avoid delays, please call your local SUNCOM Telecommunications Consultant and provide a working phone number to determine DSL availability. However, ultimate determination of DSL availability cannot be determined until installation. 
For additional information, refer to “Alternatives and Issues related to MFN DSL”, Appendix F.
4.4.4. Interfacing with Disaster Recovery Service Providers
To order MFN connections for Disaster Recovery purposes, users have an option to order a T1 circuit or multiples thereof to achieve the bandwidth level desired.  It is recommended that users order MFN Frame Relay T1s as this access technology provides for redundant local network paths to access the network and inherently protect the user at the MFN Core location for Core failures.

How to interface with a Disaster Recovery Provider:

1. Determine bandwidth connectivity desired in T1 increments.  Circuits will be ordered as multiples of T1s.  For example, if the desired bandwidth is 3Mbps two individual T1s must be ordered.

2. Select the appropriate MFN CPE** to support the bandwidth and features desired.  Please visit the MFN website to access CPE rates or contact your local SUNCOM Telecommunications Consultant for assistance.
3. Please specify in the description of service or comments field of the CSA that the circuit will be used for Disaster Recovery operations.

4. The location of requested service needs to be provided to DMS on the CSA and should include:

· The name of the DR Provider 

· The physical address of the point of interface (CO)

· NPA/NXX

· CLLI Code for the DACS or other interconnecting device*

· Network diagram showing interconnection to MFN

· List of procedures to be performed by DMS and Vendor(s) to activate DR Service

*An Example could be:  AT&T DACS, 45 N. Magnolia Avenue, ORLDFLMAK33 NPA/NXX: 407/214, Orlando, FL 32804.

**Note - The minimum recommended routers are the 1841-T1-Sec for single T1 connections and either the 1841-2T1-SEC or the 2821-2T1-SEC for dual T1s, depending on the nature and volume of the expected traffic.  Actual CPE requirements may vary and must be determined based on actual Customer Network design requirements.
4.5. Modifications to Existing Service

Existing MFN service can be modified through the Online CSA system and in some cases directly by calling the MFN NOC depending on the change.  If the modifications require a change to the access method or speed (either Port or Access), a new MFN order is required to install the new service and a separate CSA is required to disconnect the existing MFN service once the new service is installed.  A detailed list is provided in the table below indicating when a CSA is required and when a MFN NOC ticket is required.  The first table is for MFN managed equipment and the second is for Customer managed equipment.

***Changes that can be requested by an MFN NOC ticket will be completed within 2 hours of creation of the ticket. The ticket will be created with a severity classification of Minor.
4.5.1. MFN Managed Option:

	MFN Managed
	CSA Required
	MFN NOC Ticket

	MFN Elements and  Features
	Establish New
	Change Existing
	Establish New
	Change Existing

	Port 
	Yes
	Yes
	No
	No

	Access 
	Yes
	Yes
	No
	No

	CPE (rental, lease, purchase)  
	Yes
	Yes
	No
	No

	Monthly maintenance 
	Yes
	Yes
	No
	No

	Yearly maintenance 
	Yes
	Yes
	No
	No

	Dual core connectivity for dedicated access 
	Yes
	Yes
	No
	No

	MFN virtual port 
	Yes
	Yes
	No
	No

	Expedite
	Yes
	N/A
	No
	No

	After Hour Installation 
	Yes
	N/A
	No
	No

	Special Construction 
	Yes
	N/A
	No
	No

	Extended Demarc 
	Yes
	Yes
	No
	No

	LAN IP addressing maintained by DMS 
	Yes
	Yes
	No
	No

	LAN IP addressing provided by Agency 
	No
	No
	Yes*
	Yes*

	Internet 
	Yes
	Yes
	No
	No

	VRF Type – private, common, and public 
	Yes
	Yes
	No
	No

	Encryption 
	Yes
	No
	No
	Yes

	Tunneling for non-IP traffic 
	Yes
	No
	No
	Yes

	Multicast 
	Yes
	No
	No
	Yes

	MFN Managed CPE 
	Yes
	Yes
	No
	No

	Access List 
	No** 
	No**
	Yes
	Yes

	Firewall Feature Set 
	Yes
	No
	No
	Yes

	QoS type - voice, video, application 
	Yes
	No
	No
	Yes

	NAT 
	Yes
	No
	No
	Yes

	IP Helper Address add / change
	No
	No
	Yes
	Yes

	DHCP
	Yes
	No
	No
	Yes

	Inter – VRF routing
	Yes
	Yes
	No
	No

	LAN interface settings (Speed, Duplex)
	No
	No
	Yes
	Yes

	IP Accounting (Troubleshooting Aid)
	No
	No
	No
	Yes

	Route Cache Flow (Troubleshooting Aid)
	No
	No
	No
	Yes

	Add Static Route
	No
	No
	Yes
	Yes

	Extranet
	Yes
	Yes
	No
	No


4.5.2. Customer Managed Option:

	Customer  Managed
	CSA Required
	MFN NOC Ticket

	MFN Elements and  Features
	Establish New
	Change Existing
	Establish New
	Change Existing

	Port 
	Yes
	Yes
	No
	No

	Access 
	Yes
	Yes
	No
	No

	CPE (rental, lease, purchase)  
	Yes
	Yes
	No
	No

	Monthly maintenance 
	Yes
	Yes
	No
	No

	Yearly maintenance 
	Yes
	Yes
	No
	No

	Dual core connectivity for dedicated access 
	Yes
	Yes
	No
	No

	MFN virtual port 
	Yes
	Yes
	No
	No

	Expedite
	Yes
	N/A
	No
	No

	After Hour Installation 
	Yes
	N/A
	No
	No

	Special Construction 
	Yes
	N/A
	No
	No

	Extended Demarc 
	Yes
	Yes
	No
	No

	LAN IP addressing maintained by DMS 
	Yes
	Yes
	No
	No

	LAN IP addressing provided by Agency 
	No
	No
	Yes *
	Yes *

	Internet 
	Yes
	Yes
	No
	No

	VRF Type – private, common, and public 
	Yes
	Yes
	No
	No

	Encryption 
	Yes
	No
	No
	Yes

	Tunneling for non-IP traffic 
	Yes
	No
	No
	Yes

	Multicast 
	Yes
	No
	No
	Yes

	Customer Managed CPE 
	Yes
	Yes
	No
	No

	Access List 
	No** 
	No**
	Yes
	Yes

	Firewall Feature Set 
	No
	No
	No
	No

	QoS type – voice, video, application 
	Yes
	No
	No
	Yes

	NAT 
	No
	No
	No
	No

	IP Helper Address add / change
	No
	No
	No
	No

	DHCP
	No
	No
	No
	No

	Inter – VRF routing
	Yes
	Yes
	No
	No

	Add Static Route
	No
	No
	Yes
	Yes

	Extranet
	Yes
	Yes
	No
	No


* All Private IP Addresses must be validated with the MFN NOC prior to implementation to ensure no conflict will arise with any other IP Addressing Scheme in production
** A CSA will be required if a customer is requesting access to resources outside their VRF or to another Agency.  Site to Site ACL creation or changes within an Agency do not require a CSA.  DMZ site between multiple sites within a particular Agency, with pre-defined layer 4 ports does not require CSA.  The 2 hour configuration SLA does not apply to the creation of any new Access List.

*** The 2 hour SLA on configuration changes will only be honored for requests placed on a Remedy ticket through the MFN NOC.  Refer to the above tables for changes that qualify.

**** All required information must be in the ticket to complete the requested changes. If the information is incomplete the ticket and the changes will be placed on hold until all required information has been provided by the requestor.
For any Customer requested changes that may have an effect on the MyFloridaNet core, the MFN Engineering and Design team will meet to review and discuss the design change before any changes can be made.  Router configuration changes that require engineering review and/or testing may take longer. For any changes requiring a CSA or for changes not listed in the previous tables, Customers should initiate and submit the CSA via the online CSA system. Please refer to section 3.10 if based on the tables above, you qualify to make changes through the MFN NOC. 
4.6. Relocation of MFN Service
4.6.1. In-House Relocations
In-house relocation of D-Marcs will be initiated by CSA.  CSA Authorization numbers will not change for in-house relocations but will be kept constant as long as the physical address does not change.  In-house relocations can typically be completed in a shorter interval than specified for new circuit installations.  AT&T will work with DMS to perform in-house moves in a quick and timely manner.

4.6.2. Relocation of Service to New Physical Address

Relocation of service to a different physical address will be initiated by CSA and will require issuing two (2) CSAs.  A separate CSA will be issued for installation of the service at the new location and a second CSA will be issued for the disconnection of the existing service.  This is necessary as customers often want no down time associated with the move and require service continuation at the original site until the relocation of all personnel and equipment is completed.   The customer must work with DMS to insure no duplication of IP addresses by assignment of new addresses or temporarily subnetting of existing addresses.  If downtime can be tolerated by the customer and the customer is not requesting a different router model or upgrade of the existing router, the router may be re-used/relocated to the new service location.  This will require approval and coordination with the customer by DMS or ATT.  Customer rented or leased routers should be moved to the new location by ATT or one of its subcontractors and not the customer.

4.7. Changes Requiring a CSA Number Change

Changes to existing service in port speed, access method, and access speed at the same location will require a new CSA code be assigned to the MFN service.  Two CSAs are to be submitted as the CSA Authorization Number will change on the MFN service and will be processed at a minimum, as a discontinuance of invoicing of the existing invoicing and an initiation of new invoicing for the new service.  In most cases a change in access speed will require a disconnect of the existing local loop and the installation of a new higher speed local loop and in some cases may require the replacement of the router.  Issuing two CSAs will assist in the changing of the invoicing and inventory records. A MFN Customer Service Questionnaire is required as well. 
4.8. Discontinuation of Service

Discontinuation of service will be initiated by issuance of a CSA from the customer to DMS.  The CSA will contain at a minimum the: 
· Agency location name, address, city, phone number

· Local contact and phone number, 
· Requested due date for discontinuation of service

· The installing CSA Authorization Number

· Circuit Number

DMS will honor the customer requested due date (CRDD) when it meets or is beyond the standard disconnect interval of 10 calendar days after receipt of the CSA from DMS to AT&T.  Ample time (typically 5 business days) must be given to DMS to review and process the order for disconnect.

While DMS will work to facilitate as accurate records and invoicing as possible, ultimate responsibility to ensure that invoicing has been discontinued will be the responsibility of the customer in normal review of their invoices.  If invoicing is not discontinued for the billing cycle coinciding with the discontinuance of the service, the customer must contact DMS immediately to determine why the invoicing has not ceased with the requested discontinuation of the MFN service.   

4.9. Mandatory Use of the Online CSA System

All requests for service, modification to existing service, and discontinuation of service, will be submitted by the customer to DMS via the Online CSA System or similar system as deployed by DMS.  An exception to this requirement are changes not affecting invoicing and approved via MFN NOC ticket as described in Section 4.5 above.  In the event that the Online CSA System is unavailable for an extended period of time and at the discretion of DMS, paper CSAs or other forms of communication as determined by DMS, may be used to ensure no disruption of the orderly exchange of service requests.
4.10. Incomplete CSAs

CSAs submitted to DMS must contain all the information necessary to successfully fulfill the service requested by the customer as described in Chapter 4 of this document.  Incomplete CSAs delay the delivery of the requested service action.  If a customer is unsure of what is required on the CSA form, he should review Chapter 4 of this document or call your local SUNCOM Telecommunications Consultant at 1-888-4SUNCOM for assistance prior to submitting a CSA.  Service Level Agreements (SLAs) will not be in effect until DMS determines that sufficient information has been provided to provision the requested action. This includes all the requirements set forth in this document, and detailed in Chapter 4.  Any CSA that is incomplete or missing information will be brought to the attention of the customer either by phone, E-mail, or by returning the CSA to the customer, requesting the additional information needed.  For this reason, it is imperative that customers monitor the status of their CSAs through use of the Online CSA System.  CSA’s submitted to DMS may be retracted for correction or modification until DMS begins processing of the CSA.  This can be determined by attempting to retract the CSA via the Online CSA System.  If DMS has already begun processing the CSA, the system will refuse to allow retraction of the CSA.  In these cases, DMS must be contacted by phone or E-mail and acknowledgement received by the customer, to discuss the changes required by the customer and what procedure is to be followed.  In most cases, the CSA will have to be returned to the customer for modification or correction.  Any changes made to the CSA after submission to DMS will delay the requested action until the CSA’s can be modified or corrected by the customer and resubmitted to DMS.  SLA clocks will be stopped or restarted by DMS depending on the magnitude and position of the CSA in the process at the time of retraction.  All changes to the CSA or existing service must be made by the customer through DMS except as mentioned in Section 4.5 above.

4.11. MyFloridaNet Installation Process

1. A call will be made by the Vendor to the on-site contact prior to the due date to advise when to expect the installation of the circuit to occur. 

2. Circuit technicians will be dispatched to install the new MyFloridaNet circuit and the Out of Band Modem line (in AT&T / Legacy BellSouth Territory) prior to installation of the router. 

3. A call will be made the Vendor to the on-site contact prior to the due date to advise when to expect the installation of the CPE to occur. 

4. The CPE installer will be dispatched on the planned Test and Turn-Up date as close to the beginning of the requested appointment window as possible. 

5. The CPE installer will work with the Provisioning Personnel to turn up the equipment on the circuit and verify connectivity to the Core and to the VRF(s) that the customer is attached to.

6. The CPE installer will demonstrate connectivity to MFN from the Vendor Managed CPE router by using the MFN Installation Checklist as a Template or the CPE Installer’s work order form which contains the MFN Installation Checklist.  This Checklist will be signed by the customer and technician indicating a successful turn-up and test of the service.  The MFN Installation Checklist is available in Appendix L.
7. A copy of the signed MFN Installation Checklist will be provided to the Customer at the end of the successful turn-up and test. 
8. The CPE Installer will work with the customer in connecting the router to the Customer’s LAN if the customer is ready at the time of turn up. 
9. If there are any unresolved issues noted during the testing process, the customer will be left on their existing service and a new installation date will be rescheduled. 
10. The online CSA system will be populated with the date as indicated on the MFN Installation Checklist successful turn-up date. This will be the “Completion Date” 
11. The site will be populated into the Network Management System (NMS) Tools within 2 business days.   
12. Billing will commence after two business days following successful turn-up and testing/cutover to MyFloridaNet.  For example: 
· MyFloridaNet location turned up on Friday 7/25/08

· Billing will start on Wednesday 7/30/08

· The effective bill date in the Online CSA system will reflect the 7/30/08 date.

For specific details, refer to section 5.2 “Billing Start Date”.
4.12. Installs, Moves, Adds, and Changes (IMAC) SLAs
4.12.1. An SLA performance target BEGINS
An SLA performance target begins when the following items are complete:

· a complete and accurate CSA order is submitted by the customer to DMS

· it is reviewed by DMS for accuracy and completeness

· is submitted and accepted by the service provider*

* Note:  If there is any missing or inaccurate information on the CSA, the installation date and the SLA performance target may be impacted.
4.12.2. An SLA performance target ENDS
An SLA performance target ends when the following conditions have been met:

For Vendor Provided CPE/Managed

1 The router has been installed on the customer premise

2 The router has been turned up with the Provisioning engineer and engineer has documented activities in the provisioning comments section of Remedy 

3 The customer verifies installation by signing the MFN Installation Checklist as a template for services to be tested.  Testing may be performed using the Installers Laptop per customer request.

Note:  The customer may or may not cutover their LAN at this point based on customer request.

For Customer Provided CPE/Unmanaged

1. The Vendor will contact the customer to advise of the circuit installation due date.  This is a minimum of two days prior to circuit completion.

2. The circuit will be installed and tested by Vendor Network technicians prior to the turn up of the CPE.

3. The Vendor will contact the customer to set an appointment for turn up of the CPE. 

4. The Vendor will send a confirmation email of the appointment time for the turn up of the CPE, which will include expectations on billing start date to the customer. 

5. The Vendor will have configured the CORE Interface prior to the appointment time.

6. The turn up appointment will be scheduled by the Vendor and take place within 7 business days of the circuit install date or billing will commence automatically. Refer to section 5.2 for details.
7. The customer will configure their CPE using the guidelines and site specific technical data provided by the Vendor to them for the location.

8. The customer will connect the CPE to the access circuit. 

9. The customer will be responsible to call the Vendor at the scheduled appointment time to work with the Provisioning Engineer to confirm circuit operation and routing through the CORE. 

10. The customer will be responsible for any LAN side connections of the CPE and any cutover activities that need to take place for new service turn up. 

11. If the customer does not contact the Vendor on the scheduled appointment time, the Vendor will close out the turn up with the scheduled date and the Technical contact as being completed.

4.12.3. SLA Installation Performance Targets

The table below provides the SLA installation performance targets for the MyFloridaNet by bandwidth speeds.   
	SLA Installation Performance Target

	Bandwidth Range
	SLA Target

	64 kbps to 1.5 Mbps
	Install within 25 business days (Approximately 35 calendar days)

	2 Mbps to 45 Mbps
	Install within 40 business days (Approximately 55 calendar days)

	90 Mbps to 1000 Mbps
	Install within 90 business days (Approximately 125 calendar days)


If the SLA performance target is not met, DMS will credit Customer 25% of their customer service Monthly Recurring Charge (MRC). SLA violation credits are not applicable on DMS cost recovery. 

A customer should request a due date that is not less than the above SLA performance targets.  It is the customer’s responsibility to plan and forecast for services ahead of time. This will allow DMS ample time to work with the customer on CSA requirements such as design review (if necessary), service inquiry, and validation of other requirements for a submittal of a complete CSA.  Refer to the Section 4.3 Order Process for additional information. Incomplete information on the customer CSA will impact the due date and SLA performance targets.   

The customer may request a shorter due date as a Best Effort from DMS, in which case DMS will determine if the request can be met.  SLA Installation performance Targets will still apply if the dates cannot be improved.

The customer may also request a shorter interval by using the Expedite procedure as detailed in Section 2.5.2.  In the case of an expedite request the Vendor will make every effort to meet the requested expedite date.  SLA Installation Performance Targets are not applicable to expedited order time improvements.

DMS will work with AT&T to determine if the requested due date can be met and notify the customer with any issues. 

4.12.4. Impact on SLA Performance Targets
Meeting of the SLA performance targets will be affected by but not limited to the items listed below:
· Incomplete information on the CSA order

· Customer not available (no access to customers site) or not ready for IMAC

· If access facilities do not currently exist for bandwidth speeds greater than 12 Mbps then defined SLA performance targets will not be applicable
· If access facilities do not currently exist for Ethernet, defined SLA performance targets will not be applicable
· Installation delays caused by end user owned equipment
· Any changes to CSA order after submittal of a complete CSA order.  Depending on the type of change, this may cause the SLA performance target to restart.

· Service inquiry above 12 Mbps or Ethernet
· Incomplete Customer Service Questionnaire
· If necessary, a DMS review of the Customer Service Questionnaire. 
· Errors or incorrect information on the CSA or the Customer Service Questionnaire. 
· Any work needed to prepare the site for the MFN service based on site readiness or site survey requirements.
4.12.5. CSA submittal and SLA Performance Target for new installation
Below is a summary of what is included and excluded from the SLA performance target for some of the major requirements of a CSA.  As compared to other CSA requirements, these have a larger impact on due dates and SLA performance targets.  

	CSA requirements
	(Before or After) CSA Submittal to AT&T
	(included or excluded)

SLA Performance Target

	Service Inquiry - above 12 Mbps or all Ethernet
	Before
	excluded

	Service Inquiry – 12 Mbps and below
	After
	included

	Customer Service Questionnaire Review by DMS
	Before 
	excluded

	Site Readiness Requirements (non-fiber based)
	Before and / or After
	excluded

	Site Survey (fiber based)
	After
	included

	Site Readiness (fiber based)
	After
	excluded


Example: A “Service Inquiry – above 12 Mbps or all Ethernet” as a CSA requirement must be performed “Before” the CSA is submitted to AT&T.  The time it takes to perform this CSA requirement is “excluded” from the SLA performance target. 

5.0 MyFloridaNet Billing

5.1. Monthly Charges

The MyFloridaNet (MFN) invoicing process will follow the existing format for SUNCOM Network Services.  The users will order through the Online CSA process.  After the service is installed the users will receive monthly invoices.  The billing cycle for this service will be from the 5th of the month through the 4th. Fractional charges will bill effective the date of install. For example:
Completion Date:

May 12th 



Effective Bill Date:

May 15th




Initial Bill Date:

June 5, 2008




Fractional Charges:

5/15/2008 – 6/4/2008




MRC:



6/5/2008 – 7/4/2008 

For CPE acquired and installed through the MFN, the “Completion Date” will be the date specified on the signed customer specific installation checklist. For CPE provided by customer, the “Completion Date” will be the date as mutually agreed scheduled CPE provisioning date for the site. For additional information, see section 5.2 “Bill Start Date” below. 
Customers are advised to audit their invoices including the completion and effective bill dates. Contact your DMS billing representative if you have any questions on your invoice. 
The monthly billing will consist of an Invoice and Actual Charges Report.  The invoices will be identified as AGYXX48 – utilizing the XX48 will separate the MFN charges from other services and provide a separate invoice.  The Actual Charges Report will bill the charges per component as ordered through the CSA process.  All charges will be summarized on a monthly basis.  

5.2. Billing Start Date

Billing for installation of new services on MFN falls in to two categories based on CPE acquisition as defined in section 7.1, section 7.2 and section 7.4, (Acquired) and (Customer Provided CPE).  The differences are detailed below:

5.2.1. Acquired through the MFN Contract

All new MFN equipment will be staged, configured and installed as part of the rental and lease CPE pricing.  Installation is optional for an additional cost for CPE purchased through the MFN contract.  Billing will start 2 business days after a successful CPE installation indicated by a signed customer specific installation checklist, when the equipment is installed by AT&T.
For example, if the MyFloridaNet turned up on Friday, billing will start on the following Wednesday.
5.2.2. Customer Provided CPE

Customers choosing to use / provide their own CPE acquired from other sources are an integral part of the turn up process on MFN.  The Vendor will work with the customer to schedule turn up appointments within 7 business days of the access circuit installation.  The turn up schedule will be mutually agreed upon by the Customer and will be used as the record for setting billing dates.  The MFN billing will start 2 business days after the scheduled CPE provisioning date for the site.  

For example, if the Access circuit was installed on Monday, the CPE was turned up on Friday then the billing will start on the following Wednesday.

If there is any delay in completing the Turn-up due to a Vendor error, billing will be deferred to start 2 business days after the correction of the error.

5.3. Billing Components

The user will order service based on their user and location requirements.  The CSA process will determine the billing components.  Detailed below are examples of some of the components that could be billed:

Example #1 – 64K Frame Relay - Customer Provided Router


AGY@F6K-XXXX-YR-P1
$165.50
 
Port


AGY@F6K-XXXX-YR-P2
$ 47.52  
Access

Example #2 – 15M Frame Relay – Cisco 2821-T3 – MFN Provided Router

AGY@F15-XXXX-YR-P1
$1,678.07
Port 



AGY@F15-XXXX-YR-P2
$ 964.64
Access


AGY@F15-XXXX-YR-P3
$ 277.94
CPE Monthly Rental

5.4. Paperless Invoice and Actual Charges 

In order to properly manage service costs and keep charges to users as low as possible, these services will bill online using paperless invoicing.  All users of the MyFloridaNet service will be required to retrieve their invoices and all back up detail by accessing the SUNCOM Billing System via the Internet (if you currently retrieve your invoices via the internet, this service will be included with your SUNCOM Network invoices).  Please see instructions below to register for the on-line SUNCOM Billing System.
5.5. SUNCOM Billing System (Paperless) Access Instructions

Below are the steps that provide and guide the user to access the SUNCOM electronic billing system. 
· Click on this web site http://suncombilling.myflorida.com/ 

· Click on SUNCOM Billing System

· Click on New User 

· Fill out the profile screen (you will assign yourself a password)

· Click on submit.  A screen will come back with your user ID and password.

· Go back to http://suncombilling.myflorida.com/
· Click on SUNCOM Billing System

· Click on Current User

· Input your user ID and password provided in step 4.

· Input your SUNCOM number ( use your 7 digit local number); agency code and customer.

· You will need to choose TABS or Network or both.  TABS is your local service billing (Centrex) and Network is the SUNCOM Long Distance and Data Services.  If you only need to review your Wireless and/or VPN service, click TABS only.

Once you fill out the profile we will receive an e-mail notifying us of your request for access.  Once we have approved your access, you will receive an automated e-mail letting you know access has been granted.

Upon approval you will have access to your data. Once you are in the billing system, refer to the left of the screen, to access the PDF files (copy of paper bill) you will click on View Invoice.  If you are set up for FTP TXT files you will click on FTP.  

Please use Contacts list in this guide if you have any question related to billing or the following service requests:
· Copies of invoices and detail older than 3 months up to (7) seven years.

· Password assistance – Changes / Reset

· General Billing inquiries

· SLA Credits

· If you need access to more than one Agency Code within your department.

5.6. MyFloridaNet Invoice Sample
The attached copy is a sample of the MyFloridaNet invoice.  It provides an example of a user having frame relay access with a MyFloridaNet port, access and Customer Premises Equipment (CPE).  Double click on the file below to open and view it. 
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5.7. MyFloridaNet SLA Credits

SLA credits (if any) will be given on a monthly basis on the customer invoice.  Customers are encouraged to view their trouble tickets and MFN NMS web portal for any SLA violations and validate these SLAs through monthly MRC. Listed below is the dispute process for SLA credits,
· SLA Dispute Resolution Process

· SLA credits (when applicable) will be given to user on their monthly invoice.  
· User Agencies will have 60 calendar days from receipt of the bill containing the SLA credits to dispute SLA credit amount or any credits not received from the reporting month. 

   User sends SUNCOM billing group an e-mail to document dispute.  Please refer to the contacts listed in section 1.2 to contact your billing representative.
   SUNCOM Billing will review claim from user pertaining to SLA to make sure there is no discrepancy.

· SUNCOM billing representative and MFN product manager will review dispute from user pertaining to SLA. 
· If SLA involves review of a trouble ticket or incorrect credit, MFN product manager will coordinate with SUNCOM NOC to start the dispute resolution process.

   If based on this review the claim is valid, billing will submit credit on the next monthly invoice once the credit is determined and verified.  Users will be notified by a billing representative.
   If based on this review the claim is invalid, SUNCOM Billing will notify the customer and explain why the request is being denied.

   Depending on the type of dispute, billing will typically notify users on the outcome of the dispute within 10 to 15 business days from receipt of user email.  

   If user dispute continues and disagrees with the outcome; user can escalate to DMS management.

 

If you have questions regarding your SLA credit, please use the contact information listed in section 1.2 to contact your billing representative.
 
6.0 Network Management System (NMS) Tools

6.1. NMS Tool Overview

The MyFloridaNet Portal is the primary access point to the network management tools provided as part of the MyFloridaNet services.  The portal can be accessed via http://portal.mfn.myflorida.com.  The portal provides access to:  Spectrum, eHealth, NetQoS, Remedy Ticketing System, Router Configurations, Core Router Proxy, and the Security Tool (Q Radar).

· Spectrum – This application provides measurement and alarming on network performance, availability and Service Level Agreement (SLA) adherence.
· eHealth - This application provides historical reporting on network performance and availability.
· NetQoS - This application provides network traffic analysis.
· Remedy - This application allows users to monitor trouble tickets and search tickets.  
· Router Configurations - The capability to view router configurations in the MFN tools is not only possible on customer managed routers, but also MFN managed routers.

· MFN Managed Routers

For customers with routers managed by MFN, configurations can be viewed in the Premise Router Proxy tool.  This is accessed in the “Router Configurations” tab in the MFN tool portal.
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·   Customer Managed Routers

RANCID manages the MFN router configurations, not only collecting and storing them, but tracking a history of changes.

A few simple changes are required in the configuration, which are documented in this guide in Appendix H.
Note: Configurations are gathered nightly at 11:00pm and automatically after every configuration is saved to NVRAM. It is imperative that the user’s technical resources save the running configurations to the NVRAM when changes are made.  This will ensure that changes are captured at the time of the save and archived nightly.

Customer utilizing this tool can access RANCID from the Router Configurations tab in the portal.
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· Core Router Proxy - This application allows authorized NMS users to execute specific JUNOS commands on their core interfaces.
· QRadar - This application monitors for malicious network traffic.
6.2. NMS Training

Users are training on the MFN Network Management tools through three approaches.

1. Online web based training
Tool overview and navigational training is available online from the DMS website by accessing this link.  This training is divided into seven modules:

Module 1 – Introduction to MyFloridaNet

Module 2 – Spectrum 

Module 3 – eHealth 

Module 4 – NetQoS 

Module 5 – Ticketing System

Module 6 – Router Configurations 

Module 7 – Core Router Proxy

User guides are embedded in Modules 2, 3, and 4.  These guides can be accessed by clicking on the paper clip located in the bottom right hand corner of each module within the web based training.  Once accessed, the guides can be opened for immediate use or downloaded for printing.  The guides will help answer most user questions without needing additional help.

2. Local or web based instructor led training
Special in depth classes are held at DMS facilities or at agency locations in Tallahassee.  If users are remote, web based live training is supplied if possible.  Training agendas are customized according to customer needs.  Classes are being led by experts involved in installing and maintaining the systems. Please contact your local SUNCOM Telecommunications Consultant (refer to contacts list in section 1.2) to request such training. 

6.3. NMS CPE Requirements for Monitoring

Customers managing their own CPE and desiring to have their CPE monitored by the NMS tools must comply with the following configuration requirements in order to be monitored:

· Read Only SNMP security string that can be utilized by the MFN network management servers.  This information must be shared with the MFN network management provisioning team prior to routers being added to the systems.

· Expanded access control list (ACL) to allow the devices to be reached by all necessary MFN IP network management server addresses.  This list of around 40 IP addresses includes CA Spectrum and CA eHealth servers located in Tallahassee, FL (primary location), and Winter Park, FL (failover location).

Cisco Example:

remark EMBARQ-Spectrum-tlh-1

permit x.x.x.x 

· Configure SNMP trap destinations.  This will forward SNMP trap data to the Spectrum server, which is necessary for fully functional fault management.

Cisco Example:

snmp-server host x.x.x.x <SNMP COMM STRING> vrrp frame-relay envmon flash authenticate-fail bgp sdllc config-copy config entity event-manager hsrp ipmulticast mvpn ospf pim syslog aaa_server atm firewall ipsec isakmp rtr snmp

· Configure a syslog destination to include the MFN syslog server.  This is required for complete functionality of configuration management and security software.

Cisco Example:

logging trap notifications

logging x.x.x.x

· It is recommended that the customer follow the MFN naming convention (MFN+LATA+City Code+Agency Code+incremental number – for example – MFNORLSNFR76A001) in order for the tools to function and provide secure limiting of customer views.  Customers not able to rename devices will still see the MFN names utilized in the tools. For a listing of the “Standard City Abbreviations”, please go to Appendix J. If you need assistance in naming your managed CPE, please call MFN NOC at support@mfn.myflorida.com. 
Note:  All required configuration details and parameters will be supplied to the end user during the installation process. 
6.4. Configuration Management Tool (Router Configurations) - RANCID
MFN uses RANCID as the Configuration Management Tool to support router backup.  Backups are made every evening or may also be made whenever a configuration change is made to CPE.  This tool is available for both MFN managed and customer managed CPE.  
In order for customers who manage their own CPE to use this Configuration Management Tool, they will need to allow the tool access to their router.  The router configurations that are required to provide this access are provided in Appendix H.  Since the startup-configuration in NVRAM is the only configuration that is being archived, it is imperative that the user technical resources save the running-configuration to NVRAM when changes are made.  This will ensure that the latest changes are backed up nightly.  Refer to section 7.5 for additional information on “Router Configuration Backup.” 

6.5. NMS Tools Account Creation

In order to get access to the MFN Portal (NMS Tools and Qradar Access), the Agency Security Administrator will complete and submit the NMS Tools and QRadar Access Request Forms, located in Appendix C and email it to NMSaccounts@dms.myflorida.com  to establish new or delete existing NMS accounts.  When the accounts are setup, the NMS tools team will provide the user names and passwords to the Authorized Agency Security Administrator normally within 5 working days after receipt of the form. If an existing working account is not needed, it is the responsibility of the agency security administrator to submit this form to delete the account. 
6.6. NMS Alarm Procedures

Email and SMS paging can be sent for three classifications of alarms:  Critical, major, and minor.  Alarms will only be sent to user maintained group lists.  Using the NMS tools access form in Appendix C, users will indicate which alarms are sent to the email and/ or paging group.  Refer to the types of alarms listed below.

CRITICAL

Critical alarms include device outages, SLA critical thresholds exceeded, and SLA violations.

MAJOR

Major alarms include selected syslogs and traps, and device component failures (power supplies, fans, etc.).  

MINOR

Minor alarms include non-major syslogs and traps, authentication failures, and informational alarms.  

6.7. NMS Client Access Requirements
The MyFloridaNet Portal is comprised of many tools that serve a specific purpose and role in managing the devices of the MyFloridaNet network.  Minimum and recommended client requirements for running the applications included in the MyFloridaNet Portal such as Spectrum, eHealth, NetQoS, Core Router Proxy, Remedy Ticketing System, and Router Configuration tools are provided in Appendix E.  Installation and troubleshooting information for the Java Runtime Environment is also included to assist with properly configuring the client computer. 

By adhering to the requirements described in Appendix E, the end-user experience and client-side response time should be satisfactory for the applications included in the MyFloridaNet NMS Portal.  Please contact the MyFloridaNet NOC at support@mfn.myflorida.com to report any issues accessing the MFN NMS web portal.
6.8. NMS Reports

6.8.1. Remedy Ticket System

Users have the capability to generate remedy trouble ticket reports for their network through the MFN portal. These reports can be exported to an excel spreadsheet. This feature is visible through the main remedy ticketing system tool.   

6.8.2. eHealth Reports

Users can generate the “At-a-Glance” or “Trend” reports on demand.  If the user has a need to create a custom report, a request needs to be submitted to your local SUNCOM Telecommunications Consultant (refer to the contacts list in section 1.2).  A meeting will be scheduled with the customer to discuss the request.  

7.0 Customer Premise Equipment (CPE)

7.1. MFN CPE Acquisition Options

CPE may be rented, leased or purchased from the MyFloridaNet (MFN) contract at substantial savings.  MFN CPE options offer substantial savings off list price for Cisco CPE.  The DMS web site provides a listing of the standard CPE pricing which can be accessed by clicking here. 
7.2. Customer Provided CPE Option 
Customers may use existing routers on the MFN network.  To ensure proper operation with the MFN network and to qualify for applicable SLAs, the customer must load these routers with the current approved MFN IOS and must be router models currently supported by the manufacturer.  The routers must also be one of the approved and tested CPE listed on the DMS MyFloridaNet web site.  Special needs will be handled on a case by case basis by DMS.

7.3. Maintenance

Maintenance supporting the standard MFN four (4) hour restoral SLAs is included in the rental and lease prices of MFN CPE and is optionally available at a cost for, 

· CPE purchased through the MFN contract

· Supported CPE acquired prior 4-9-2007

· CPE leased through the MFN contract and that has completed the 36 month lease option.  

MFN maintenance is a requirement for MFN four (4) hour CPE restoral SLAs.  The starting point for the 4 hour restoral SLA will vary depending on whether out of band access to the router is allowed by the customer. 
Customers acquiring new equipment from sources other than the MFN contract (after 4/9/2007) will not be eligible for MFN CPE maintenance or associated SLAs and will also be responsible for CPE trouble shooting and coordinating any necessary CPE repairs themselves.  Provided the customer follows MFN configuration guidelines, MFN CPE management is available and the MFN NOC will at the customer’s direction monitor, backup configurations and notify the customer when CPE or other outages are detected even if the CPE is not under MFN maintenance.  MFN installation services are not available for CPE purchased outside the MFN contract. 

Key features of CPE maintenance include: 

· Replacement of hardware parts and service restoral with 24 x 7 x 4-hour basis 

· 24x7x365 access to MFN NOC, engineering resources and CPE vendor Technical Assistance Centers 

· IOS software updates 

· 24x7x365 access to CPE vendor websites such as Cisco Connection Online (CCO) 

Other maintenance needs should be addressed to the Customer’s DMS SUNCOM Telecommunications Consultant.

7.4. Installation

Installation for CPE on MFN falls in to two categories as defined in sections 7.1 (Acquired) and 7.2 (Customer Provided CPE).  The differences are detailed below:

7.4.1. Acquired

All new MFN equipment will be staged, configured and installed as part of the rental and lease CPE pricing.  Installation is optional for an additional cost for CPE purchased through the MFN contract.  Billing will start 2 business days after a successful CPE installation indicated by a signed customer specific installation checklist, when the equipment is installed by AT&T.

7.4.2. Customer Provided CPE
Customers choosing to use / provide their own CPE obtained from other sources will be given by AT&T: the minimum hardware recommendations per the DMS MFN web site for the access circuit, the proper configuration guidelines and site specific technical data / information.  The customer will be responsible for configuring the CPE for a given site’s installation.  The core, circuit and customer provided CPE installations for these sites will be coordinated with the customer by the Vendor Implementer.  The Turn-up schedule will be mutually agreed upon by the Customer and the Vendor, documentation will be sent via email with the agreed upon Turn-up schedule and will be used as the record for setting billing dates.  The MFN billing will start 2 business days after the scheduled CPE Turn-up date for the site.  The core and access circuits may actually be installed several days in advance of the scheduled Turn-up date but that will have no impact on billing.  Billing will start per the schedule unless installation delays are caused by the MFN Vendor.  Turn-up is expected to be scheduled and completed within 7 business days of circuit installation.  The turn up appointment will be scheduled by the Vendor and take place within 7 business days of the circuit install date or billing will commence automatically.  Refer to section 5.2.2 for details.  Installation procedures and expectations are documented in section 4.12.
If there is any delay in completing the Turn-up due to a Vendor error, billing will be deferred to start 2 business days after the correction of the error.

The preferred strategy is to have all Customer locations installed as Managed sites.  
7.5. Out of Band (OOB) Access

For managed CPE, the MFN vendor will in most installations install (at no cost) OOB access (dial up line and modem) at T1 and greater sites.  This option is not available in all LATAs.  This OOB access is a crucial aid in troubleshooting, allowing the verification of site power, the retrieval of router and  WAN interface diagnostic information and the quick restoral of the configuration when it is necessary to replace the router.  

In spite of the $0 cost and the many advantages of OOB from a maintenance and management perspective, it is understood some customers may choose to not allow OOB access.  This choice will affect customer SLAs as noted in section 7.6 below in “Router Management”.  

7.6. Router Configuration Backup

The MFN NMS tools will maintain the last 25 copies of each router’s stored configuration along with the userID of who made each change as long as the MFN NOC has read SNMP access. The MFN NMS includes a configuration management tool that facilitates storage and gives the MFN user many abilities including the side by side comparison of configurations.  Unmanaged customers must follow proper configuration guidelines that enable configuration management tool access to their routers.  Unless other customer specific solutions are able to be arranged through DMS, unmanaged customers are responsible for configuring replacement routers after maintenance events and will be able to access the stored configurations via the MFN Portal.

7.7. Router Management

Full Management

Full router management is included and available as an option for all supported CPE at no additional charge and includes CPE configuration management, CPE MIB Polling, syslog trap support, NMS tools access, performance reports, proactive trouble responses, enhanced security support and CPE user access Management via TACAS and/or the CPE and Core proxy.  

If full management is selected as an option, the customer’s CPE will be managed by the MFN NOC and customers will have read-only access to their routers via the MFN Portal.  MFN includes a two (2) hour SLA for minor router changes.  Router configuration changes that require engineering review and/or testing may take longer.  Read/Write access combined with OOB to the CPE allows the MFN NOC to deliver the following capabilities:

· IOS Upgrades (where appropriate – rental, leased or maintained CPE)

· Configuration Management of the Router

· 2 Hour Configuration Management SLA

· 4 Hour CPE and/or Access Restoral

· Performance Degradation Isolation

· CPE, Circuit or Core Trouble Isolation

Customer Managed

1 - Instead of full management, customers may opt to manage their own CPE routers and will require read and write access to their CPE routers.  MFN does not support simultaneous Read/Write capability for the MFN NOC and the customer.  Customers allowing the MFN NOC Read Only access combined with OOB to the CPE receive the following reduced capabilities from the MFN NOC: 

· 4 Hour CPE and/or Access Restoral After Joint Trouble Isolation Has Occurred

· Limited CPE, Circuit and Core Performance Degradation Isolation and Resolution

· Limited CPE, Circuit or Core Trouble Isolation and Resolution

2 - Self managed customers allowing the MFN NOC Read Only access combined with no OOB to the CPE receive the following reduced capabilities from the MFN NOC: 

· 4 Hour CPE and/or Circuit Restoral After Customer Led Trouble Isolation Has Occurred

· Circuit and Core Performance Degradation Resolution

· Circuit or Core Trouble Resolution

3 - Self managed customers not allowing the MFN NOC Read Only access combined with no OOB to the CPE receive the following greatly reduced capabilities from the MFN NOC: 

·  4 Hour Circuit Restoral After Customer Led Trouble Isolation Has Occurred

· Circuit and Core Performance Degradation Resolution

· Circuit or Core Trouble Resolution

7.8. Router Access Account management

The method of controlling access to MFN routers is through the MFN provided integrated LDAP and TACAS+ server at no additional charge.  New accounts will normally be activated within 72 hours.  Customers choosing self management will be responsible for their own router access methods and account management.

It is highly recommended for trouble shooting and maintenance purposes that self managed Customers allow the MFN NOC read-only access to customer managed CPE routers.

7.9. After Hours Maintenance Activity

When troubles occur and an on-site visit to the customer premises is required either to replace CPE or for circuit maintenance, the Customer must have an on-site contact person that will be at the customer premises to receive replacement CPE and/or to allow the MyFloridaNet technician access to the site.  Any delays associated with the MFN NOC being able to contact/verify an on-site contact will adversely affect the ability to meet Service Level Agreements (SLAs). It is particularly important that customers designate and keep up to date appropriate on-site contacts for sites that require after hours restoral of service.  This information can be updated through the MFN NOC.  Regardless of the success or failure of contacting an on-site customer representative, the MFN NOC will troubleshoot to the fullest extent possible, particularly circuit issues.
7.10. MFN CPE SLA Matrix

The following matrix is provided as a reference guide to illustrate the impact of the information provided in the rest of this document.  It also provides additional detail regarding the impact of customer selecting to take advantage of the various MFN CPE management, OOB and other options and the effects of Customer selections on MFN management, maintenance and SLAs.                     
	CPE Access & Features
	Customer Managed
	Vendor Managed

	
	Customer CPE – Customer Managed
	MFN CPE – Customer Managed
	MFN CPE – MFN Managed
	Customer CPE – MFN Managed

	
	With MFN Maintenance*
	Without MFN Maintenance
	With MFN Maintenance
	Without MFN Maintenance
	With MFN Maintenance
	Without MFN Maintenance
	With MFN Maintenance
	Without MFN Maintenance

	4 Hour CPE Restoral **
	YES
	NO
	YES
	NO
	YES
	NO
	YES
	NO

	4 Hour Access Restoral**
	YES
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	CPE SLAs (Jitter, Latency, Packet Loss)
	YES
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	Break, Fix, IOS Upgrades*
	YES
	NO
	YES
	NO
	YES
	NO
	YES
	NO

	Router Configuration Backup
	YES
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	NMS Tools
	YES
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	MFN NOC 2 Hour Router Changes
	NO
	NO
	NO
	NO
	YES
	YES
	YES
	YES

	Access Authentication (TACACS+server)
	NO
	NO
	NO
	NO
	YES
	YES
	YES
	YES

	Customer Access (Read/Write Capability)
	RW
	RW
	RW
	RW
	RO
	RO
	RO
	RO

	MFN NOC Access (Read/Write Capability)
	RO
	RO
	RO
	RO
	RW
	RW
	RW
	RW

	Proactive Monitoring
	YES
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	* MFN maintenance only available for supported CPE procured the MFN contract or that existed prior to 04/09/2007.

	** SLA clock starts immediately for customers allowing OOB.  For non-OOB, SLA clock starts after power verification and Customer led problem determination.  For customer managed sites, circuit and CPE Restoral clock starts after joint determination has been made by the Customer and the MFN NOC on which item to dispatch.


8.0 Network Engineering & Design

8.1. Design Overview

This chapter describes the basic MyFloridaNet design and provides a description of the requirements for the VPN routing and forwarding (VRF) connectivity as well as the network access and traffic routing requirements and considerations.

MyFloridaNet IP Routed Core is a design based on Layer 3 VPNs using general specifications contained in RFC 4364. RFC 4364 VPNs are also known as BGP/MPLS VPNs because BGP is used to distribute VPN routing information across the MyFloridaNet backbone and MPLS is used to forward VPN traffic across the backbone to remote VPN sites.

Customer networks, because they are private, can use either public addresses or private addresses, as defined in RFC 1918, Address Allocation for Private Internets.  When customer networks that use private addresses connect to the public Internet infrastructure, the private addresses might overlap with the same private addresses used by other network users.  MPLS/BGP VPNs solve this problem by adding a VPN identifier prefix to each address from a particular VPN site, thereby creating an address that is unique both within the VPN and within the public Internet.  In addition, each VPN has its own VPN-specific routing table that contains the routing information for that VPN only.

VPN Routing and Forwarding Tables (VRFs)

To separate a VPN's routes from routes in the public Internet or those in other VPNs, the PE router creates a separate routing table for each VPN, called a VPN routing and forwarding (VRF) table. The PE router creates one VRF table for each VPN that has a connection to a CE router. Any customer or site that belongs to the VPN can access only the routes in the VRF tables for that VPN.

8.2. VRF Design Requirements

MyFloridaNet will have three basic types of VRF connectivity:

· Agency or Private VRF

· Common Services VRF

· Public VRF

All customers are encouraged to connect to the Common Services VRF to become part of the MFN enterprise.


The figure below illustrates the three basic types of connectivity.  This is a logical, not a physical depiction.
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Agency VRF

An Agency VRF is a closed routing and forwarding instance for the exclusive use of an individual agency.  

· An agency VRF doesn’t inherently provide Internet access. Internet must be provided by either a separate connection to the Public or Common Services VRF or by another external ISP connection.

· For an agency in an Agency VRF who accesses the Internet using an external ISP connection, State Network access would be via a separate extranet connection.

Common Services VRF:

The Common Services VRF is intended to provide open access between all directly connected CE routers.  
· Internet bound traffic will pass only through the dual centralized State MyFloridaNet firewalls.

· Some agencies may have multiple CE routers connected directly into the Common Services VRF, while others may have a single Common Services aggregation router connecting all the remote sites via private VRF.

· Connectivity to the Common Services VRF from outside the State Firewalls (Internet or Public Services VRF) must be accomplished via an extranet connection.

· No CPE will be simultaneously configured into both the Public VRF and the Common Services VRF.

Public VRF:

The Public VRF denotes a Layer 3 VPN on the MyFloridaNet backbone that is not firewalled.  As the term Public signifies, this routing & forwarding space should be considered the same as the open Internet and is therefore unsecured.  The most common scenario considered for the Public VRF is an Agency VRF or WAN behind a customer owned Firewall typically located at a headquarters location.  A separate connection to the Public VRF would provide Internet access.

· All connections to the Public VRF must rely on their own local Firewalls and security measures.  

· No route-target leaking will be done into or out of the Public VRF.

· For an agency in the Public VRF, State Network access would be via a separate extranet connection.

8.3. Reserved Private IP Addresses
The list of Private IP assignments cannot be used by customers on the MyFloridaNet.  These are reserved for the MyFloridaNet WAN.  A customer’s private IP Addresses must be validated with the MFN NOC prior to implementation to ensure that no conflict will arise with any other IP Addressing Scheme in production.
10.64.0.0 - 10.79.255.255

10.208.0.0-10.223.255.255

192.168.95.0 -192.168.98.255

8.4. Routing Protocol Requirements

CE-PE routing methods supported will vary according to the type VRF the CE is connecting to, with a preferred routing method for each scenario. Table 1 summarizes the supported methods with the preferred method in bold. 

Table of Supported CE-PE Routing Methods
	VRF
	Static
	BGP
	OSPF
	RIPv2

	Common Services
	yes
	YES
	no
	no

	Public
	yes
	YES
	no
	no

	Agency
	yes
	YES
	yes
	yes


NOTES:

· BGP will be the preferred routing protocol for the Common Services VRF.

· Static routing in the Common Services VRF is only to be used for unmanaged, single-homed customers.

· The following protocols will be supported within an Agency VRF - BGP, OSPF, and RIP v2.  However, only one of these protocols may be used at a time; with the possible exception of running BGP to an Agency VRF Headquarters location or locations.

· The choice of routing protocol will have a significant impact on CE-PE convergence times.  BGP provides better convergence times as compared to other routing protocols and hence it is recommended to deploy BGP. 

· Connections to the Public and Common Services VRF shall have inbound route-filters applied that will only accept routes from the CE that have been agreed upon with the customer.

· Within an Agency VRF, the customer may advertise any IP block from any location.  No inbound route filters will be applied.

· An inbound packet-filter will also be applied that will only allow in packets with source-addresses that are from the same agreed upon subnet list.  

· Static routes will be the preferred method for LAN connectivity on managed CPE routers.

8.5. IP QoS Requirements

The table below provides the IP QoS requirements for each class of application. 

	Class
	Description
	DSCP Marking
	DSCP (Decimal Value)

	Voice
	Voice over IP
	EF
	46

	Video
	Interactive Video
	AF41
	34

	Application
	Priority Data
	AF21
	18

	Best Effort
	All other Traffic (Internet, ftp)
	BE
	0

	Signaling
	Call setup & control
	AF31/CS6
	26/48

	Emergency Voice
	Priority VOIP
	AF43
	38


Notes:
· IP QoS is available for the following access types - Frame Relay, Private Line (Dedicated) and Metro Ethernet.

· Minimum Bandwidth for QoS is 512 Kbps.

· 512 Kbps circuits can allocate 250 Kbps of voice or 250 Kbps of a data application.

· 768 Kbps circuits can allocate voice or data applications in increments of 250 Kbps, and video at 500 Kbps.  The maximum amount of QoS for a 768 Kbps circuit is 500 Kbps.

· T1 circuits can allocate voice and data applications in increments of 250k, and video QoS in increments of 500 Kbps.  The maximum amount of QoS for a T1 circuit is 1 Mbps.

· At 3 Mbps or above, voice, video and data applications are allocated in increments of 500 Kbps.  

QoS Maximum Bandwidth Allocations

	Circuit Bandwidth
	Max QoS

	512 Kbps
	250 Kbps

	768 Kbps
	500 Kbps

	1.5 Mbps
	1 Mbps

	3 Mbps
	2 Mbps

	6 Mbps
	4 Mbps

	9 Mbps
	6 Mbps

	10 Mbps
	6 Mbps

	12 Mbps
	8 Mbps


There are similar limits for higher speeds, but the rule of thumb is no more than 2/3 of the connection bandwidth is to be used for QoS.

8.6. CPE & Access Method Requirements

Access

Frame Relay and Metro Ethernet Access will include standard dual PE connectivity.  

· All connections will always be configured with full CIR or CB (committed bandwidth).

· Fractional DS3 frame relay connections will be configured at the actual clock rate of the ordered port speed.  For instance, a frac-DS3 order for 15mb will be clocked at 15mb – meaning the transmit rate will have a hard limit of 15mb/sec.

Private Line access does not automatically include dual PE connectivity as does Frame Relay and Metro Ethernet.  Customers would need to order a second private line per the pricing schedule under "Dual Core Connectivity" and possibly an upgraded router model to accomplish dual PE connectivity.

CPE

MyFloridaNet (MFN) customers are offered great flexibility in Customer Premises Equipment (CPE).  MFN is structured so that any CPE from a supported vendor can be obtained (after a certification process) once the particular CPE product has been tested and approved by the MFN quality assurance and design engineers.

Currently, MFN CPE provides only security bundle IOS features. 
9.0 Security

MFN includes a state-of-the-art comprehensive security solution that protects users from threats originating both inside and outside of the enterprise. Real-time security monitoring, analysis and response systems utilize logging information from all core and customer provided Layer 3 network devices in order to safeguard the network. 

The MFN security umbrella includes: 

· Proactive mitigation of outside threats by utilizing a complex of gateway, firewall, IDS and packet shaping appliances at Internet entry/exit points. 

· Proactive mitigation of inside threats via the network wide integration, analysis and response to Syslogs, NetFlow, firewall and other pertinent logging information. 

9.1. Security Policies - F.A.C Chapter 60FF-3 
The SUNCOM Security rules and policies can be accessed by visiting the Florida Administrative Code web site at http://www.flrules.org/. Once there, search for administrative code by typing “60FF-3” in the “By Chapter Number” field. 
9.2. Packeteer PacketShaper
MFN will provide enterprise Application Filtering by deploying Packeteer PacketShapers in each Internet POP. The Packeteers will be configured to monitor application use and performance and will guard against potentially dangerous applications such as Kazaa and other peer-to-peer applications. 

On an enterprise level, the following applications are blocked:
	Application
	Category
	Blocked

	
	
	

	GoToMyPC
	P2P Application
	x

	BitTorrent
	P2P Application
	x

	Quake
	Quake game service group
	x

	Soulseek
	 
	x

	WorldOfWarcraft
	Games
	x

	Blubster
	Blubster File Sharing Application
	x

	PeerEnabler
	Altnet over KaZaA (v2.5) and PeerEnabler traffic (available in v6.0.2 and above)
	x

	AsheronsCall
	Asheron's Call network game by Microsoft
	x

	Doom
	Doom game
	x

	eDonkey
	Music P2P
	x

	Furthurnet
	Music P2P 
	x

	Gnutella
	Music P2P
	x

	gopher
	Internet
	x

	Half-Life
	Games
	x

	IRC
	Internet
	x

	Kali
	Games
	x

	KazaA
	Music P2P
	x

	Marimba
	Content Delivery
	x

	Unreal
	Games
	x

	Webshots
	Content Delivery
	x

	YahooGames
	Games
	x

	Battle.net
	Games
	x

	SonyOnline
	Games
	x

	Tribes
	Games
	x


9.2.1. Customer Request to block applications
Customers can request to block application for their users.  At this time, no application for a single host IP address will be blocked.  A customer has to request to block for a contiguous block of IP address ranges.  If you have a need to block applications, please submit a request to suncomnoc@dms.myflorida.com.  The SUNCOM NOC will review customers request and notify customer with any issues. After the request has been reviewed and approved by DMS, the changes will be made and the customer will be notified by the SUNCOM NOC of the completed changes.  

9.3. MyFloridaNet State Firewalls 

MFN offers enterprise firewall services based on redundant platforms in each Internet POP. Firewall devices are configured with one acting as a primary and the other serving as a redundant device in fail-over mode. Additionally, all configuration changes will be synchronized between the devices in each POP. 

9.3.1. Customer Request to State Firewall Changes 

Currently, the following ports are open in the firewall for Common Service VRF:

· SMTP (email) – Port 25

· DNS – Port 53

For change requests on the MFN firewalls, the customer will submit a request to DMS by email to suncomnoc@dms.myflorida.com.  The SUNCOM NOC will review and notify the customer with any issues.  After the request has been reviewed and approved by DMS, the changes will be made and the customer will be notified by the SUNCOM NOC of the completed changes.  

9.4. MyFloridaNet Extranet Standards (under construction)
9.4.1. Centralized Extranet Filtering

9.4.2. Distributed Extranet Filtering

9.4.3. Distributed IPSec Filtering 

9.4.4. Public Filtering 
10.0 Regular MyFloridaNet Pricing

10.1. Price Structure

There are three primary billable elements to the MyFloridaNet as listed below. Other billable options such as “After Hours”, “Extended Demarc” and “Expedite Services” are also available. 

· MFN Core Port

· Local Loop Access
· Customer Premises Equipment (CPE)

Both the MFN core port and local loop access must be selected as the same bandwidth type and speed at an individual site.  The Customer Premises Equipment (CPE) is an optional feature.  For details on the CPE, refer to Chapter 7 on CPE.  

MyFloridaNet core port for all service types is flat rate.  Local loop access into MyFloridaNet core is flat rate & ICB as detailed below, 

· 56kbps to 12Mpbs – Flat Rate 

· 15Mbps to 45Mbps – Flat Rate within 25 miles 

· 90Mbps to 1000Mbps – Individual Case Basis (ICB) 

Please visit our web site at by clicking here to view the complete MyFloridaNet services pricing matrix providing a core port and local loop access and CPE. 

Internet access is included in the base price up to the selected bandwidth speed.  There are no installation charges or term commitments (except for CPE lease) under the MyFloridaNet.  In cases where fiber facilities do not exist, there will be special construction charges.  In addition, the customer will need to be prepared to absorb any additional charges associated with “Site Readiness” to prepare the building to receive the facilities.  Some examples of these requirements could be: Power, Conduit, Backboard and / or other site modifications to prepare for installation of facilities.

10.2. What’s included in the base price.

By purchasing a core port and local loop access, the customer will be provided with the items as listed below.  CPE can be purchased at additional cost through the MyFloridaNet. 

· Internet up to the core port speed

· Local loop up to the core port speed

· Transport bandwidth up to the core port speed

· Access to Network Management Tools 

· NetQoS

· eHealth

· CA Spectrum

· Remedy Trouble Ticketing System

· Integrated Security and Firewall Service

· Credit based SLAs 

· CPE configuration Management (optional at no charge)

· Configuration of Customer VPN

· Dual Core Connectivity for Redundancy (Frame Relay and Ethernet)

· End-to-End Quality of Service

· Network Operations Center with live staff 24x7x365 

· IP Address Assignment

· Encryption Services (If CPE with security bundle selected – software based encryption)

· Month to Month Service with no term commitments (except CPE lease if selected)

· No installation charges (except for special construction, site readiness charges, and CPE purchased through MFN)
· Standard 4 hour restoral of service (Refer to Chapter 7 on CPE for more details)
10.3. Pricing & Services Example

The diagram below represents as an example a customer with two (2) locations.  All these two sites are provisioned with two different types of services each with a Regular MyFloridaNet core port, access and CPE.  Internet and dual core connectivity is included as part of the basic pricing as listed in the table below. 
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[image: image15.emf]Service Type  Access Port CPE Total

Frame 1.5Mps Access $165 $342 $89 $596

Ethernet 2Mbps Access $280 $516 $74 $869

MyFloridaNet Customer VPN Pricing - Sample Only


10.4. Getting Price Quotes & Facility Availability 
Price quotes for local loop Access speed types (15Mbps to 1Gbps) can be requested by calling your local SUNCOM Telecommunications Consultant. The SUNCOM Telecommunications Consultant will also assist the Customer in determining the availability of facilities through a service inquiry for bandwidth above 12Mbps and Ethernet. 
11.0 Appendices
11.1. Appendix A: Layout of the MFN Core
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11.2. Appendix B: Layout of the different types of Access
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11.3. Appendix C: NMS Tools & Qradar Account Access Request Form
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11.4. Appendix D: User Guides for NMS Applications
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11.5. Appendix E: NMS Client Access Requirements
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11.6. Appendix F: Alternatives and Issues related to MFN DSL
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11.7. Appendix G: Regular MFN and MFN Lite Comparison Matrix
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11.8. Appendix H: Router Configuration Tool – RANCID
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11.9. Appendix I: MFN Interstate
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11.10. Appendix J: Standard City Abbreviations
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11.11. Appendix K: Customer Service Questionnaire
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11.12. Appendix L: MFN Installation Checklist
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1. Vendor Specified Minimum Client Requirements

1.1 Hardware

1GHz Pentium Il
512 MB RAM

1.2 Operating System

Windows Vista, XP, or 2000 SP2

1.3 Web Browser

Internet Explorer 6 (Internet Explorer 7 required on Vista)

1.4 Java Runtime Environment (JRE)

JRE 1.5.0 update 11, including the JavaScript plug-in for Internet Explorer





2. Recommended Minimum Client Requirements

2.1 Hardware

2GHz Pentium 4
1GB RAM

2.2 Operating System

Windows XP

2.3 Web Browser/Internet Connection

Internet Explorer 6
The recommended minimum connection is 1.5M Download/512K Upload for Cable

or DSL remote users.

2.4 Java Runtime Environment (JRE)

JRE 1.5.0 update 11, including the JavaScript plug-in for Internet Explorer.

2.5 Web Proxy

Performance issues have been reported when connecting to the NMS Tools using a
web proxy. Therefore, it is recommended that clients connecting to the NMS be

excluded from any web proxies.





3. Install JRE with Java Web Start

The first time that you log into the MFN Portal, you may receive a message box

stating “The Java Runtime Environment cannot be loaded.” Click OK to clear the

message, and then click the Spectrum tab to access the JRE download link. A second

message box may open stating “Several Java Virtual Machines running in the same

process caused an error.” Click OK to clear this message as well.

Use the following procedure to install the Java Runtime Environment on your system.!

1.

Click the “Install JRE” link located under the “Start Console” link on the
Spectrum OneClick page.

. Click the “Java Runtime Environment version 1.5.0” link in step 1 of the

instructions on the Spectrum OneClick page.

3. In the File Download message box, Click Run or Open (not Save).

. After the file download completes, the Internet Explorer Security Warning

window appears. Click Run. The Sun J2SE License Agreement window appears.

. Select Typical setup, and then click Accept to accept the License Agreement

and continue the installation. The J2SE installer begins.
Note: If you do not accept the license agreement and click Decline, you will
not be able to download and install the JRE, and you will not be able to run the

Spectrum OneClick Console.

. Click Finish when the installation completes.

. You can now click the “Start Console” link from the Spectrum OneClick page to

launch the Spectrum OneClick Console.

! Spectrum OneClick User Guide, Document 5130, Computer Associates





4. Troubleshoot JRE and Java Web Start?

The most common problem encountered when trying to start the Spectrum OneClick

Console for the first time is a missing or incorrectly configured JRE.

4.1 Verify JRE Installation

Ensure that version 1.5.0 Update 11 of the JRE is installed on the computer. See

“Install JRE and Java Web Start” on page 5 for details.

4.2 Verify .jnlp File Mapping

Ensure that the .jnlp file extension is mapped to the javaws.exe application.
Note: This applies to first time launches of Spectrum OneClick Console as well as
subsequent launches where the Spectrum OneClick Console fails to launch with the
following error messages during File Download:
opening oneclick.jnlp... or Access to the specified device, path, or file is denied
1. Open Windows Explorer.
2. Select Tools, Folder Options, and then the File Types tab.
3. Under Registered File Types, locate and select the JNLP entry.
4. Details for “*JNLP’ extension must specify:
For Windows 2000, 2003: Opens with: javaws
For Windows XP: Opens with Java Web Start Launcher
If INLP files are not set as described, continue to step 5.
5. You must manually map the .jnlp file extension to the javaws.exe application.
Under Details for “‘JNLP’ extension, click Change.
6. In the resulting Open With dialog box, scroll down and select ‘javaws’ or
‘Java(tm) Web Start Launcher’ and click OK.
7. Click OK in Folder Options.
8. Exit Windows Explorer.

9. Restart the Spectrum OneClick Console.

2 Spectrum OneClick User Guide, Document 5130, Computer Associates
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Regular MFN and MFN Lite Comparison Matrix

Characteristic-Feature-Functionality Regular MEN MEN Lite - Local Only MEN Lite - Flex Port
Port and Local have to be the same bandwidth | Port is limited for management purpose only | Port speed ranges from 2Mbps upto or less than
Port and Local Loop speed with access speed 50% of any access of speed

Access Type

Ethernet & Frame Relay

Ethernet Only

Ethernet Only

Access to NMS Tools

Yes

Yes with certain limitations

Yes with certain limitations

Service Levels Applicability

All SLAs Applicable

Access/CPE Outage & Operational SLAS
applicable.

Core outage and performance degradation SLAs
applicable. Access/CPE Outage &
Operational SLAs applicable.

Dual Core Connectivity Yes Management Portion Only Flex Port Portion Only
IP QoS Yes Yes, with no guarantee or SLA Yes, with no guarantee or SLA
IP Multicast Yes No No

CPE Management

Customer Choice; either by MFN or Customer

MFN Manages. Customer can not manage.

MFN Manages. Customer can not manage.

VRF Type Supported

All - Common, Public and Private

Only Management VRF

All - Common, Public and Private on Flex Port
portion only (select one).

VREF Lite Supported Yes No No
Each customer’s Flex Port sites will be members
Each customer’s Local Only sites will be of the same multi-access Ethernet VLAN in
members of the same multi-access Ethernet addition to those which touch the MFN Core.
VLAN. The functionality of these connections | The functionality of these connections will be
will be dependent upon the end user’s dependent upon the end user’s requirements and
requirements and will be thoroughly reviewed | will be thoroughly reviewed during the design
VLAN Design N/A during the design process process
Interoperability with Regular MFN
Sites Yes No Yes

Access Bandwidth Speeds Support
(Mbps)

2,4,6,8,9, 10, 12, 15, 21, 33, 45, 90, 100, 155,
200, 622, 1000

2, 4,8, 10, 20, 50, 100, 250, 500, 1000

2,4,6,8,9, 10, 12, 15, 21, 33, 45, 90, 100, 155,
200, 622, 1000

IP Sec/Encryption Yes Yes Yes
IPX/tunneling Yes Yes Yes
Access List Yes Yes Yes
Security Firewall Yes Yes Yes
Internet Yes - upto the full port speed No Yes - upto the flex core port speed
MFN Core backbone access Yes - upto the full port speed No Yes - upto the flex core port speed
QoS application Yes No No






Characteristic-Feature-Functionality Regular MFN MFN Lite - Local Only MFN Lite - Flex Port
QoS video Yes No No

QoS voice Yes No No

CPE Type Rental, Lease and Purchase Rental, Lease and Purchase Rental, Lease and Purchase

Extended Demarc

Available at an additional charge

Available at an additional charge

Available at an additional charge

After Hours Installation

Available at an additional charge

Available at an additional charge

Available at an additional charge

Special Construction Charges

Yes - where facilities do not exist

Yes - where facilities do not exist

Yes - where facilities do not exist

Offering

Based on availability

Based on availability

Based on availability

Sample Pricing for 10Mbps Access (A
site)

10M Access = $682.80
10M Port = $746.47
CPE = $74.00
Total = $1503.27

10M Access = $682.80
Management Port = $165.50
CPE = $74.00
Total = $922.30

10M Access = $682.80
2Mbps Port = $515.65
CPE = $74.00
Total = $1272.45

Agreement Term

No Term Agreements. Port, Access & CPE
Rental - Month to Month

No Term Agreements. Port, Access & CPE
Rental - Month to Month

No Term Agreements. Port, Access & CPE
Rental - Month to Month

Termination Liability Charges

None

None

None

Fixed Pricing

Pricing is fixed and will not increase

Pricing is fixed and will not increase

Pricing is fixed and will not increase
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MyFloridaNet Customer Service Questionnaire




Customers will need to complete the MyFloridaNet (MFN) Customer Service Questionnaire in its entirety.  Any incomplete information will affect the due date and Service Level Agreements.  This Questionnaire will assist the customer in gathering information necessary to complete the CSA Order form.  Once the Questionnaire is complete, attach it to the completed CSA and submit to DMS through the online CSA system.  Once submitted, DMS will review the Questionnaire and the CSA for completeness.  For details on specific items below, please refer to the MFN User Guide.  If you need additional assistance in completing this Questionnaire, please contact your local SUNCOM telecommunications consultant (STC) at 1-888-4-SUNCOM. 

The Questionnaire is required for each location and to be completed for the following:

 

· Customer does not have existing MFN Service at any location. 

· If the information required to establish or change service at a location, for an existing customer MFN Network, cannot be conveyed on the CSA then a questionnaire will be required to supplement the CSA.


		Section 1 - Contact Information 



		Organization Name

		



		Site Hours of Operation

		



		Special instructions for NOC related to  After Hours contact

		



		Contact Type

		Name

		Phone Number

		Email



		Primary Technical 

		

		

		



		Secondary Technical

		

		

		



		After Hours Technical

		

		

		

		Insert Hours Available 



		Security Administrator

		

		

		



		MFN NOC Changes

		

		

		



		Technical Gathering

		

		

		



		Definition



		Primary Technical 

		Agency OR LOCAL Site Technical contact.  This contact will work with MFN NOC to resolve troubles and coordinate ACCESS to the facility when needed.  



		Secondary Technical

		Backup to Primary when Primary not available.  



		After Hours Technical

		Agency OR LOCAL Site Technical contact(s) to be contacted 'after-hours' to work with MFN NOC to resolve troubles and coordinate ACCESS to facility when needed.  Please indicate HOURS available to contact.



		Security Administrator

		The Agency person with the authority to add or delete users’ access to the NMS Tools and or Remedy and to approve contact names and numbers.



		MFN NOC Changes

		The Agency person(s) with the authority to request changes to Vendor managed CPE from the MFN NOC.



		Technical Gathering

		The individual responsible for gathering the information necessary to complete this questionnaire.





		Section 2 - New or Existing Network 



		Do you have existing MFN Services at any of your sites?  (Yes or No)  If yes, specify the service types (Regular MFN, MFN Lite Local Only, MFN Lite Flex Port, and MFN Interstate).  For a description of these service types, refer to the MFN User Guide.  If no, skip to section 2A.  

		 



		Are you requesting CHANGES to your existing MFN circuit?  (Yes or No).  If yes, provide the existing CSA number and describe the change.  

		 





		Section 2A - Existing Network Description



		Please describe your existing network:





		 Section 3 - General Network Requirements 



		MFN Service Type requested – Select one 1) Regular MFN 2) MFN Lite Local Only 3) MFN Lite Flex Port 4) MFN Interstate.  

		



		Specify the local loop access type (Ethernet, Frame, DSL, or Private Line) and bandwidth required.  Click here to access rates.  If local loop is greater than 12 Mbps or Ethernet, please contact your local STC to perform a Service Inquiry & provide a price quote.  

		



		If applicable, has a service inquiry been performed for local loop access greater than 12 Mbps or Ethernet (Yes, No, or NA).  If No, please contact your local STC to request one.  

		



		List the MFN Core Port bandwidth required.  Click here to access rates.

		



		List the VRF(s) required on this connection: (select from either 1 or 2) 

1) VRF: Select either Public (Internet Only), Common Services (State Intranet), or Private 

2) Multi-VRF: Select either Private & Common Services or Private & Public – for multi-VRF please indicate an additional Ethernet interface, if required, in Section 12 of this questionnaire.

		



		Are you requesting Expedited Service?  (Yes or No) See associated fees.

		



		Do you have a need to install service “after hours”?  (Yes or No) See associated fees.

		



		Do you need to extend your demarc?  (Yes or No).  Available for copper only.  See associated fees.

		



		Does non-IP (IPX, SNA, DecNet, AppleTalk etc.) traffic need to be tunneled between sites?  (Yes or No).  If yes, specify the traffic type.

		





 

		Section 4 – Site Readiness Requirements 



		Is there an AC outlet available?  (Yes or No)

		



		Is there adequate lighting in the room?  (Yes or No)

		



		Is there sufficient backboard space and a #6 ground wire? (Yes or No)

		



		Is wiring/infrastructure already in place (inside the building) from your Demarc to your final router location?  (Yes or No)  If No, when will it be in place?

		



		Special Access required for room?  (Yes or No)

		



		Is there rack or shelf space available?  (Yes or No)

		



		How and where should the network equipment be placed / mounted? (Please describe: self, wall, rack?)

		



		Is conduit needed from the street to the building? (Yes or No).  If Yes, when will it be in place?

		



		Does the equipment room have temperature and humidity control?  (Yes or No)

		



		List any special room conditions.  List none if there no special room conditions.  

		





		Section 5 – Routing Requirements 



		What type of routing protocol (BGP, OSPF, RIPv2, or static routes) are you running on your Wide Area Network (WAN)?  Please refer to the MFN User Guide – Chapter 9 for the supported routing protocols for your selected VRF type.  

		



		Will the MFN core need to learn about additional networks in your environment that are not directly connected to MFN?  (Yes or No).  If yes, list the network prefixes. 


Note: You don’t need to provide the network prefix(s) if you are in a Private VRF and managing your CPE; all others are required to provide this information.  

		





		Section 6 – Internet Access and DNS Requirements



		If this is a Common Services or Public VRF connection, will any remote locations be accessing this connection via your WAN?  (Yes or No or N/A)

		



		Who will provide your DNS Services?

		





		Section 7 – Remote Access Requirements



		If this is a Public VRF connection, do you require state intranet access through the State VPN Contract? (Yes or No or N/A). If yes, please click here to access the DMS VPN offering. 

		



		If this is a Common Services VRF connection, will you be supporting remote user via the VPN service in the Shared Resource Center? (Yes or No or N/A).  If yes, please click here to access the DMS VPN offering.

		





		Section 8 – Security Requirements



		Do you have encryption requirements?  (Yes or No).  If yes, is it software or hardware based?  List any other encryption requirements. 

		



		Do you have a requirement for Access Lists?  (Yes or No).  If yes, please describe?

		



		Do you currently have non-MFN internet access on your existing network and plan to connect to the Common Services VRF?  (Yes or No).

		



		Do you have any external vendors connected to your network?  (Yes or No).  If yes, please specify.  

		



		If you are ordering a Common Services connection, do you need to block any applications accessible through the internet such as Kazaa, yahoo messenger, MSN messenger etc?  (Yes or No).  If yes, please specify.

		





		Section 9 – LAN IP Addressing Scheme & Requirements 



		Will this connection utilize Public or Private IP addresses?  Please complete the rest of this section based on your selection of either “Private” or “Public” IP addresses.  

		



		Private IP Addresses 



		Do you use any of the following address blocks?  (Yes or No)

10.64.0.0 - 10.79.255.255


10.208.0.0-10.223.255.255


192.168.95.0 -192.168.98.255

Note: You can not use any of addresses listed above.  

		



		Would you like MFN to assign Private IP addresses: (Yes or No)

If Yes, how many usable Private IP addresses do you need? 


If No, please provide the Private IP addresses.


Note: if you plan to be in the Common Services VRF (the State’s Intranet) and want to use Private IP addresses, DMS must assign.  

		





		Public IP Addresses 



		Would you like MFN to assign public IP addresses: (Yes or No). 


If Yes, how many usable Public IP addresses do you need? 


Note:  MFN can assign a /27 (30 useable addresses) as part of the service.  If more addresses are required, a completed ARIN form must be submitted with the CSA.


If No, please provide the public IP addresses. 


Note 1: A Class C (or greater) block of Public IP addresses must be provided.  If not, the network will not be announced to the internet through MFN.

Note 2: if you require multiple LAN Ethernet ports, please indicate in Section 12.

		









		Section 10 - IP QoS Requirements



		Do you have IP QoS requirements / need to prioritize applications?  (Yes or No).  If no, skip to section 11.

		



		Name the applications that require QoS?  (Voice, Video, Application, Emergency Voice)

		



		Is your LAN capable of running QoS?  (Yes or No).  If no, it is recommended that customers properly configure their LAN with QoS.

		





		Section 10A - Voice over IP - QoS



		Will you need QoS for voice?  (Yes or No).  If no, skip to section 10B.  

		



		If yes, are you an E911 provider or first responder?

		



		Please indicate the maximum number of simultaneous voice calls?

		



		Is Call Admission Control (CAC) implemented to limit the maximum number of simultaneous calls?  (Yes or No).  If no, this may affect the quality of the voice call if the required QoS bandwidth is exceeded.

		



		What codec is being used?  (G.711, G.729, etc)

		



		Are VLANs planned to isolate voice traffic from data? (Yes or No).  If yes, you would either need to configure 802.1Q trunking on your LAN or have a separate Ethernet connection to each voice and data VLAN.  Note: There will be an additional cost if an additional Ethernet interface is required. 

		



		Is Survivable Remote Site Telephony (SRST) deployed at the sites? (Yes or No)

		



		How will the prioritized traffic be identified and marked?  Will it be by Protocol, Port, source/ destination IP address or DSCP values?

		





		Section 10B – Video - QoS



		Will you need QoS for video?  (Yes or No).  If no, skip to section 10C.

		



		What other locations does the customer engage in video conferences?  (Inter-Agency, Intra-Agency or External) List all that apply. Please identify sites by CSA#.

		



		Please indicate the maximum number of simultaneous video calls?

		



		What is the bandwidth requirement for each video call (384kbps, 768kbps etc)?  How much “QoS” should be provisioned for video?

		



		How will the prioritized traffic be identified and marked?  Will it be by Protocol, Port, source/ destination IP address or DSCP values?

		





		Section 10C – Application - QoS



		List other applications that require QoS?  If none, skip to section 11.

		



		How will the prioritized traffic be identified and marked?  Will it be by Protocol, Port source/ destination IP address or DSCP values?

		



		What is the bandwidth requirement for the application? How much “QoS” should be provisioned for application?

		





		Section 11 - Multicast Requirements



		Do you have any multicast requirements (Yes or No).  

		





		Section 12 - Customer Premises Equipment Requirements



		The MFN service includes excellent pricing on CPE which have already been certified to support all the features of MFN.  This CPE can be rented on a month to month basis, purchased or leased.  All CPE can be managed by MFN or the customer. 


Will you rent, purchase, or lease MFN certified routers, or do you plan to provide your own CPE?  If you plan to provide your own CPE it must meet the requirements specified on the DMS Website.   If you plan to provide your own CPE skip the remainder of this section.

		



		How many LAN Ethernet ports are needed?  Note: Ethernet local loop access comes standard with one LAN Ethernet Port.  Frame local loop access comes standard with two (2) LAN Ethernet Ports.  

		



		Will VLAN trunking be required? (Yes or No)

		



		Indicate desired MFN CPE option (Rent/Lease or Purchase).  If purchase, please specify if you need MFN maintenance and/or MFN to install it.  

		



		Specify the type and model (Config #) of the MFN CPE desired.  For a listing of CPE, click here.  For example, CPE “2821-2T1-SEC” under the “config #” column in the listing.

		



		Do you want MFN to manage your CPE?  (Yes or No).  MFN CPE managed by MFN is at no additional charge and is recommended.  

		





		List any special requirements:
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Appendix C:

MFN NMS Tools Access Request Form




		First Name

		last name

		user id

		password

		phone number

		email address

		NeW USER or Delete User



		

		

		INTERNAL

		USE ONLY

		XXX-XXX-XXXX

		 

		



		

		

		INTERNAL

		USE ONLY

		XXX-XXX-XXXX

		

		



		

		

		INTERNAL

		USE ONLY

		XXX-XXX-XXXX

		

		



		

		

		INTERNAL

		USE ONLY

		XXX-XXX-XXXX

		

		



		

		

		INTERNAL

		USE ONLY

		XXX-XXX-XXXX

		

		





Agency Name:





____________________


Agency Code:
______________



Authorized Agency Security Administrator:

_____________________


Contact #

______________

Authorized Agency Security Administrator Signature:
_____________________


Date:    

______________

Backup Agency Security Administrator:


_____________________


Contact #

______________

Backup Agency Security Administrator Signature:
______________________

Date:    

______________

Notifications Distribution List Email Address: 

______________________

Date:


_______________


		Special Handling Instructions:






		Note any special handling instructions for the account creation like (account information will not be sent via email):  


Please call Security Administrator with new account information;


Email Security Administrator that account has been created; 

etc…





		Please complete all YELLOW boxes

		

		

		

		



		

		

		

		

		

		

		



		

		Email Notification

		 

		24x7 Pager Notification

		 

		Email Group (E-mail Notification)

		SMS Paging Group (Pager Notification)



		Critical

		Yes/No

		 

		Yes/No

		 

		 

		 



		Major

		Yes/No

		 

		Yes/No

		 

		 

		 



		Minor

		Yes/No

		 

		Yes/No

		 

		 

		 



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		NOTE:

		E-Mail and Paging is only sent to customer maintained group lists

		



		

		

		

		

		

		

		



		Critical alarms include device outages, SLA critical thresholds exceeded, and SLA violations



		Major alarms include selected syslogs and traps, and device component failures (power supplies, fans, etc).



		Minor alarms include non-major syslogs and traps, authentication failures, and informational alarms.
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		Appendix I: MFN Interstate

		Type - Feature		MFN InterState Access

		Port and Local Loop		Port and Local Loop must be the same type and speed

		Access Type		Private Line and Frame Relay

		Access to NMS Tools		Yes

		Access Pricing		ICB

		Dual Core Connectivity		Included for Frame Relay. Individual Case Basis for Private Line.

		IP QoS		Yes

		IP Multicast		Yes

		CPE Management		Customer Choice; either by MFN or Customer

		VRF Type Supported		Select one:  Common, Public, or Private

		VRF Lite Supported		No

		Access & Port Bandwidth Speeds Support (Mbps)		64k, 128k, 256k, 512k, 768k, 1.5M and 45M

		IP Sec/Encryption		Yes

		IPX/tunneling		Yes

		Access List		Yes

		Security Firewall		Yes

		Internet		Yes - up to the port speed

		MFN Core backbone access		Yes - up to the port speed

		QoS application		Yes

		QoS video		Yes

		QoS voice		Yes

		CPE Type & Charge		Rental, Lease and Purchase

		Additional CPE Charge		$51.50 additional for interstate

		Extended Demarc		No

		After Hours Installation		No

		Special Construction Charges		Yes - where facilities do not exist

		Offering		Based on availability

		Agreement Term		No Term Agreements. Port, Access & CPE Rental - Month to Month

		Termination Liability Charges		None
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Appendix L


MyFloridaNet  INSTALLATION CHECKLIST 


This checklist will be used at agency locations to assist the technician in turning up the circuit and router.


Installer checklist (Circle Answer)


1. Is Router installed in proper location



YES
NO

2. Is POTS line installed and demarked properly

YES
NO
N/A

3. Is POTS line dedicated for router management

YES
NO
N/A

4. Can User access email and Internet?


YES
NO


www.abc.com, www.cnn.com, www.att.com, www.google.com, 

5. List specific Websites that must be accessed by customer:



_______________________________________________


_______________________________________________



_______________________________________________


Circuit ID:   __________________________________________________

POTS Line:  _________________________________________________


Router Model #: ______________ Router SN: ______________________


Installer and Authorized Agency Representative must sign off on Application testing and fax form to 1-888-958-4040.


If you experience any problems with your new service please contact the MyFloridaNet NOC @ 1-866-913-8386.

_______________________________________________________________________


CSA #                          


_______________________________________________________________________


Agency Name / Code 




                          


_______________________________________________________________________


Customer Name/Location/Phone #




_______________________________________________________________________


Authorized Agency Representative 




Date

_______________________________________________________________________


Installer 







Date
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STATE OF FLORIDA
Make Checks Payable TO DEPARTMENT OF MANAGEMENT SERVICES
P. 0. BOX 5438
Tallahassee, Florida 3239-5438

SUNCOM NETWORK DEDICATED CHARGES INVOICE
MARCH 2007 BILLING CYCLE

AGENCY ID: ***XX48 TOTAL CHARGES $595.95

FOR BILLING INQUIRIES CALL 850 922-7522 or SUNCOM 292-7522

INVOICE NET TOTAL

THIS INVOICE IS DUE UPON RECEIPT AND MUST BE PAID 07/15/07
JOURNAL TRANSFER PAYMENTS (JT-2) SHOULD BE MADE TO: 72602105001729001000000190300
COMMUNICATION W/C TRUST FUND REVENUE OBJECT- 010300

INVOICE NO. ISSUED BY EO INVOICE DATE GENERAL LEDGER
20-2573 72 90 15 50 233 15 FY 06 - 07 16300
06/15/07 67100
ADDRESS:

AGECNY NAME

AGENCY ADDRESS 1234 ANY STREET/ AGECNY ORG CODE
CITY, FLORIDA ZIP + 4

AGENCY ORG CODE

*** = AGENCY ID CODE Page 1

Page 1 of

$595.95

OBJECT
010390
010390

ACCOUNT NO.

E =

2

20-2573

AMOUNT
$595.95
$595.95





Make Checks Payable

AGENCY: ***XX48
CIRCUIT

NUMBER
***@F01014307P1
***@F01014307P2
***@F01014307P3

*** = AGENCY ID CODE

To

STATE OF FLORIDA

DEPARTMENT OF MANAGEMENT SERVICES
P. O. BOX 5438
Tallahassee, Florida 32399-5438
SUNCOM ACTUAL REPORT -- DEDICATED
MARCH 2007 BILLING CYCLE
FLORIDA 10 NETWORK
ACCT NO TELCO/PER ACCESS
CIRC MI UNIT COST CITIES
1.5 MBPS M1
60.HCGN.930171 Ml
CiSCO 1841-T1-SEC M1

AGECNY NAME
AGENCY ADDRESS 1234 ANY STREET/ AGECNY ORG CODE
CITY, FLORIDA ZIP+4
AGENCY ORG CODE

Page 2 of 2

INVOICE NO. 20- 2573

CHARGES

TOTAL

$595.95
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Appendix A 


Layout of the MFN Core
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This documentation (the "Documentation”) and related computer software program (the "Software") (hereinafter collectively referred to as
the "Product") is for the end user's informational purposes only and is subject to change or withdrawal by CA at any time.

This Product may not be copied, transferred, reproduced, disclosed, modified or duplicated, in whole or in part, without the prior written
consent of CA. This Product is confidential and proprietary information of CA and protected by the copyright laws of the United States and
international treaties.

Notwithstanding the foregoing, licensed users may print a reasonable number of copies of the Documentation for their own internal use, and
may make one copy of the Software as reasonably required for back-up and disaster recovery purposes, provided that all CA copyright notices
and legends are affixed to each reproduced copy. Only authorized employees, consultants, or agents of the user who are bound by the
provisions of the license for the Software are permitted to have access to such copies.

The right to print copies of the Documentation and to make a copy of the Software is limited to the period during which the license for the
Product remains in full force and effect. Should the license terminate for any reason, it shall be the user's responsibility to certify in writing to
CA that all copies and partial copies of the Product have been returned to CA or destroyed.

EXCEPT AS OTHERWISE STATED IN THE APPLICABLE LICENSE AGREEMENT, TO THE EXTENT PERMITTED BY APPLICABLE
LAW, CA PROVIDES THIS PRODUCT "AS IS" WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IN NO
EVENT WILL CA BE LIABLE TO THE END USER OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT,
FROM THE USE OF THIS PRODUCT, INCLUDING WITHOUT LIMITATION, LOST PROFITS, BUSINESS INTERRUPTION,
GOODWILL, OR LOST DATA, EVEN IF CA IS EXPRESSLY ADVISED OF SUCH LOSS OR DAMAGE.

The use of this Product and any product referenced in the Documentation is governed by the end user's applicable license agreement.
The manufacturer of this Product is CA.

This Product is provided with "Restricted Rights." Use, duplication or disclosure by the United States Government is subject to the restrictions
set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7013(c)(1)(ii), as applicable, or their
SUCCeSSOrs.

All trademarks, trade names, service marks, and logos referenced herein belong to their respective companies.

Copyright © 2006 CA. All rights reserved.
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This guide explains all aspects of eHealth report management. It describes the types of reports
available, the methods that you can use to generate and view reports, and the ways in which eHealth
analyzes the data. It also describes how to control user access to reports and customize them. This
guide supports eHealth Release 6.0 and later.

Audience

This guide is intended for administrators who are responsible for scheduling and customizing reports,
and report users who run reports for their own use. To use this guide, you should have a basic
understanding of networking and data communications concepts.

About This Guide

This section describes the reading path that you should follow, as well as the revision history of this
guide. It also includes the documentation conventions used in this guide.

Reading Path

If you are also responsible for organizing elements into groups and group lists, you should review the
eHealth Element and Poller Management Guide for detailed information about grouping your
resources. This guide is available in PDF format in the eHealth Web Help and on the eHealth Support
web site.

Revision Information

This is the first release of this guide.
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Documentation Conventions

Table 1 lists the conventions used in this document.

Table 1. Documentation Conventions

Convention Description

File or Directory Name | Text that refers to file or directory names.

code Text that refers to system, code, or operating system command lines.

emphasis Text that refers to guide titles or text that is emphasized.

enter Text that you must type exactly as shown.

Name Text that refers to menus, fields in dialogs, or keyboard keys.

New Term Text that refers to a new term, that is, one that is being introduced.

Variable Text that refers to variable values that you substitute.

- A sequence of menus or menu options. For example, File — Exit means “Choose

Exit from the File menu.”

NoTE Important information, tips, or other noteworthy details.
CAUTION Information that helps you avoid data corruption or system failures.
\WARNING Information that helps you avoid personal physical danger.

Technical Support

If you have a Support Contract ID and password, you can access our Support Express knowledgebase at the

following URL: http://search.support.concord.com.

If you have a software maintenance contract, you can obtain assistance with eHealth. For online technical
assistance and a complete list of primary service hours and telephone numbers, contact Technical Support
at http://support.concord.com.
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eHealth Report Management: an Overview

As eHealth identifies and collects data from existing devices, agents, and management systems in your
infrastructure, you can generate reports on the historical and current performance data to manage
your resources. If you log in as an eHealth administrator, you can generate eHealth standard reports
from the eHealth console and Web interface, control user access, customize reports, and schedule
them to run on a regular basis. If you log in as an eHealth web user and your user account has the
appropriate permissions, you can generate eHealth reports from the eHealth Web user interface.

This chapter describes the user interfaces available for managing reports, the roles of the report user,
and the types of reports that you can generate to monitor the health of your infrastructure.

eHealth User Interfaces

The eHealth software offers two user interfaces (Uls) for generating and customizing reports: the
eHealth console and the eHealth Web interface. The interface that you use should depend on your
role. Not all functions are available through both interfaces; some are only available in one. This guide
describes the most efficient and practical methods for performing a particular report management task
based on your role within your organization. To control user access to reports, eHealth provides a user
management interface through the OneClick for eHealth (OneClickEH) administrative console.

NoTE

In addition, eHealth Report Center is available as a separately-installed reporting capability that enables
you to create entirely new custom reports. For details, refer to the Introduction to Report Center topic.

The Administrator’s Role in Report Management

As an eHealth report administrator, you can generate reports on demand from the eHealth console,
schedule them, and output them to the Web for users to view. You can also e-mail reports to one or
more eHealth users. To meet the specific needs of a user or organization, you can customize reports in
various ways, as well as control access to particular report types and drill-down report features from
the eHealth console. You can run reports on demand (ad hoc), or schedule them to run on a regular
basis.

The User’s Role in Report Management

As an eHealth report user, you can generate reports from the Run Reports page of the eHealth Web
interface on demand and immediately display them within your web browser, or print them. You can
also customize their appearance from the Run Reports page. From some report charts, you can drill
down to additional reports for more information. To generate, customize, and view reports from the
Web interface and access drilldowns, your web user account must have the appropriate permissions.
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Reporting Concepts

An eHealth report presents data in a particular format, which typically includes one or more charts. A chart
is a graphical or tabular representation of data within the report. From many web-based eHealth report
charts, you can drill down to other eHealth reports by clicking on a bar in a chart or an element name in a
table. An element is a resource (such as a router, system, interface, or modem) for which eHealth collects
data.

When you drill down from one report to another, you do not need to specify report criteria; eHealth
automatically uses the context of the current report and the selected report item to determine the
appropriate criteria for the new report. You can generate reports on elements or groups (sets of elements
that are related based on their function or geographical location within your infrastructure).

eHealth reports assess the overall health of the resources within your network by analyzing performance
indicators, or variables, such as the following:

+  Usage — Demand or activity on a resource.

*  Availability — Amount of time that an element is active and running.

*  Traffic— Type of information that travels over a network.

For Health, MyHealth, and Service Level reports, eHealth assigns a performance grade, or health index, to
the elements based on these variables. eHealth analyzes trends and calculates averages based on a service

profile—a set of defined Health Index thresholds, Trend thresholds, service level ranges, and percentiles.
For a detailed discussion of data analysis, refer to Chapter 4, “Report Data Analysis and Management.”

Types of eHealth Reports

As an eHealth web user with reporting permissions, you can generate several types of reports from the Web
interface and modify their presentation. As an eHealth administrator, you can generate most of these same
reports from the eHealth console, output them to the Web for users to view, and customize them. You can
run reports on all technology types that eHealth supports (such as Router/Switch and LAN/WAN);
however, your eHealth system must be licensed to monitor the specific technology types.

Table 1 lists standard reports that are available through the eHealth console and the Web interface, and the
following sections explain the purpose of each one. For complete details on a particular chart or report,
refer to the Web Help for reports.

Table 1. Standard Report Types

eHealth Console and Web eHealth Console Only Web-Based Only
+ At-a-Glance Standard Traffic Accountant + What-If
* TopN + MyHealth
Trend

+ Service Level
* Health
Quick Start Traffic Accountant
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At-a-Glance Reports

An At-a-Glance report is
composed of a series of charts that | At-a-Glance Report

show the performance of critical 765,000 Kbe : 765,000 Kba

variables for a specified element ancwetm Unigasen Errors I arormise)

during the report period. You «] )

typically run these reports for a . o

particular element to obtain - ] i - ; e

immediate, detailed information i

Exgn cwichin Ltilizamion Tosal

on the critical performance = ok
parameters. The charts that ] Ill ot i —

appear in an At-a-Glance report _
vary, depending on the element T

20

type that the report represents. an |

s

Figure 1 is an At-a-Glance report

Brytes Out [bytesisec)

for a wide area network (WAN) o) o
element. Using these charts, you o L . .
can determine if the WAN . e o = p—— T T T T
element is experiencing any o mf ]

performance problems. For
example, the Bandwidth charts

- B k2
—
dm

Frames Out {Irames/sec)

provide a quick assessment of how e -

busy the link was. The Bytes In S | "] |” ‘ |

and Bytes Out charts show the [ PIN" SO SN puplll N RHEE T
volume of traffic handled by the & PP g g
element. The Discards In and " e
Discards Out charts identify links | o et o i Fra
that may be bottlenecks.

Figure 1. Sample At-a-Glance Report

Top N Reports

A Top N report (shown in Figure 2) is a tabular CPU Thilization
report that lists the top elements in a group Hement sbove 80 Goal 50
that exceed or fall below the performance

values that you specify. If you are Colorada-3H-Cpu 9869 4269
troubleshooting the infrastructure or planning [Mew¥ork-3H-Cpu 74.34 44.34
for upgrades, Top N reports can identify those |Detroit-3H-Cpu-1 87.57 37.57
elements on which you should focus your Boston-SH-Cpu-1 87.40 37.40
management efforts. You can also use these Atlanta-3H-Cpu £4.90 34.90
reports to specify a service goal against which  |Houston-3H-Cpu-1 8218 3218
you can compare the performance of the SanDiego-SH-Cpu-1 2024 3024

elements.

. Figure 2. Sample Top N Report
For example, Figure 2 shows a Top N report for

elements that have a CPU utilization above a
certain percentage. You could also run a report on system partitions that have less than a certain percentage
of utilization. When you run a Top N report, you can specify up to six variables on which to report.
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eHealth Report Management: an Overview

Trend Reports

A Trend report shows the behavior of one or
more performance variables for an element or
a group of elements, over a specified period of
time. Because of its flexibility, you can use a
Trend report to reveal traffic patterns over
time, as well as relationships between elements
and between variables. If it indicates that two
variables are correlated, then it suggests a
causal relationship between them. For
instance, if the bandwidth utilization and the
collision rate on an Ethernet segment show a
strong correlation, the high bandwidth
utilization is likely causing the high rate of
collisions.

Figure 3 is an example of a Trend report that
was run on one variable (bandwidth
utilization) for two WAN elements. The graph
is color-coded to enable you to compare the
performance of the two elements throughout
the report period.

MyHealth Reports

A MyHealth report (shown in Figure 4) can
contain up to 20 customized panels that
summarize performance data on your critical
resources. Administrators and web users with
MyHealth editing permissions can design the
MyHealth panels and content from the Web
interface. From the console, administrators

T - Bandwidth Out
o ] |
i

Time

— MYC-Boston — Bason-Manbars

can change the baseline periods, the MyHealth  Figure 3. Sample Trend Report

report schedule, and the service profiles that
are associated to them.

MyHealth Report

Lan/Wan Group Mix_Lan_Groups for Yesterday
alignmentEmors avgFramesize avgFrameSizein avgFrameSizeout (Dlvide by tme)

25K 4
20K o
15K o

10K+

Slignmene Ermrs isec

B Argnment Emars fsec [l Average Frame Size [oyles)
[ Average Frame Slze in (byles) [ Average Frame Size Cut (oytas)

Lan/Wan Group:Mix_Lan_Groups - Bandwidth Utilization - Yesterday

Tme (%)
=]
]

me - mi-:0 [@at-30 g3t -5
Cisi-e0 Oet-m  E7i-80  ei-o0  BHei-10 B0

Figure 4. Sample MyHealth Report
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What-If Reports

A What-If report is an interactive web-based Trend cHealth What-if Capacity Trend Report
report that measures capacity—the amount of traffic, | Prysical Mermory Utilization Divide by Time
volume, or usage that a resource can support. This
report is not available in the eHealth console. OAK-SH
Administrators and web users who have permission Caparity by 100% Demand by 100%
to run What-If reports can generate them to evaluate thresheld
the current trends in resource usage, and plan for
growth and changes before problems occur.

Ll
=

.
=
1

Ar

For example, you can adjust the capacity to observe
what would happen if you upgraded or downgraded
the resource, and then modify the demand (the load
that users or applications place upon a resource) to
observe what would happen if the usage increased or
decreased for the resource. Using these results, you
can visualize possible scenarios and devise the
appropriate solution. Time

r
=
1

Physical Memorw Utilization

=
L

21-Mar-01
22-Mar-01

13-Mar-01 o
20-Mar-01 o

— Physical Memmory Utilization

When you initially generate the What-If Capacity
Trend report, you can set a goal line (shown in red in
Figure 5) to enable you to measure the changes in
data with respect to a specific threshold.

From: 03/16/2001 12:00 AN
To: 032242001 11:59 PM Created: 0372372001 01:27:43 P

Figure 5. Sample What-If Report
Health Reports

A Health report evaluates the Daily Health Report
health of a group of elements by | Reportfor 120172005, subject: A1 System
comparing current performance Avalaoily
to historical performance over “ ; : : e e
the course of a day, week, or : : : -
month. As shown in Figure 6, , : : :
the report identifies errors, z o : : :
unusual utilization rates, or g ; ; ;
shifts in volume that warrant : : :
investigation. | | |
This report helps you evaluate " cassnantily
[ urreachakis

Urkazan
Rrazasis

experience problems. The
report analyzes trends based on | |
historical data and calculates Latenoy
averages using a service profile.
Table 3 lists the various types of
Health reports that you can run
and describes their purpose.

the health of your resources by -
monitoring how efficiently N
those resources are running,

checking for availability of Z "1
critical resources, and detecting £ N
whether they are beginning to

Figure 6. Sample Health Report
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Table 3. Types of Health Reports

Health Report Purpose

Standard Health Identifies errors, unusual utilization rates, or shifts in volume that warrant
investigation.

CIO Summary Describes the performance of a group of monitored applications based on response

time, service level agreement (SLA) violations, and availability, and alerts you to
situations that require your attention.

Service Response Provides information based on active tests of response time and availability of
Internet services, business applications, and network services. Identifies slow or
unavailable services and applications that are hindering user productivity.

Application Response Shows a response path summary, a list of the poorest performing paths, and a
response history. Identifies slow response paths that may degrade service.

Busy Applications Identifies the applications that perform the most transactions and may, therefore,
require additional resources to maintain service level expectations.

High Traffic Applications Identifies the applications that create heavy network traffic.

Slow Applications Identifies the applications with the slowest response times, which may be interfering
with user productivity.

Health reports are multi-page reports that contain several sections. As an eHealth administrator or a web
user, you can easily exclude or include any sections from a Health report (Table 4) by setting presentation
attributes. The charts that appear in each section vary for each technology.

Table 4. Health Report Sections

Report Section | Purpose

Exceptions Identifies elements that have exception points as the result of errors or high utilization.

Summary Compares the volume performance of a group of elements to their performance over a baseline
period.

Top Ten Alerts you to the leading elements in the report.

Element Top N | Compares the health and performance of the specified number of elements in a group to their
performance over a baseline period. Elements appear in order from highest utilization to lowest
within the chart.

Element Detail Compares the health and performance of all elements to their performance over a baseline
period. Elements appear in alphabetical order within the charts.

Supplemental Contains additional report pages that provide information about availability, latency,
reachability, and other factors.

Note: Health reports that are output to the web also include drill-down reports such as Health Index Detail and
Situations to Watch Detail reports. These reports explain the cause of a poor Health Index rating or Trend
evaluation.

eHealth Report Management Guide
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Service Level Reports

A Service Level report (shown in Figure 7)
summarizes the performance of the resources in
an enterprise, region, department, or business
unit for a group or group list based on analysis
ranges and thresholds defined in a service
profile. Table 5 describes the types of Service
Level reports that are available. Each type of
report can provide details on individual
technologies. For example, you can run a
LAN/WAN Executive report or a Response
Service Customer report. These reports provide

Time (%)

100

Line Ttilization Distribution by Group
I M =40
I B 20 - 40 %
g0 I B 10 -z20%
[s-10%
W-=s
B0
4n
z20
|:| -

the most value when you run them for a month. Figure 7. Sample Service Level Report

Table 5. Types of Service Level Reports

Report Name Description

Business Unit
or organization.

Summarizes the service level for the network resources that belong to a department, company,

Executive

Determines how workloads, availability, and latency vary with time across the enterprise.

IT Manager

Summarizes service levels by specific groups in a group list and provides details on elements.

Service Customer

Provides information on the service level performance of the elements in a group or group list
for a service customer. Determines quality of service.

Response

Determines the relative performance of an application for a location or functional group.

VoIP

Monitors the quality of voice services across groups within the enterprise.

Traffic Accountant Reports

A Traffic Accountant report (shown in Figure 8)
analyzes your network traffic. Traffic Accountant is
specialized network and application monitoring

a

capability that collects traffic flow information from

RMON?2 probes and traffic sources such as Cisco

NetFlow. These reports enable you to track individual

users and departments who are consuming your
network resources. You can use this information to
do the following:

+ Analyze the IT infrastructure and solve problems.

+ Plan and implement infrastructure

reconfiguration, growth, and security procedures.

« Relate IT infrastructure costs to the nodes and
organizations that use it.

FACILITIES

2 SALES
FINANCE
MANUFAGTURING
MR

EHGNEERHG

200 <

Figure 8. Sample Traffic Accountant Report
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Distributed Reports

If you have a large infrastructure, you could deploy multiple Distributed eHealth systems across large
geographic ranges or locate them centrally to gather data and manage various segments of your network.
This configuration is

referred to as a cluster. The

cluster contains several
eHealth systems that manage
specific sets of resources,
and share the information
with each other.

When you run a report
across multiple Distributed
eHealth Systems, the systems
process their specific data in
parallel and then send it to
the Distributed eHealth
Console. The Console
collates the data into a single
distributed report, as
illustrated in Figure 9.
Distributed reports are
identical to standard eHealth = o =
reports. As an eHealth 3
administrator, you can =

generate distributed reports
from the console or Web Figure 9. Collating Data into a Single Distributed Report
interface using the same

method that you would use to generate other eHealth reports.

Large-Scale Reports

In a large-scale environment, a group or group list may contain many thousands of elements. If you have a
large-scale or Distributed eHealth environment in which you can run Service Level or Health reports for
more than 20,000 elements in one report, you should use the large-scale versions of the reports listed in
Table 6, which are variations of the standard reports. While the standard reports display all elements based
on the selection criteria, the large-scale reports reduce the number of elements shown in certain charts or
tables. Although the reports might take longer to run, they are easier to review because they are much
shorter.

Table 6. Large-Scale Versions of Standard Reports

Standard Report Large-Scale Version of the Report

Health report StandardLite Health report

IT Manager Service Level report IT Manager Top 100 Service Level report
Service Customer Service Level report | Service Customer Top 100 Service Level report

eHealth Report Management Guide
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Determining Which Reports Will Address Your Current Needs

It is important to become familiar with the different types of eHealth reports that are available to you and
determine which ones closely meet your needs. As your infrastructure changes and expands, you may need
to introduce different charts into your analysis to fully evaluate the health of your resources. To increase
your understanding of the value of each report discussed in this chapter, review the Web Help for reports.
The eHealth Web Help describes the purpose of each report and chart in detail; provides helpful examples;
and clearly defines the variables, or performance indicators, on which you can generate your reports.

The Report Management Task Roadmap

Because eHealth allows both users and administrators to generate and view reports on demand from the
Web user interface, some of the tasks related to report management are shared. However, as the primary
administrator, you control the ability for other administrators and web users to generate, customize, and
view reports by granting the appropriate permissions to their web user accounts. Table 7 outlines the
primary tasks that administrators and users need to follow to properly manage eHealth reports. These tasks
are all discussed in detail in their respective chapters.

Table 7. Report Management Task Roadmap

Primary Tasks Subtasks Chapter

Report Generation + Running reports on demand from the eHealth console Chapter 2
+ Setting global options
+ Setting the report output
+ Providing user access to reports
+ Scheduling reports
+ Generating reports from the eHealth Web interface

+ Restricting user access to web-based reports and report

templates
Viewing, Saving, and + Viewing reports on the Report List page Chapter 3
Deleting Reports + Viewing reports on the Organization page
+ Saving report templates
+ Deleting reports, saved run screens, and report files
Report Data Analysis + Evaluating the health of your resources Chapter 4

and Management + Understanding the eHealth data analysis process

+ Managing the service profiles on which eHealth bases its analysis

Report Customization + Changing the report definition file Chapter 5
+ Specifying business-hour reporting
+ Changing the baseline period

+ Changing the service profile

+ Modifying presentation attributes of reports

+ Accounting for planned downtime
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Report Generation

As an eHealth administrator, you can generate reports from the eHealth console, and also schedule
reports to run on a regular basis. As a report user, you can generate and view reports from the Web
interface if your user account has the appropriate permissions to do so. This chapter describes how to
effectively manage the report generation process as a user and as an administrator.

Running Reports from the eHealth Console

From the eHealth console, administrators can set global options for time zones and elements, run
reports on demand, and schedule reports to run on a regular basis. The following sections describe the
general procedures for performing these tasks.

Setting Global Options

As an eHealth administrator, you can set some global options
from the eHealth console for time zones, element filtering, and P |
alias names by selecting Options from the Setup menu. These

settings apply to all reports that you generate from the eHealth
console. If you have several eHealth administrators at your site sstelementfilter [ Browss.|
using different eHealth consoles, refer to the Using Secondary ok | cancel e |
eHealth Consoles topic for instructions and guidelines on using
these settings.

I~ Show Report Time Zaones

Showing Alias Names

Because eHealth creates names for elements based on data obtained during discovery, the names can
be long and complex. To make statistics elements easier to recognize, you can assign more meaningful
alias names to them by using the element management feature of OneClickEH (you cannot specify
alias names for conversations (Traffic Accountant) elements). Alias names do not have to be unique. If
you enable the Show Alias Names option, alias names appear when you view and edit the poller
configuration, browse for elements, or run and schedule reports from the eHealth console. This option
does not affect the display of elements that appear in the Web interface or the OneClickEH console. To
view alias names in the Web interface, your web user account must have permission to do so. The
OneClickEH console displays both alias names and element names regardless of your user account
setting.

Showing Report Time Zones

Your eHealth report output correlates events and volume with the time zone specified for the report.
To provide eHealth reports that are customized for report consumers in other time zones, you can
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NoTE

specify a particular time zone for each report that will appear in the title and footer. When you generate a
report and select a time zone, the reporting period reflects the time range in the specified time zone. The
time zone setting does not affect database rollups. eHealth displays data for the report that is appropriate
for the time zone. For example, you can run daily Health reports from an eHealth system in New York for
customers in Paris. The reports show data for the 24-hour day in Paris, which is actually the time from
18:00 (day 1) to 18:00 (day 2) in New York. If you scheduled a daily Health report for 7 A.M. Paris time,
eHealth actually runs the report at 1 A.M. New York time, and uses the 24-hour range from 18:00 to 18:00
in New York to obtain the 24-hour day in Paris time. For scheduled reports, eHealth applies the Greenwich
Mean Time (GMT) offset to run the report at the scheduled time in the specified time zone.

Keep in mind that operating systems might not support all time zones. eHealth displays only time zones that
it supports.

Setting an Element Filter

If you are using groups to organize your elements, you can use the Set Element Filter option to ensure that
only the elements in the specified groups appear when you edit the poller configuration and run reports
from the console. This option filters all elements except probe elements for Traffic Accountant. For
detailed instructions on creating groups, refer to the eHealth Element and Poller Management Guide.

Running Reports on Demand

As an eHealth administrator, you can run a report from the eHealth console for elements, groups, or group
lists, depending on the report type. While some Run Report dialogs contain most of the options shown in
Figure 10, a few have unique options that are specific to that report. Regardless of the one you choose, the
basic procedure for generating a report is the same for all types.

Run Health Report - Standard x|
— Repott — Mame Options
|Standard !| Edit...l Display Names in Report as & Names  Aliases
—Suhbject - Output
[LAN Interface i| [~ Printer I ¥ Screen
Group I(None Selected) i| Edit... | [~ web Directory I
e o) | =zl I Browse...l
¥ Other I SeIect...I
Client access | Lezally Conhected |'|
— Time Range
Yesterday |'| from |& [ A
to Iéyesterday (11
oK I Cancel| P.pply' Help...|
I

Figure 10. Run Report Dialog
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To run a report on demand from the eHealth console:

N o o

In the eHealth console, select Reports; then choose the name of the report that you want to run.
In the Run Reports dialog, specify the criteria for the subject of the report.

Specify a time range for the report, and optionally, a time zone.

Specify whether you want to display element names or alias names in the report.

Select the format in which you would like to output the report.

Click OK.

Setting the Report Output

When you run a report, you can specify one or more of the following output formats for it:

Print the report.

Display the report on your screen.

Send the report to a web server for viewing.
Save the report as a file.

Run a command to e-mail the report to specified users.

Printing a Report. You can send your reports directly to a printer. The PRINTER environment variable
specifies the default printer, but you can specify an alternate by changing the value.

On UNIX Systems — Specify the name of the printer and then add the PRINTER environment variable
to your nethealthrc.sh.usr file. For example, to print eHealth reports using a printer named colorps, add
the following definition to your nethealthrc.sh.usr file:

export PRINTER; PRINTER=colorps

On Windows systems — Specify the name of the printer server and the name of the printer using the
fOHOWing format without spaces: \\printServer\printerName

For example, if you specify \\utah\laser2, eHealth sends your reports to the laser2 printer connected
to the print server utah.

To send reports to a local printer, specify the name of the printer port such as LPT1 or COMI. If you
defined a default printer while installing eHealth, you can change this printer by using the System
Properties dialog to change the NH_PRINTER environment variable, and then stop and restart the eHealth
server to enable the changes.

Displaying a Report on the Screen. If you do not want to save an interactive report, you can use the
Screen option to display it on your monitor. The Screen option is not available for scheduled reports.
eHealth UNIX systems use a PostScript image display utility or Adobe Acrobat Reader to display the report
on the screen. To use Adobe Acrobat Reader, you must download the software from the Adobe web site and
install it.

Using a PostScript Image Display Utility — The PostScript image display utility that you use is specific to
the UNIX operating system. eHealth supplies the Image Tool utility for the Solaris operating system, or
the GhostView utility for the HP-UX operating system. On Solaris 9 or later systems, eHealth uses the
GhostView utility by default. To use the GhostView utility on a Solaris operating system, change the value
of the NH_PSVIEWERI environment variable by entering the following:

NH PSVIEWERl="ehealth/bin/ghostview"
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+ Using the Adobe Reader — For Windows systems, eHealth uses the Adobe Reader, which you must install,
to display reports on the screen. You can also use this application to view screen-based reports on a UNIX
system. To use the Adobe Reader on a UNIX workstation, confirm that your PATH environment variable
includes the installation directory for Adobe Reader. As a best practice, you should not install it in the
same directory in which you installed eHealth. In the nethealthrc.sh.usr file, change the
NH_VIEWER_TYPE environment variable setting by entering the following:

export NH VIEWER TYPE; NH VIEWER TYPE="pdf"

After you change the variable, stop and restart the eHealth console to make the changes take effect.

Sending a Report to the Web Server. When you choose the Web Directory output option, you
enable users to view reports in the web directory of the eHealth installation or through the Report List page
of the eHealth Web user interface. This output mechanism also allows you to specify the users who can
view At-a-Glance and element-based Trend reports.

Saving Reports in the Web Directory. eHealth saves the reports as Hypertext Markup Language (HTML),
Graphics Interchange Format (GIF), portable document format (PDF), and comma-separated ASCII files
in subdirectories of your eHealth installation. eHealth creates a PDF file for each web report; you can open
the PDF file in Adobe Reader to print the report. eHealth automatically creates ASCII reports as well. You
can access these reports by using links when viewing the reports from the Web. Figure 11 illustrates the web
directory structure and the report locations.
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Figure 11. Web Directory Structure
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In the Web Directory field, you can specify the name of the lowest level directory for a report by
rearranging, removing, or adding variables; you cannot specify characters. You can combine or remove
variables to name the directory. If you do not include any variables, eHealth automatically uses the date as
the name of the directory. If you do not want the date, subject name, or report name to appear in the
directory name, specify empty braces ({}).

By default, eHealth names this directory as follows:

$(svBsect)_$(pATE)_$(TIME)

The eHealth variables are defined as follows:

+ The $(suBgecT) variable is one of the following:
— For statistics elements, the name of the element, group, or group list for which the report was run
— For conversations elements (Traffic Accountant), the name of the group, view, node, or probe

+ The $(paTE) variable is the date on which the report was run in vyyy mm pp format.

+ The $(r1ME) variable is the time at which the report was run in 57 MM _ss nuM format (where NUM is a
unique number that identifies the report).

+ Optionally, you can specify the $(conr1c) variable to include the report name as part of the directory
name.

For example, if you ran a report for the Finance group on December 22, 2006 at 8:23 P.M., the default
directory name for the report is as follows:

Finance_2006_12_22_20_23_20_491

Restricting User Access to Element-Based Reports Generated by Other Users. At-a-Glance and element
Trend reports are based on elements only. As a security mechanism, eHealth does not allow users to view
these reports unless the users actually generated the reports from the Web interface themselves. When you
select the output options for a report through the eHealth console, you can specify the users who can view
these reports on the Web.

To specify viewing access to element-based reports:

1. In the Run Report dialog, under Output, select Web Directory.

2. Specify the name of the lowest level directory for the report by rearranging, removing, or adding
variables, as described above.

3. In the Web User field, specify one or more web user names (separated by commas):
+ If you do not want users to view the report, specify admin.
+ Ifyou want all users to view the report, specify all.

NoTE

If you specify one or more names in the field, eHealth outputs them to the Web for those users and the
admin.

4. Click OK.
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NoTE

Saving a Report as a File. To save a report as a file, you can select Other and select a format (ASCII,
PDF, or PostScript) and then specify the name and/or directory in which you want eHealth to save the
report. To save the reports in another directory, specify the pathname and file name in the field next to the
file format that you select. eHealth names ASCII, PDF, and PostScript files according to the default syntax:

$ (SUBJECT) _$ (DATE) $(TIME) .fileType

The extension . £fileType is .csv (for ASCII files), .pdf, or .ps, according to the file format in which the
report was saved. For example, if you ran a report for your Sales group on December 22, 2006, at 8:23 A.M.,
and saved it as an ASCII file, the default file name for the report is as follows:

Sales_2006_12_22_08_23.csv

Optionally, you can use the $( CONFIG) variable to include the name of the report as part of the file name.
You can use any combination of these variables and characters to name your files.

Running a Command to E-mail a Report to Users. You can e-mail reports to specified users by
running the nhMail command automatically after the report generates. It sends PDF or PostScript report
files as Multipurpose Internet Mail Extension (MIME) attachments. To use this feature, you must have an
Internet e-mail account. (Aliases in local .mailrc files are not recognized, but system-wide aliases operate
correctly.) If the mail recipient has a MIME-compliant e-mail application, the recipient can double-click
the attachment icon to display the report file or save the file and open it using the appropriate application.

To view an e-mail message created by the nhMail command on a Japanese system, you must manually set
encoding to Japanese (Auto-Select) or Japanese (Auto-Detect) in your e-mail application. For instructions,
refer to the documentation for your e-mail application.

To mail a report to users:

1. In the Run Report dialog, select Other and choose an output format.

2. Select Run Command.

3. Specify another e-mail address in place of eHealthUser or specify multiple users by doing the following:
* Ona UNIX system, separate the user names and file names with a space and enclose each set in single

quotation marks:

nhMail 'smith@xyz.com sales@xyz.com dev@xyz.com'

NoTte

If you selected more than one saved file format (such as ASCII and PDF), the user receives multiple
e-mail messages with each report.

+  On a Windows system, separate the user names with a plus sign (+) and enclose each set in single
quotation marks:

nhMail 'jdoe@acb.com+jsmith@zzz.com'
You can create a script that accepts a file name as an option and specify the script in the Run Command

field. eHealth passes the full pathname for the saved file to the specified script. If you specify more than one
file format (such as ASCII and PDF), the option runs the command for each file format separately.
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Scheduling Reports

Because Health and Service Level reports can take a long time to run, you might want to schedule them to
run during off-peak hours. When you schedule these reports, eHealth runs a Data Analysis scheduled job
that analyzes the data for each element in the report, based on the thresholds in the service profile for that
report. eHealth saves the daily analysis summaries for each element. When you run future Health and
Service Level reports for the same profile and elements, the reports finish faster because eHealth does not
need to perform data analysis for the elements for which summaries already exist.

If you run several large Health, MyHealth, or Service Level reports simultaneously from the console or the
Web, you could impact the performance of the eHealth system. As a best practice, you should run only two
of those report types at one time (that is, two Health reports, two MyHealth reports, or two Service Level
reports). You could run up to five At-a-Glance reports or ten Trend reports at one time without impacting
the performance of your system.

Recommended Scheduling Practices

Initially, you might want to schedule a limited set of reports and examine the results to confirm that the
interface elements in the poller configuration have correct speed settings. For example, you might need to
set Frame Relay speeds to your committed information rate (CIR). You should also create service profiles
that you want to use with the reports, as described in “Managing the Service Profiles on Which eHealth
Bases Its Analysis” on page 42. You might want to schedule reports to run in the early morning hours when
your resources are less busy; the report users can then review them when they start their day.

Detecting Patterns

Over time, you can observe patterns in your resources such as the periods during which IT resources
generate more volume. As you become familiar with these patterns in your infrastructure behavior, you can
also detect changes in normal behavior. If changes occur because of increased volume, you can run a Trend
report to identify the time that they occurred. If the change in behavior is due to poor performance by an
element, you can run a Trend report or an At-a-Glance report to identify possible causes, and the time that
the change occurred.

Considering Time Zones

By default, eHealth schedules one data analysis job to occur before the first scheduled Health or Service
Level report. When you set time zones, it schedules one data analysis job for each time zone that you use in
a Health or Service Level report, including a job for all reports scheduled for the local time zone. If you
schedule a report and specify a time zone setting, eHealth applies the time zone to the report.

Using the Job Scheduler

As an eHealth administrator, you can use the eHealth console’s job scheduler to create scheduled report
jobs for every standard type of report. With the exception of the additional Schedule options, the Add
Scheduled Report dialog for a report type is exactly the same as its Run Report dialog counterpart.
Regardless of the report type that you choose, the basic procedure for adding a scheduled report job is the
same across all types.
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1. In the eHealth console, select Setup — Schedule Jobs.

Select Add Report type from the list.

3. In the Add Scheduled Report dialog, do the following:

a. Select the subject of the report.

b. Specify a time range for the report, and optionally, a time zone.

c. Select the format in which you would like to output the report.
d. Set the schedule for the job.

4. Click OK.

Changing the MyHealth Report Schedule

Once a user has created and saved a MyHealth report, eHealth schedules the MyHealth report job to run at
1:00 A.M. daily. To reduce the load on the eHealth server, the eHealth administrator can schedule the report
job to run at a different time on specific days of the week or on a specific day of the month. In the Schedule
Jobs dialog, a MyHealth job appears under the Applications column for each MyHealth report that you

have created.

To change a scheduled MyHealth report:

1. In the eHealth console, select Setup — Schedule Jobs.

schedule the report; then click Modify.

3.
4,

If your web user account has MyHealth reporting permissions, you can run the MyHealth report on

demand rather than waiting for eHealth to generate it.
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Running Reports from the Web Interface

In the eHealth Web user interface, web users with the appropriate permissions can generate reports
through the Run Reports page and then view them on the Report List and Organization pages. Using this
interface, web users can select resources and the time periods during which they want to generate data for
their elements. They can also customize the reports in various ways by setting presentation attributes, or
create customized Run Report templates of their own that they can reuse to save time.

Understanding Web Reporting Security

If you log in to an eHealth system as the admin, you can generate any type of report from the eHealth Web
interface. For security purposes, web users have permission to run reports, but they do not have access to
any subjects (elements, groups, or group lists) against which they can run the reports. To be able to
generate a report, an admin must assign access permissions to each web user account.

As an additional security measure, you can control user access to report templates and report directories by
modifying the web user account. By default, web users can view eHealth templates that you have created for
the eHealth site and all eHealth directories that contain reports that you output to the Web from the
eHealth console.

To enable a user to run an eHealth report from the Web user interface:

1. Loginto OneClickEH as an administrator (or a web user with permission to manage user accounts); then
click User Administration.

2. Double-click the user name in the web user account list.

3. Select the Reports tab on the left and do the following:
+ Select the report types that the user should be allowed to run.

+ Optionally, restrict the user’s access to specific report templates. Enter text in the Report templates
security patterns field by following these guidelines:

+  Specify more than one template name by separating each name with a space.

+ Restrict the user to template names containing specific text by specifying the text followed by the
* symbol. For example, specify Blue* to permit the web user to run default reports and customized
report templates with names that begin with Blue.

«  Click Apply.
4. By default, the user can view all report directories. Optionally, restrict access to specific directories:
a. Select the General tab and enter text in the Web report directory security patterns field:

+ To allow the user to view specific reports saved in a Web directory, specify the common characters
followed by an asterisk (for example: Blue*).

+ To allow the user to view reports saved in Web directories that begin with more than one set of
characters, specify both sets of characters in this field (for example: Blue* and Red*).

b. Click Apply.
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5. Enable the user to access the subjects (elements, groups, and group lists) for the reports:

+ For Health, Service Level, Top N, and Trend, enable the account to access the groups against which
the reports will be run. Select the Groups tab. Select All or select specific groups; then click Apply.

+ For Service Level reports, enable the account to access the group lists against which the reports will be
run. Select the Group Lists tab. Select All or select specific group lists; then click Apply.

+ For At-a-Glance, element-based Trend, and What-Ifreports, enable the account to access the elements
against which the reports will be run. Select the Groups tab. Select All; then click Apply.

6. Click OK.

Using the Run Reports Page
If your web user account has permission to run a report and to view the subjects against which you want to

run it, you can generate it by selecting the Run Reports tab.

To generate a report from the Web interface:

1. On the Run Reports page, select a report template from the report list in the left pane.
2. On the Run Report screen, do the following:
a. Specify the criteria for the subject of the report (element, a group, or a group list).
b. Specify a time range for the report, and optionally, a time zone.
c. Customize the presentation by clicking More Options and setting presentation attributes.

3. Click Generate Report.
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Viewing, Saving, and Deleting Reports

If you are an administrator, you can output any eHealth report from the eHealth console to the Web to
enable users to view it on the Report List and Organization pages. Any user who has a web account
with the appropriate permissions can view reports, access report shortcuts, save their own custom
report templates, and remove reports that they no longer need. This chapter explains how to view
reports from the Web interface, create and save report templates, and delete reports.

Viewing Reports on the Report List Page

The Report List page provides links to all web-based reports that you have generated from the Run
Reports page, as well as reports that other users have generated from that page if your account has
permission to access the subjects against which the reports were run. For example, an eHealth
administrator generated At-a-Glance and element-based Trend reports from the eHealth console and
explicitly specified your user name in the Run Report dialog, these reports will also appear on this
page. The following table lists the tasks that any user can perform from the Report List page.

Table 8. Viewing Reports on the Report List Page

Task

Method

List the reports in a particular order.

Use the sorting options.

List reports of a specific subject, technology, report type, or date.

Use the filtering options.

Condense the list.

Click Hide Titles.

View the report in your web browser.

Click the link for the title or subject.

View the report using Adobe Reader.

Click the PDF link.

View the ASCII report in Microsoft Excel or another application.

Click the ASCII link.

View previous versions of a scheduled report on the web server.

Click the History link.

Identify a scheduled report that failed to run or is disabled.

View Status field.

Delete element-based reports that you no longer need (available only
if your user account has permission to delete reports).

Select the box next to each report and
click the delete button above the list.

**To view the History link and the Status field, you must select the Scheduled reports only filter at the top of the screen.
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Viewing Reports on the Organization Page

The Organization page provides links to all subjects (group lists, groups,

and elements) that your user account can access and the reports that you Find I

or other users have run against them. It also provides links to views, Collapse all
groups, and nodes for Traffic Accountant. The report list changes each Group Lists
time that you select a new subject. Table 9 describes the various ways = LW Listl

that you can view reports from this page.

The left frame of the Organization page lists the subjects in your
web-based reports, as shown in this example.

+  To show the reports for a subject in the right frame of the page, click
the subject name. Subjects can include group lists, groups, elements,
views, and nodes.

+ To search for a specific subject, specify a string in the Find field. The
search is not case-sensitive. You cannot use wildcards in the string, but
eHealth finds items that contain that string anywhere in the name. For
example, if you specify lan, the search highlights the groups, group
lists, or views that contain “lan” anywhere in the element, group,
group lists, view or node name, and places a bullet in front of the
name.

+ To expand an entry and view its subcomponents, click the plus sign

Groups
(+).
Elements
Table 9. Viewing Reports from the Organization Page Nodes
Task Method

Locate a group to which an element belongs or a group list to which a group belongs.

Note: You must have access to the group or group list.

Specify text in the Find field.

View the reports in a particular order.

Use the sorting options.

View reports of a specific technology or report type, or generated on a specific date.

Use the filtering options.

View your reports as PDF files.

Click Get Adobe Reader to
download the software.

Locate elements within a cluster environment by identifying the Distributed eHealth System
on which the elements reside.

Note: To access this option, you must have an eHealth Distributed license. For specific
information, refer to the Distributed eHealth Administration Guide.

Use the Find Element icon
at the top of the page.

Access shortcuts to generate At-a-Glance, Trend, and Top N reports on demand (if your user
account has permission to generate these report types and access shortcuts).

Click the appropriate icon
at the top of the page.

Drill down to an Element Configuration Report or an Element Variable report (if your
account has permission to generate the report type).

Click the appropriate icon
at the top of the page.

Delete element-based web reports that you no longer need (if your account has permission to
delete reports).

Select the box next to the
report title; then click the
delete button above the list.
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Viewing Web-Based Reports

When viewing web-based eHealth reports, you can compare reports by opening one report in a new
window, or search for text in the current page.

Comparing Reports by Opening One Report in a New Window

When you view a web-based report, the web server displays the report in your current browser window. If
you would like to compare two or more reports at the same time, you can use a browser command to open
one report in a new browser window.

To compare a report that was run last week with the same report that was run two weeks ago:

1. In the Report List page, locate the link for the report that was run two weeks ago.

2. Place the mouse pointer over the link and click the right mouse button.

3. In the pop-up menu that appears, do one of the following:
+ Ifyou use the Microsoft Internet Explorer browser, select Open in New Window.
+ If you use the Netscape Navigator browser, select Open Link in New Window.
The web browser opens a new browser window containing the report.

4. Use the mouse to select (return to) the original browser window.

5. In the original browser, locate the link for the report for last week; then click it to view the report in the
current browser.

Searching for Text in the Current Page

You can use the browser Find command to locate text strings within the current page. The Find command
searches the current page. If the current page uses HTML frames, this command searches each frame in the
order of its appearance on the page. While the Find dialog is displayed, you cannot alternate between the
browser window and the dialog. You must dismiss the dialog to return to the browser window.

NoTE
The Find command locates text strings in HTML text areas, but not in GIF images or selection lists.

Saving Report Templates

If you tend to run your reports on a regular basis using the same options and attributes, you can create your
own customized report page templates to save time.

+ Saving a template of the Run Report page through the Web interface — If your web user account has
permission to save custom report templates, specify a name in the Template Name field of the Run
Report screen and click Save Report Template. If you do not specify a report name, eHealth names it
MyReport. eHealth adds the template to the list of available reports in the left pane under the specific
report type.

+ Saving a customized version of a standard report through the eHealth console — Select a report in the
Edit Report dialog and select Copy. Rename the report, complete the remaining fields, and click OK. If
you do not specify a name for the report, eHealth names it copy_of_reportname. eHealth adds the
template to the list of available reports in the Run Report and Edit Report dialogs.
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For any user who has an account with permission to run At-a-Glance, Trend, and Top N reports, eHealth
displays shortcuts to the standard report templates at the top of the Organization page of the Web interface.
By setting your user preferences, you can link to your own customized reports instead of the standard
templates, as described in the next section.

Creating Customized Report Shortcut Icons

If your web user account has permission to generate At-a-Glance and Trend reports from the Web
interface, you can customize a report template and customize the icon that links to it from the
Organization page to make it easily identifiable.

To create a customized report shortcut for your eHealth site:

1.

Create and save an At-a-Glance or Trend report template using the appropriate Run Report page (for
example, Router). After you save it, the template should appear within the Available Reports list on the
Run Report page. eHealth generates a file named Router.rpt and stores it in the
ehealth/reports/glance/users/admin or ehealth/reports/trend/users/admin directory.

Within the ehealth/web/output directory, locate the toolbar.htm.usr.sample file.

3. Make a copy of the toolbar.htm.usr.sample file and rename it toolbar.htm.usr. Open the file and scroll to

the entries shown in this example.

<TD> <A
HREF='/egi-bin/nhWeb? func=run3hortCutRptesubject=§ (subject) sreport=users/admin
/LanWanRandwidthTrendsreportType=trendsrun3hortCut=1' TARGET='orgListFrame '>

<IM3 class=toolbarIcon height=24 width=24 SRC='/trendShortcut.gif' BEORDER='0'
ALT='Run a LanWan Bandwidth Trand's></A>

</ TD>
<TD WIDTH="10"></TD>

<TD> <A
HEEF='/egi-hin/nhWeb? fune=runshortCutRptesubiject=§ (subject) sreport=users/admin
fLanWantlancesreportType=glancesrunShortcut=1' TARGET='orgListFrame'>

<IM3 class=toolbarIcon height=24 width=24 3RC='/aagShoricut.gif' BORDER='0'
ALT='Run a Lanlan AAG'></A>

4. Replace the template text as follows, but do not italicize it:

+ To link to a Trend report template, at the beginning of the first entry, replace
LanWanBandwidthTrend with Router. At the end of the entry, replace ‘Run a LanWan Bandwidth
Trend’ with *Run a Router Trend’.

+ Tolink to an At-a-Glance report template, at the beginning of the first entry, replace LanWanGlance
with Router. In the last line of the entry, replace ‘Run a LanWan AAG’ with *Run a Router AAG’.

5. Customize the image that appears on the shortcut icon:

a. Locate the reference to the image file in the last line of the entry for the shortcut link.

b. Replace the .gif image name with your new GIF image file, but do not italicize the name. It must be
approximately 35 x 35 pixels.

c. Place a copy of the image file in the ehealth/web/output directory.

6. Close and save the file.
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7. Set the user preferences to display the icon on the Organization page. Select Preferences on the Admin
page and select the template that you just created.

8. Select the Organization tab at the top of the Web interface. The customized report icon should appear at
the top of the Organization page along with other shortcut icons.

9. Click the plus sign (+) next to Elements in the left pane; then click the shortcut icon. eHealth generates
a report for that element using the specified router report template and displays it.

Creating Multiple Customized Report Shortcuts

To create additional shortcuts for your eHealth site, you must create individual customized report
templates using the Save Report Template feature of the Run Reports page of the eHealth Web interface,
and then add the appropriate link to the toolbar.htm.usr file. The report shortcut will not use the
appropriate report template unless the template .rpt file name matches the reference that appears in the
toolbar.htm.usr file for that shortcut.

Deleting Reports, Saved Run Report Screens, and Files

Over time, you may accumulate customized versions of standard console reports, versions of Run Report
screens that you have saved, and generated web reports. The following sections describe how to remove the
reports, associated templates, and files that you no longer need.

eHealth Console Reports

To delete a customized version of a standard report from the eHealth console, log in as the administrator,
select the report from the Available Reports list in the Run Report dialog, and click Delete. Click Delete
again to confirm the removal and eHealth will remove it from your Reports list.

Web Interface Reports

If your eHealth web account has permission to delete reports, you can delete any element-based report
from the Report List or Organization page by selecting the checkbox next to the report name and clicking
the delete icon at the top of the screen, as shown in Figure 12. You cannot delete group-based reports unless
you are logged in as the administrator. Keep in mind that eHealth does not remove web report files from
the ehealth/web/output directory until it runs the Delete Old Reports scheduled system job (as described
in “Old Report Files” on page 34). To delete the files immediately, you must log in as the eHealth web
administrator and click Remove Reports Marked for Deletion under Site Management.

GATEWAY . ORGANIZATION . [EEDTSA B  RUN REPORTS . My HEALTH *  LIVE HEALTH “.  SYSTEMS & APPS *, ADMIN

hject
Include: -enet-pont-2 |[everytechn0|0gy]j |[everyrep0mype]j |[every date] |
=
For: | Al reports || Redisplay | Hide Fiters
Reports 1-7 of 7 Hide Titles
X
Subject Title Technology Type Date
I LANANAN Trend Repart of Availability for agate-SH-enet-port-2, australia?-3H-enet-por-16777218, CHILDRESS-SH-enet-pon-16777219 on
12/01/2005
agate-SH-enet-port-2 australia2-SH-enet-port- e
16777219 CHILDRESS-SH-enetportB777219  HWAN e EOES e [ A

Figure 12. Deleting Reports
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Saved Run Report Screens

At any time—regardless of your web account permissions—you can remove any report run screen that you
have saved previously using the Save Report Template option, as shown in the following example. Select
the run screen name under Available Reports and click the delete icon. (You cannot delete report
templates that the administrator created for you using the eHealth console. The administrator must
remove those templates using the appropriate Edit Report dialog on the eHealth console.)
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Old Report Files

eHealth runs a scheduled job daily at 6:00 A.M. to clean up report and temporary files. The Delete Old
Reports job deletes reports and files that are older than 31 days and that are saved in certain eHealth
directories. If you log in to the eHealth console as the eHealth administrator, you can modify the Delete
Old Reports job to change the number of days that specific reports are kept and when the job runs. This
scheduled job removes files only from the default directory.

To madify the Delete Old Reports job:

1. In the eHealth console, select Setup — Schedule Jobs.
2. In the Schedule Jobs dialog, double-click Delete Old Reports.

3. In the Modify Scheduled Delete Old Reports dialog, change the number of days to retain report files. For

Health and Service Level reports, you can change the number of days to retain daily, weekly, and/or
monthly report files.

4. Change the number of days to retain temporary files saved in the ehealth/tmp directory.
5. Specify a daily or monthly schedule and the time when the job should run.
6. Click OK; then click OK in the Schedule Jobs dialog to apply the change.
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To generate Health, MyHealth, and Service Level reports, eHealth assesses the overall health of the
resources within your network by analyzing performance indicators for an element, assigning a
performance grade to the element, and then analyzing trends and calculating averages based on a
service profile. As an eHealth administrator, it is important to understand the process that eHealth
uses to analyze data and to also effectively manage the service profiles. This chapter describes the data
analysis process, and explains how to interpret the data and identify changes in the health of your
resources. It also provides detailed instructions for managing your service profiles.

Evaluating the Health of Your Resources

To evaluate the health of your resources, eHealth collects historical data over a period of
time—defined as a baseline period—and calculates a Health Index for your elements based on
variables, such as bandwidth, capacity, availability, and traffic. This index grades the performance of
each element based on the utilization and number of errors that eHealth detects. eHealth uses upper
limits for utilization and errors, referred to as Trend thresholds, to identify problem areas.

The data analysis process analyzes polled, hourly, or daily samples. Data analysis computes Health
Index points, health exceptions, distributions of variables (such as bandwidth), percentiles, service
level ranges, and situations-to-watch trends.

Understanding the eHealth Data Analysis Process

A service profile is a group of policy settings that control how eHealth analyzes the data against which
it generates reports. These settings include the following:

Thresholds that eHealth uses to detect health exceptions and compute the Health Index
Long-term trend thresholds
+ Time-of-day and day-of-week filters

+ Distribution chart thresholds, also called service level ranges

eHealth uses a standard service profile to analyze the data for Health, MyHealth, and Service Level
reports. The way that eHealth actually stores and uses the analyzed data varies, depending on whether
you run the reports on demand or schedule them.

Data Analysis and On-Demand Reports

When you run reports on demand, eHealth analyzes the data while the reports runs, which increases
the amount of time that it requires to generate them. The length of time depends on how many
elements are included in each report, and the length of the baseline period. eHealth creates a baseline
of analyzed data based on the available data for the element. It uses the available as-polled and
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rolled-up data for the element. Analyzed data that is based on rolled-up data is not as granular as the
as-polled data, but the reports use the available data to show a complete baseline. You can configure reports
so that they do not use rolled-up data for analysis, but the reports show gaps for any days in the baseline
that do not have as-polled data.

When the report finishes generating, eHealth discards the analyzed data. Each time that you run a report on
demand, eHealth analyzes the data again and discards the analysis when it finishes.

Data Analysis and Scheduled Reports

When you schedule a Health, Service Level, or MyHealth report, eHealth creates a scheduled data analysis
job to analyze the data before the report runs. For each element in the report, the data analysis job creates a
summary of the data for each day in the baseline based on the service profile that the report uses, as
illustrated in Figure 12.

Scheduled
Group or Report

e

- Data Analysis Reports
— Process Analyzed

Service
Profile

Data

Figure 12. Data Analysis Process

The first time that you schedule the report, eHealth creates the baseline of data up to the last whole day of
data; for each subsequent day, the analysis job creates the new daily summary, based on the setting in the
Data Analysis Schedule dialog. As with on-demand reports, you can configure scheduled reports not to use
rolled-up data for analysis. The reports show gaps for the earliest days in the baseline, but with each new
day, analyzed data that is based on the as-polled data appears in the report.

eHealth saves the analyzed data for each element/service profile pair in the database. Any future reports on
that element and service profile run faster because the reports do not have to analyze the data during report
generation; the report simply uses the analyzed data that already exists. Any future on-demand reports for
the same elements and service profile will also run faster; eHealth uses the saved analyzed data whenever
possible, rather than re-analyzing the same data for the element and profile.

Determining the Baseline Period

The baseline period is a rolling period that projects back from the day on which the report is run. Health
reports compare hourly information to the same hour of the day and daily information to the same days of
the week in the baseline period.
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eHealth uses the following baselines:

+  6-week baseline period for daily Health reports

+ 13-week baseline for weekly Health reports (6-week baseline for weekly MyHealth reports)
+ 12-month baseline for monthly Health reports

NoOTE
If you add elements to a group or group list that is used in a scheduled report, eHealth may have to analyze
the history of that element over the baseline period. If the added element is part of another group that has
been analyzed against the same service profile, eHealth can reuse the analyzed data.

In Figure 13, the shaded days are included in an example six-week baseline period. In a Health report that is
run for Thursday, eHealth averages data from the previous Thursdays to compare with the data collected
for the report day. The baseline allows eHealth to compare data from the same day to data for previous days
to identify changes in behavior or performance for that day.

Sun Mon Tue Wed Thur Fri Sat

Day report runs

Figure 13. Baseline Period Example

Assigning the Health Index

eHealth assigns a Health Index to each element that is based on the amount of volume and number of
errors that the element experienced. A high Health Index indicates problems, while a low one indicates a
healthy element. It evaluates the data that it collects on each element in the report for each poll. It groups
the data into categories, referred to as Health Index variables, and divides each of them into four ranges:
excellent, good, fair, and poor.

eHealth then assigns health points to each range as follows:
+ Excellent receives 0 points

+  Good receives 2 points

+ Fair receives 4 points

*  Poor receives 8 points

eHealth Report Management Guide





38

Chapter 4 Report Data Analysis and Management

For example, Table 10 lists the default Ethernet Health Index thresholds.

Table 10. Ethernet Health Index Thresholds

Variable Excellent Good Fair Poor
Utilization 0 up to 10% 10 up to 20% 20 up to 35% 35% and over
Collisions 0 up to 5% 5 up to 9% 9 up to 15% 15% and over
Other errors 0 up to 3% 3upto7% 7 up to 10% 10% and over
Broadcast/multicast| 0 up to 100 100 up to 200 200 up to 300 300 and over

eHealth adds the points for each variable to determine a Health Index for each element. A very healthy
element would have a Health Index of 0, in which all variables are in the excellent range. The most points
an element can receive depends on the element type. In the example presented in Table 11, eHealth
collected data for one poll of an Ethernet element and assigned the Health Index shown. For details on the
Health Index for the different element types, refer to the Web Help.

Table 11. Ethernet Health Index

Variable Current Value | Assigned Range Health Index Points
Utilization 32% Fair 4
Collisions 5.4% Good 2
Other Errors <1% Excellent 0
Broadcast/Multicast 158 Good 2
Health Index 8

Setting the Trend Thresholds

eHealth sets an upper limit—defined as a Trend threshold—on the same variables that it uses for the
Health Index. It uses the Trend threshold to predict when an element might experience difficulty. eHealth
uses the data from the baseline period to construct a trend line. For each element in the report, it uses the
trend line to predict the value that each element would receive at the end of the reporting period.

When a report runs, eHealth evaluates the predicted value for any variable to determine whether it is near
or above the Trend threshold, or whether it has reached the threshold. For variables with values that are
increasing, eHealth attempts to predict when the variable might reach the threshold. For more details on
Trend thresholds for different element types, refer to the Web Help.

Assigning Exception Points

eHealth assigns exception points to elements based on the assigned Health Index and the Trend behavior of
each variable. It also assigns exception points to elements that have suddenly experienced new errors or
that have availability problems. The Situations to Watch chart and its Supplemental report display the
Trend behavior of element variables. An element can receive 100 exception points for each variable, with
66 points allocated to the Health Index and 34 points allocated to the Trend analysis. The maximum
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number of exception points that an element can receive depends on the number of variables that it has. By
customizing the Health report and its service profile, you can specify the number of exception points that
an element needs to accumulate before it can appear in reports, the maximum number of elements that can
appear, and the type of elements that appear.

eHealth further divides the Trend analysis in two ways: how close the predicted value is to the threshold
(Trend proximity) for 17 points, and how rapidly the trend is increasing (Trend slope) for the other

17 points. It totals the exception points for each element for the reporting period. For example, a WAN
element has four variables: utilization, discard errors, other errors, and non-unicast frames. Figure 14
illustrates how eHealth allocates the exception points for each WAN variable. For information on exception
points for the different element types, refer to the Web Help.

Utilization

Health Index
66 Points

Trend Slope
17 Points

Trend Slope
17 Points

Trend
Proximity
17 Points

Figure 14. Exception Points for a WAN Element

Health Index Exception Points

eHealth assigns exception points to an element based on the Health Index that the element receives for a
variable. For example, an element with few errors for a reported day would receive a low Health Index for
errors and few or no exception points. If that same element experienced a high percentage of errors during
the day, the element would probably receive a high Health Index and all 66 exception points.

Elements rarely experience extreme problems that cause them to receive the maximum Health Index for an
entire day. To ensure that eHealth assigns the appropriate number of exception points to all error
conditions, it aggressively assigns exception points to lower Health Indexes using the logarithmic equation
illustrated in Figure 15.

66

Exceptions Points
Assigned

100
% of Possible Health Index Points

Figure 15. Assigning Health Index Exception Points
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Exception Points for Availability

If a Response or System element is unavailable during the report period, eHealth assigns up to 100
availability exception points based on the amount of time that the element was down. The Unavailable
setting in the service profile determines the number of Health Index points that eHealth assigns for each
second of unavailability. As with other Health Index exceptions, it uses the logarithmic equation illustrated
in Figure 15 to assign exception points based on the average Health index for the day (assigning exception
points to lower Health Indexes).

Exception Points for Sudden New Errors

If an element has been error-free for at least eight days and suddenly experiences new errors during the
report period, eHealth assigns 34 exception points to that element. This type of error condition might be
the result of adding a faulty or misconfigured piece of equipment to the infrastructure.

Trend Proximity Exception Points

eHealth evaluates the predicted behavior from the Trend analysis to compare the predicted value for a
variable to the threshold. It starts assigning exception points when the predicted value is at 90% of the
threshold and assigns all 17 points once the predicted value is 200% or above the threshold. If the predicted
value is less than 90% of the threshold, eHealth does not assign any exception points. Figure 16 illustrates
how eHealth assigns exception points to Trend proximity.

17

Exception Points
Assigned

0 90 200
% of Threshold

Figure 16. Assigning Trend Proximity Exception Points

Trend Slope Exception Points
eHealth assigns exception points to the Trend slope based on the steepness of the slope, as illustrated in
Figure 17; that is, it assigns more points as the steepness of the slope increases. It determines the steepness
of the Trend slope based on the number of days predicted for the element to increase from a value of zero
to the threshold value.

If the number of days is greater than 120 (four months), it does not assign any exception points. If the
number of days is 30 or less (one month), it assigns the maximum of 17 points.

17

|

Exception Points |
Assigned |
|

|

0 30 120
Days to go from 0 to Threshold

Figure 17. Assigning Trend Slope Exception Points
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Analyzing As-Polled and Rolled-Up Data

When you generate a Service Level report, eHealth analyzes the data for the entire report period against the
service profile in the following order:

Any available as-polled data
+ Rolled-up hourly data (during the time as-polled data is not available)
* Rolled-up daily data

Reports show data only for the times and days when eHealth polled the elements. When you first discover,
poll, and run Service Level reports for elements, they show data only for the days that have polled data
available. The analyzed data generated for hourly and daily rolled-up data is not as detailed as that for
as-polled data because rolled-up data does not include all of the peaks and spikes seen in as-polled data.
The scheduled Statistics Rollup job creates the hourly and daily rolled-up data when it compresses the
database.

Guidelines for Interpreting Service Level Report Chart Data

When you run a Service Level report, the data for charts that use a timeline might increase sharply in
granularity for those days when the analyzed data is based on as-polled data. Also, the per-element charts
may lack subtle variations. Do not interpret this increase as a sign that a new event or condition has
occurred suddenly in your infrastructure. In six weeks, or the length of time that you retain analyzed data,
the report will show that all analyzed data is based on as-polled data.

Service Level reports display a note that informs you of the percentage of data that is based on rolled-up
samples. To suppress the note, disable the Show Data Notes General presentation attribute by selecting
More Options on the Run Report screen.

Saving Analyzed Data

By default, eHealth saves analyzed data for six weeks. With each new day, the scheduled data analysis job
adds another day of analyzed data and deletes analyzed data that is older than six weeks. eHealth runs a data
analysis job once a day immediately prior to the first scheduled Health, MyHealth, or Service Level report.
This data analysis job analyzes the data for all scheduled reports, except reports that are scheduled for a
different time zone. If you specify time zones for Health, MyHealth, or Service Level reports, eHealth runs
an additional data analysis job before running the first report scheduled for each time zone. The data
analysis schedule records information about the job in the /ehealth/log/Data_Analysis.job1d.log file.

Using Analyzed Data for On-Demand Reports

eHealth also uses the analyzed data for on-demand reports that use the same service profiles for the same
data, which increases the speed of the report generation. However, if the elements in an on-demand Health
or Service Level report do not have any analyzed data, the report could require several hours to finish. For
example, if you create a new report and run it on demand, eHealth performs all analysis while running the
report. It does not save the analyzed data for the reports that you run on demand, since these might be
temporary tests of new reports. When you test new reports, you should run the reports for a small group of
elements so that the reports run more quickly. When you are satisfied that the report format and service
profile are what you want, schedule your reports for the full group of elements to take advantage of the
scheduled data analysis job.
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Setting the Time to Retain Analyzed Data

When you schedule a report, eHealth performs a preliminary analysis of the statistics data for each element
in the report. If you prepare the information needed for each element, your scheduled reports run faster.

By default, eHealth retains six weeks of analyzed data for each element in scheduled reports. You can
increase this time, but before you do so, carefully consider the value of the data versus the cost to maintain
it. The recommended maximum is 12 weeks.

To change the number of weeks of analyzed data to retain:

1. In the eHealth console, select Database — Data Analysis.

2. In the Data Analysis Schedule dialog, specify a value in the Keep analysis for field. Because all reports
have only one setting, specify the longest report period in the reports that you schedule. For example, if
you schedule a Service Level report for a quarter, specify at least 12 weeks.

3. Click OK.

Managing the Service Profiles on Which eHealth Bases Its Analysis

By default, every Health, MyHealth, and Service Level report uses the eHealth Standard service profile. At
any time, you can associate a different profile to the report by either editing the default service profile or
creating a new profile. The impact of associating a new service profile to a report varies, depending on
whether you schedule the report or run it on demand. The following sections provide guidelines to follow.

Specifying Profiles for Scheduled Reports

When you create a new service profile for a scheduled report, the change impacts the database size, as well
as the time required to run the first data analysis job. The next time that the data analysis job runs, it detects
that the report now uses a new service profile; it must, therefore, create a new baseline of data for the
elements in the report based on the new profile’s setting. eHealth saves the new set of analyzed data in the
database, which increases the disk space of the database.

If you modify an existing profile, eHealth uses the new settings to analyze the data gathered after you
changed the profile and does not discard the existing analyzed data, which was based on the old profile
settings. Thus, your scheduled reports typically show a combination of analyzed data based on the old and
the updated profile settings. eHealth displays a note in the reports that indicates when the profile changed,
which might identify the reason for a change in the appearance of the charts.

Specifying Profiles for Reports Run on Demand

When you specify a new service profile for a report that you run only on demand, the report uses the new
profile settings for the data analysis. The impact is usually minimal; because on-demand reports analyze the
data during report generation, the reports take just as long to run after the change as they did before the
change. However, because on-demand reports do not save data analysis results, the database size does not
grow as a result of the change.

Unlike scheduled reports, the on-demand reports do not show data based on the old and new profiles;
these reports show data based on the new profile settings only. However, if your on-demand report
includes elements that are also in a scheduled report that uses the same service profile, the on-demand
report will include data that is based on the old and new profile settings. Because eHealth does have existing
analyzed data for the element, it uses the data that is based on the old profile settings and uses the new

settings for any elements that do not have stored analyzed data, as well as for any new data that has not
been analyzed.
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Editing a Service Profile

eHealth allows you to change the settings of the service profile associated with a report by customizing the
report or by editing the service profile. eHealth uses the new values for all future data analysis, but the
changes do not affect previously analyzed data. Any changes that you make will change the appearance of
all reports using this profile.

As a best practice—before modifying a service profile—always determine which reports are associated with
it by clicking Used by in the Edit Service Profile dialog. eHealth does not apply your changes unless you
confirm your understanding of the impact that they will have on the reports that are associated with it. You
can make any of these modifications:

+ Health, MyHealth, and Service Level reports — Set the data analysis schedule and specify the data
direction of full-duplex interfaces.

+ Health reports — Change the exception points cutoff number, and Health Index and Trend thresholds.

* Service Level reports — Change the service level range
and percentile. — Named Profiles

standard Mew...

Specifying Business-Hour Reporting b

Used hy...

By modifying your service level profiles, you can include
data that is collected during specific times to control the
core hours and days to include in your MyHealth, Health,
and Service Level reports. In the Edit Service Profile dialog
under Data Filter, select the hours of the day and the days
of the week during which eHealth should analyze data (for
example, Monday through Friday between the hours of
9:00 A.M. and 5:00 P.M.). When you run Health and
Service Level reports that use those service profiles, the
reports include the data for the specified hours and days
only. The charts do not show data for those hours and/or
days that are not included, and do not include that data in
the analysis for historical data or trends. L o |

Description

— Data Filter
All Day "l from | i i‘ to |I~Z frit

I+

¥ Sun W Mon b Tue ¥ Wed W Thu [ Fri ¥ Sat

Data Direction  In & Out |'|

[ Service Settings

General |'| Exception Thresholds |‘|

Minimum total exception poeints needed for an element to
appear in Exceptions Summary or Detail reports,

Charts for a daily Health report that uses service profiles
for partial weeks are affected in the following ways:

Value |\25.0
+ Network Volume charts — Volume data does not pefautt [250 ese v Daiall
appear for days that are not analyzed.
(o]’ | Cancel| P.pplyl Help‘..l

« Situations to Watch charts — Trends do not include,
and are not affected by, the data for days that are not
analyzed; the Daily Average column shows data for the last analyzed day of the report period.

*  Volume Leaders, Health Index Leaders, and Volume Change Leaders charts — Prior ranking is based on
the previous analyzed day before the last analyzed day of the report period.

+ Health Index Change Leaders charts — Prior ranking and the Health Index are based on the previous
analyzed day before the last analyzed day of the report period.

When you run a weekly Health report that limits analysis to the data for a part of the week, the Actual
values in the Situations to Watch chart are the actual values from the previous analyzed day. For example, if
you run a weekly Health report on Sunday for the previous week, and you analyze only the days from
Monday through Friday, the Actual values for the Situations to Watch chart are the values for Friday.
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Specifying Data Direction of Full-Duplex Elements

The Edit Service Profile dialog allows you to specify how you want to analyze the following data for
full-duplex links such as WAN, Frame Relay, or MIB2 LAN interfaces:

+ Indata

« Out data

+ Max data (the most data observed, regardless of direction)
« In & Out data

« Total data

When eHealth analyzes full-duplex interface elements for Total data, it combines the data for both
incoming and outgoing directions on the interface and reports the data as one value, the Total value. When
it analyzes full-duplex interface elements for In & Out data, it reports both the incoming data and outgoing
data as separate data for the element. Figure 18 shows how eHealth represents In & Out data and Total data
in the Element Volume vs Baseline chart.

Incoming Outgoing
1.0G—- 1.5G—
T Baseline High
~+ Baseline Average
1.0G—+ _L Baseline Low
= Volume
5G——
5G—1
0- 0-
N N
& N
& In & Out Data N4 Total Data

Figure 18. Element Volume vs Baseline Chart for In & Out and Total Data

As illustrated in Figure 18, eHealth reports a full-duplex link as two distinct elements (incoming and
outgoing) using In & Out data analysis. The incoming data is the right column, and the outgoing data is the
left column. eHealth reports a full-duplex link as one element with combined incoming and outgoing data
using Total analysis.

If you want your reports to show the activity for both the incoming and outgoing directions, use the

In & Out data direction in your service profiles. You can specify data to be analyzed based on the direction
of full-duplex interfaces such as WANs, Frame Relays, or MIB2 LANs. For viewing, you can select In, Out,
Max (the direction in which the maximum amount of data was observed), In & Out, or Total. By default,
eHealth analyzes the Total data, reporting on your full-duplex links as a total of both incoming and
outgoing data. To change the data direction to analyze, specify it in the Data Direction list.

Setting the Exception Points Cutoff and Thresholds for a Health Report

In the Exceptions section of a Health report, eHealth displays those elements that have received a number
of exception points that exceed a specified threshold. By default, this number is 25. You can use service
profiles to control when elements appear in the Exceptions section of a Health report. If, for example, you
do not want WAN links to appear in Exceptions reports unless they have reported over 70% bandwidth
utilization, you should set the Health Index for WAN utilization to 70%, 80%, and 90%; then set the Trend
Threshold for WAN utilization to 70%. An element would then not appear in Exceptions reports with
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utilization exceptions until the element was approaching or had exceeded 70% bandwidth utilization. You
can change the Health Index thresholds for any variable for an element type. For a general discussion on
how eHealth uses the Health Index and for a listing of the default Health Index ranges, refer to the Web
Help. You can change the Trend thresholds for any variable for an element. For a general discussion of
eHealth Trend thresholds and a listing of the default Trend thresholds, refer to the Web Help.

To modify a service profile for a Health report:

In the eHealth console, select Reports — Customize — Health Reports.
In the Edit Health Report dialog, select the report from the list; then click Edit next to Service Profile.

In the Edit Service Profile dialog, select General from the list on the left under Service Settings.

P M=

Change the Exceptions Points cutoff. Select Exception Thresholds from the list on the right. eHealth
selects Points Cutoff automatically.

[ Service Setting:

General \'l Exception Thresholds |'|

Description

Minimum total exception points needed for an element to appear in Exceptions Summary or Detail reports.

value I 25.0

Default | 25.0 RESEL to et i

5. Specify a value that indicates the number of points that an element must receive before eHealth lists it in
the Exceptions sections of the Health report.

6. Select the element type from the list on the left; then select Health Index Thresholds from the list on the
right. The variables for that element type appear in the list with the Health Index ranges below it. Select
the variable for which you want to change the Health Index thresholds, and set the new boundaries for
each range.

7. Select Trend Thresholds from the list on the right. The variables for that element type appear in the list
with their values below it. Change the threshold value.

8. Repeat Steps 6 and 7 to change the thresholds for other elements and/or other variables.
9. Click OK or Apply; then click Yes to change the service profile.

Changing the Underutilization Thresholds for Modems

eHealth calculates the average use for a modem or ISDN element at each poll. If the average use is below the
underutilization threshold for a percentage of polls in one hour that exceeds the underutilized polls
threshold, eHealth includes the element in the Underutilized Connections Supplemental report. The
Underutilized Connections report is a supplemental report of the Modem/ISDN Health Report. eHealth
uses 50% as the default for the underutilized polls threshold.

For example, using a five-minute polling interval, eHealth polls a modem element up to 12 times in one
hour. If the element was underutilized for only one poll, it does not assign exception points. If the element
was underutilized for six or more polls, it assigns abused modem exception points. An abused modem is a
modem that is in the connected state but is sending little or no data across the connection.
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You can adjust the underutilized threshold to appropriate values for your infrastructure. You can also
change the underutilized polls threshold to control how many times during an hour an element must have
underutilized connections before eHealth assigns abused modem exception points.

To change the underutilization thresholds:

1. In the Edit Service Profile dialog, select Modem from the list on the left under Service Settings; then
select Exception Thresholds from the list on the right.

2. Select Underutilized Threshold from the list; then specify a value for the new volume rate in bits per call
second.

—Service Settings

Modem |'| Exception Thresholds \'l

Underutilized Polls
Underutilized Thrasheld

Description
Minimum Yolume a modem should be transmitting when connected

Value IIE0.0 Bits/Call Second

Default | 80.0 feset o [efanlf

3. Select Underutilized Polls; then specify a value for the percentage of polls.
4. Click OK or Apply; then click Yes to change the service profile.

Changing Service Level Ranges and Percentiles for a Service Level Report

You can change the service level ranges for variables used by any Service Level report and the service level
percentiles for variables used in the Element Summary table of the IT Manager report. For a listing of the
variables used by the reports and their default settings, refer to the Web Help.

Guidelines for Setting Service Level Ranges. When you set your Service Level ranges, define the
following for each goal level:

+  Lowest line utilization range

+  Lowest bandwidth utilization range
+ Highest availability range

+  Lowest latency range

+  Lowest CPU utilization range

Guidelines for Setting Service Level Percentiles. By default, eHealth percentile (Pctl) variables show
the one-hundredth percentile value in the Element Summary table of the IT Manager report. The
one-hundredth percentile is the top (largest) value in a set of sample values. If you include percentile
variables in your Element Summary report, and you run a report for a day, the percentile variable value is,
by default, the same as the peak variable value. It represents the largest polled value obtained for that
element during the day. If you run the report for more than one day, the percentile variable value is the
average of the daily one-hundredth percentile values for each day in the report period.

If you include percentile values in your Element Summary table, you might not want to use the
one-hundredth percentile value. For example, you might want to show the ninety-fifth percentile. That is,
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rather than show the top value, you would prefer to see the value that was ninety-fifth from the top. When
you poll at five-minute intervals during the day, you collect 288 samples. If you list the samples in order
from smallest to largest, the ninety-fifth percentile value is the sample in position 274; only 5% of the
samples are larger. You can change the service level percentiles used for each variable to meet your
reporting needs.

To change the service level range and percentile for variables:

1. In the Edit Service Profile dialog, select the element type from the list on the left under Service Settings.

—Service Settings

LAN/WAN |v| Service Level Ranges |v|

Latency

Latency Percentile
Latency Peak
Bytes

Eyte Rate

Description

Service Level ranges for latency,

Ranges

0to | 70.0 to |500.0 to [1.0 K to |5.0 K msec

Default I FO0 5000 1.0 K 5.0 K REsEt o Default|

2. Select Service Level Ranges from the list on the right. Select the variable for which you want to change
the ranges, and specify new boundaries for these ranges.

3. Select Service Level Percentiles from the list on the right. Select the variable for which you want to
change the percentiles and specify the value.

4. Repeat these steps to change service level ranges or service level percentiles for other elements and/or
other variables.

5. Click OK or Apply; then click Yes to confirm the changes to the service profile.

Deleting Service Profiles

If you delete service profiles, eHealth removes them from the list of available profiles, and also deletes any
analyzed data that was based on those service profiles. If you have created reports that use these profiles,
you must change them to use other service profiles. Although you can delete the service profiles named
Standard, you cannot edit the default reports to use other service profiles. To run the Standard Health
report and the Executive, IT Manager, and Service Customer Service Level reports, you must have service
profiles named Standard. If you delete the Standard service profiles, you can recreate them.

To delete a service profile:

1. In the Edit Service Profile dialog, select the service profile that you want to delete from the Named
Profiles list.

2. Click Used By to identify the reports that will not run after you delete the service profile.

3. In the Edit Service Level Report dialog, for each report listed under Report that uses this service profile,
select another service profile from the Service Profile list; then click OK.

4. Click Delete, click Delete in the Confirm Delete dialog, and click OK. The eHealth rollup process
eventually removes any analyzed data for the deleted profile.
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Tips for Using Service Profiles Effectively

In general, it is good practice to carefully plan the number and types of service profiles that you use. The
following are some common tips for using and managing service profiles effectively:

First, run your Health and Service Level reports on demand for a small group of elements to observe the
effects and thresholds of the analysis. If necessary, edit the service profile settings and run the reports on
demand again. Once you are satisfied with the profile settings, schedule your reports for the groups or
group lists that you want to monitor to reduce unnecessary and unwanted analyzed data samples in the
database.

+ In general, do not create several profiles that have the same settings but different names. If you do, do
not schedule reports that use different profiles for the same groups of elements (such as All). This causes
eHealth to create several baselines of identical analyzed data (one per profile) for each element and
significantly increases the database disk space size.

If you do require multiple profiles to show different levels of service monitoring, plan your element
groups and group lists carefully to reduce the number of scheduled reports with different profiles on the
same elements.

Whenever possible, do not change settings for profiles used in scheduled reports. This can help reduce
confusion for those who read or review the reports. When you must change the settings, be prepared for
user questions regarding the change in report appearance.

+  Whenever possible, do not customize a scheduled report to use a different service profile. If you do,
eHealth creates a new baseline of analyzed data for the new profile and the old data is lost to the report.
The lost data eventually ages out of the database.

+ If you (or your report consumers) run the same Health or Service Level reports on demand every day,
consider changing one or more of them to scheduled reports to speed processing and reduce the
performance impact on the eHealth server.
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Customizing Reports

eHealth uses default report settings for its standard reports, most of which are customizable. Some
customization options are only available through the eHealth console, but the majority are accessible
through the Web interface if the web user account that you are using has permission to customize
reports. This chapter provides an overview of the customization options that are available. Detailed
instructions on setting presentation attributes and other customization options are provided in the
Web Help for reports.

NoTE
As an alternative to the standard report customization options, eHealth offers two additional
customization tools:

+ eHealth Report Center provides an optional web-based report customization application. This
application also introduces new report types that you can generate on your eHealth data, or use
as samples for designing your own custom reports. For information on this application, refer to
the Introduction to Report Center topic.

+ eHealth Developer Program provides encoded versions of report definition files for different

types of reports. To use this program, you must complete the Report Developer training. For
information on this program, refer to the eHealth Report Designer Guide.

Summary of Customization Options

eHealth provides default report templates for each type of report: At-a-Glance, Top N, Trend, Health,
MyHealth, and Service Level. The default report templates are not modifiable; however, if you log in as
an eHealth administrator, you can create a new custom report by copying the default template,
renaming it, and changing the settings. Similarly, if your Web user account has permission to
customize reports, you can create custom reports using the Run Report screen options.

You can access any customized template that you create or your admin creates for you; however, you
cannot use customized templates that other users have created. Some customization options are
available for every report, whereas others are specific to a report type, as illustrated in Table 12.

Table 12. Customization Options (Page 1 of 2)

Customization Option Applicable Reports

Change the report definition. At-a-Glance, Top N, Service Level

Specify business-hour reporting. | At-a-Glance, Top N, Trend
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Table 12. Customization Options (Page 2 of 2)

Customization Option Applicable Reports
Modify the service profile. Health, MyHealth, Service Level
Change the baseline period. Health only

Account for planned downtime. | Health, MyHealth, Service Level, At-a-Glance, Trend

Set presentation attributes. All report types

NoTE

Different customization options are available for Traffic Accountant reports. For more information and
instructions, refer to the Web Help.

To create a custom report using the eHealth console:

1. Display the Edit Report dialog by selecting Reports — Customize — reportType on the console, or click
Edit next to the Report list in the Add Scheduled Report or the Run Report dialog.

Edil Service Level Report - Executive (Read Only)

— Report — Presentation Attributes

BusinessUnit General =
wecutive Copy |
ITManager attribute Value

new _Executive
ServiceCustomer Rename...|
Dele—tel Minimurn ¥—axis Label Leng | O

fs—polled Data Cinly no

Description

eHealth Executive Report,

=l
Definition File |executiveReport i| 3 | =
—Include Data
Default I yes Hesetto Defaultl
Service Profile [standard i| Edit...l
Description
T Account for Planned Downtime in Availability whether to show the notes in the report which describe

important information about the data being presented.

QK | Cancel| prly' HeIp...I

2. Select a report from the list and click Copy.

3. Rename the report by specifying a maximum of 64 single-byte characters. You can include the letters A
through Z and a through z, the numbers 0 through 9, periods (.), dashes (-), and underscores (_). Space
characters are not permitted. On Windows systems, accented characters are also not permitted.

4. Customize your report by setting the available options; then click OK. Your customized report should
now appear in the Report list of the appropriate Run Report dialog.
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Changing the Report Definition

A report definition file is the main file for reports. It contains the report components, layout, and data
content of a report and identifies the styles files that you use for the report. A styles file provides templates
or shared definitions for the various components of a report such as page, text, table, chart, graph, and
color. To create or modify a report definition file, you must purchase the eHealth Developer Program
product and must complete the Report Developer training. The eHealth Report Designer Guide is intended
for report designers who want to develop custom reports for themselves or customers. eHealth provides
encoded versions of report definition files for different types of reports.

The Definition File field in the Edit Report dialog lists the encoded report definition files that reside in the
appropriate directory for a report type. Select the file that you want to use from this list; then click OK.

Specifying Business-Hour Reporting

In the Edit Report dialog for At-a-Glance, Top N, and Trend reports, you can specify that the report
include data for 24 hours every day of the week or for selected time ranges such as 8:00 A.M. to 6:00 P.M. For
reports that are generated for a week or longer, you can also specify that the report include data for certain
days of the week, such as Monday through Friday. For Health, MyHealth, and Service Level reports, you
can specify business-hour reporting by editing the service profile to control the number of hours and
specific days to include, as described in “Specifying Business-Hour Reporting” on page 43.

Changing the Service Profile

Using the Edit Report dialog, you can change the service profile associated with a Health, MyHealth, or
Service Level report, or edit an existing profile to customize the report. When you change a service profile
associated with a report type, you cause eHealth to analyze data differently, which affects the scheduled
reports that use the service profile. Before you edit a service profile, obtain a list of the reports that use it to
determine which reports would be affected if you change or delete it. For detailed instructions, refer to
“Managing the Service Profiles on Which eHealth Bases Its Analysis” on page 42.

Changing the Baseline Period

You can specify the number of weeks in the daily, weekly, or monthly baseline period for a Health report,
but the baseline cannot exceed the number of weeks for which you are retaining analyzed data. To modify
the number of weeks for retaining analyzed data, you must modify the data analysis schedule, as described
in “Specifying Business-Hour Reporting” on page 43.

By default, Health reports use the following baseline periods:

+  For reports run for a day and MyHealth reports: six weeks
For reports run for a week: 13 weeks
+  For reports run for a month: 12 months

Accounting for Planned Downtime in Reports

eHealth reports provide availability information for the elements that support them and their components.
Planned (scheduled) downtime includes any time periods during which an element in your IT
infrastructure is unavailable because it is shut down for system maintenance, undergoing an upgrade, or
being moved. Reports do not display data for elements during planned downtime, even if those elements
were available during the planned downtime. eHealth schedules downtime on a per-element basis. You
cannot schedule planned downtime for groups of elements.
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eHealth reports account for planned downtime for individual elements in their associated Availability
charts in various ways, as described in Table 13.

Table 13. Showing Planned Downtime in Reports

Method Used to Enable
Planned Downtime

Report Type

How eHealth Indicates Planned Downtime

Select Account for Planned

Health report

Shows a color change in the bar chart for each element
and displays a footnote.

Downtime in Availability in

+ Service Level report

the Edit Report dialog. + MyHealth report
Reflects planned downtime in the Availability chart’s
+ Top N Report . . .o
calculations and displays a footnote to indicate that
Enable the General - At-a-Glance report one or more elements experienced downtime or an

presentation attribute
Show Data Notes (this is
the default setting).

+ Trend report for an
element

outage.

Not applicable

Trend report for a group

Traffic Accountant report

Not applicable.

**Figure 19 shows an example of an At-a-Glance report with a footnote and a Health report without a footnote.

Aovailability

100%

At-a-Glance Report

0% o
= = = = = = =
< < < o o o T
2 2 g2 & 8 g =g Health Report
i~ + & N =+ =5 B
Time

Mote: This element had planned downtime between OF/27/1299 216 AM and 0727010099 2:20 AM.

% availability

Aewailability
oo T upper Margin of Error
—+ observed
| Lower Margin of Error
a5 B & vailability
[CJFrlanned Downtime
an

Figure 19. Planned Downtime in Reports
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The following sections describe how to customize the default planned downtime file, import it into the
eHealth database, and export a summary. For instructions on customizing planned downtime on
Distributed eHealth Systems, refer to the section on setting up planned downtime in a cluster in the
Distributed eHealth Administration Guide.

Customizing the Planned Downtime Import File

To account for planned downtime in Availability charts and reports, you maintain a single file of all
planned downtime or outages. eHealth provides you with a default plannedDowntime.pdi file, located in
the ehealth/reports/dataAnalysis directory, which you can import into the eHealth database.

The file is element-based; that is, every planned outage in the file refers to only one element—not a list of
elements, a group, or a group list. Each entry in the .pdi file specifies a time period during which you plan
to perform maintenance work on an eHealth element (or shut it down).

Each line of this file documents a single event or a recurring outage using this format:

elementName,
dayOfMonth,

NoTte

recurrence,
timezone

startDate, endDate, startTime, endTime, dayOfWeek,

eHealth maintains a separate database table containing all planned outages for its elements. When you

import a .pdi file, it replaces the entire table with the outages defined in that file. Before changing an outage
for an element, first export the .pdi file to obtain the latest outages; then edit the exported file. For more
information, refer to “Obtaining a Summary of Existing Outages” on page 55.

Table 14 lists each attribute that you must define in the .pdi file, the required syntax, and a description. For
each entry, you must define the attributes using the specified format.

Table 14. Defining Attributes in .pdi File (Page 1 of 2)

Attribute Name | Syntax Description
elementName Element name as | Enclose the name in double quotation marks and do not use alias names. If you
defined in the specify an element that has subcomponents (such as a router, system, or
poller response endpoint), eHealth automatically applies planned downtime to all of
configuration its subcomponents. Frame Relay component elements require separate entries.
recurrence once, daily, Use once to define a single outage that will not occur on a regular basis. Use
weekly, daily, weekly, and monthly to define recurring maintenance.
monthly
startDate mm/dd/yyyy For a one-time outage, the date of the outage. For recurring downtime, it is the
first day on which the planned events begin.
endDate mm/dd/yyyy For a one-time outage, the date of the outage. For recurring downtime, it is the
last day on which the planned events occur.
startTime hh : mmAM The exact time of day at which the downtime starts. You can specify this time
[ — using a 12- or 24-hour clock. Do not insert a space before AM or PM.
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Table 14. Defining Attributes in .pdi File (Page 2 of 2)

Attribute Name | Syntax Description
endTime hh : mmAM The exact time of day at which the downtime ends. You can specify this time
BB - mmPM using either a 12- or 24-hour clock. Do not insert a space before AM or PM. To
define outages that occur during the midnight hour, refer to the next section,

“Overlapping the Midnight Boundary.”

dayOfWeek Sun, Mon, Tue, | For downtimes that recur weekly, the day of the week on which the outage
(optional) Wed, Thu, Fri, | occurs.

Sat
dayOfMonth 1 - 28 For downtimes that recur monthly, the day of the month on which the outage
(optional) occurs. Specify any number between 1 and 28.

Note: Values of 29, 30, and 31 are valid, but are not recommended. If you
specify one of those values, the downtime will not occur in months that
do not have 29, 30, or 31 days.

If you specify a value for the dayofMonth attribute, you must also specify one

for the dayofweek attribute, although eHealth will ignore it.

timezone Operating system | The time zone for the start and end times of the outage (located in the second
(optional) name of time zone | column of the ehealth/sys/timezone0s.txt file).

As shown in Table 15, you must separate each attribute with a comma. If you omit an optional attribute,
you must include a comma as a placeholder.

Table 15. Examples of Syntax for .pdi File Entries

Event

Syntax for Entry in .pdi File

Single non-recurring event

"myRouter-RH",once, 12/14/1999,12/14/1999,12:30AM,1:30AM,,,

Weekly recurring event

"myServer-SH",weekly,1/1/1999,12/1/2004,12:30 AM,1:30PM, Sun,,

Monthly recurring event

"myRouter-RH",monthly,1/1/1999,12/1/2004,19:30,22:30,Sun, 15,

Overlapping the Midnight Boundary

eHealth considers midnight as the boundary that defines the start and end times for the planned
downtime. If the planned downtime for an element overlaps the midnight boundary, you must enter two
entries in the .pdi file using syntax similar to the following:

"myServer-SH",weekly,1/1/1999,12/1/2004,11:00PM,11:59PM, Sun, ,
"myServer-SH",weekly,1/1/1999,12/1/2004,12:00AM, 1:30AM,Mon, ,

These entries define a weekly outage for a server and its components from 11:00 P.M. on Sunday to 1:30

A.M. on Monday.

eHealth Report Management Guide






Setting Presentation Attributes ¢ 55

Specifying a Different Time Zone

You can document planned downtime for a particular device or component that is in a different time zone
from that of the eHealth server. If you do not specify a time zone for a particular element, eHealth uses the
time zone of the eHealth server. In the last field of the file entry for a particular element, you can specify a
time zone for the start and end times of the outage using the following syntax:

"myRouter-RH" ,monthly,1/1/1999,12/1/2004,12:30AM, 1:30AM, Sun, 15, GMTO

NoTE

If you define the timeZone attribute, you must specify values for the dayOfWeek and dayOfMonth attributes
within the entry, although eHealth will ignore them.

Importing the .pdi File

After you define outages for each element in your .pdi file, you can import the downtime schedule into the
eHealth database by running the following command:

nhImportDowntime filename.pdi

You can also import the .pdi file to account for planned downtime that has already occurred.

NoTte

Before changing an outage for an element, you should first export the .pdi file to obtain the latest outages;
then edit the exported file.

Obtaining a Summary of Existing Outages

You can output a summary of all planned downtime that was previously imported into the eHealth
database and then use this information to confirm all existing planned outages or resolve discrepancies
between existing planned outages and actual occurrences (events). You can also correct errors, add new
outages, or delete outages that did not occur.

To export all planned downtime from the eHealth database, run the following command:

nhExportDowntime filename.pdi

After updating the schedule by correcting or changing the .pdi file (or files), you can reimport the data into
the eHealth database.

Setting Presentation Attributes

You can easily customize the appearance, content, and configuration of your reports before you generate
them by changing the settings of the report presentation attributes. If your Web user account has
permission to set presentation attributes, you can select More Options on any Run Report page of the
eHealth Web interface to customize a report. The options that are available for each report are identical to
those that are available in the corresponding Edit Report dialog on the eHealth console. The attributes that
are available for Health and Service Level reports vary, depending on the specific template that you use.
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While some attributes are specific to a report type, numerous attributes apply to all reports, as shown in
Table 16. Some require values, while others simply require you to enable or disable them. The following
sections describe the purpose of the presentation attributes. Detailed instructions for setting them are
provided in the Web Help for reports.

Table 16. eHealth Presentation Attributes Available for Each Report Type

Report Description
Type
Show data notes, unsupported variables, and interface speed; specify layout; and sort entries in tables based
on variable values.
All report . . . . .
vpes + Change the title and subtitle, display a logo image and URL, change the page length, enable drilldowns, and
P show x-axis tick labels.
+ Change the title and subtitle in PDF, PostScript, and ASCII reports, and show the company logo.
+ Modify the content of Capacity charts.
* Modify the chart color and sort order, add or remove charts, specify the criteria for including elements, and
specify the report panels to include.
Modify the display of data in tables.
Health + Include or exclude the Chronic Situations chart. Specify that eHealth compare peak projections or
percentile value projections against threshold.
+ Add or remove charts from the Summary section, specify the number of elements to include in Element Top
N section, and specify the reports to include in the Supplemental section.
Specify the units that eHealth uses for the vertical axis (y-axis).
+ Control the display of one or more charts.
Specify the maximum number of elements to include.
Service + Specify the number of groups to show in a chart and sort order.
Level + Show pages in the Business Unit Report.
In response reports, show service level violations for each application. In IT Manager reports, specify the
number of rows and elements.
Top N + Control the format of currency values; display of information, labels, and financial values; and format of
P variable values in financial reports.
+ Control the display of goals in line or bar charts.
+ Increase or decrease the number of charts and columns shown. Scale the y-axis maximum to the chart's
Trend data, independent of other charts.

Change the number of decimal places shown in variable values.

+  Set the y-axis (vertical) scale for line or bar charts.
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Preface

The purpose of this guide is to introduce SPECTRUM OneClick Console concepts and
functionality.This document is intended to serve as a guide for network operators and engineers
who use OneClick. This guide assumes that you are familiar with the SPECTRUM OneClick web-
based client-server architecture and are thoroughly familiar with how to launch the OneClick client
using a web browser.

This guide contains the following chapters:

Chapter 1: Overview - This chapter introduces the features of the OneClick console.

Chapter 2: First Time Launch of OneClick Client - This chapter contains instructions and
troubleshooting information for launching the OneClick client for the first time.

Chapter 3: Using OneClick - This chapter provides an overview of the OneClick interface as
well as instructions for completing tasks in OneClick.

Chapter 4: Exporting Data and Images from OneClick - This chapter explains how to use
OneClick table data with other applications such as spreadsheet programs. It also covers
exporting the Topology tab’s contents to an image file.

Chapter 5: Keyboard Shortcuts - This chapter lists and describes the available keyboard
shortcuts in OneClick Console.

The following text conventions are used in this document:

Element Convention Used Example

Variables Courier and Italicin |Type the following:

(The user supplies a value |angle brackets (<>) DISPLAY=<workstation

for the variable.) name>:0.0 export display






Preface

Element

Convention Used

Example

The directory where you
installed SPECTRUM

(The user supplies a value
for the variable.)

<$SPECROOT>

Navigate to:
<$SPECROOT>/app-defaults

Solaris and Windows
directory paths

Unless otherwise noted,
directory paths are common
to both operating systems,
with the exception that
slashes (/) should be used
in Solaris paths, and
backslashes (\) should be
used in Windows paths.

<$SPECROOT>/app-defaults
on Solaris is equivalent to
<SSPECROOT>\app-defaults
on Windows.

On-screen text Courier The following line displays:
path="/audit”
User-typed text Courier Type the following path name:

C:\ABC\1lib\db

Cross-references

Underlined and hypertext-
blue

See "Document feedback” on
page 6.

References to SPECTRUM
documents (title and
number)

Italic

OnecClick Console User Guide
(5130)

Please send feedback regarding SPECTRUM documents to the following e-mail address:

spectrum-docs@aprisma.com

Thank you for helping us improve our documentation.

SPECTRUM documents are available online at:

http://www.aprisma.com/su

ort/secure/manuals

Check this site for the latest updates and additions.

OneClick Console User Guide
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Chapter 1: Overview

OneClick is designed to deliver SPECTRUM information to network operators and troubleshooters in
an intuitive user interface. It provides customized access to information and tools for users who
monitor and/or troubleshoot specific portions of a network managed by SPECTRUM.

OneClick’s architecture builds on the Web Operator Suite of applications with the additional
advantages of returning the interface to a stand-alone desktop client application. This is done
using the Java Network Launch Protocol (JNLP) and Java Web Start. JNLP is a standard for
application delivery, one that doesn’t require traditional installers or the launching of executables.
After installation, the client communicates with a Web server using port 80 by default and the Web
server communicates as a single client of the SpectroSERVER using the CORBA interface.
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Chapter 2: First Time Launch of OneClick
Client

This chapter contains instructions and troubleshooting information for launching the OneClick
client for the first time.

Note: This chapter assumes that the OneClick Web server has been installed and
properly configured per the instructions in the OneClick Installation and Administration
Guide (5142), which contains installation and configuration details and additional
OneClick troubleshooting information.

“Solaris: Starting OneClick client for the first time”

“Troubleshooting common OneClick client problems: Solaris” on page 11
“Windows: Starting OneClick client for the first time” on page 13

“Troubleshooting common OneClick client problems: Windows” on page 14

1. After the OneClick Web server is installed and properly configured, you can access OneClick’s
main Web page by entering a URL in the following format in a Web browser:
http://<hostname>:<portnumber>/spectrum/

Note: The :<portnumber> is required only if the OneClick server is set to use other than
the default of port 80.

2. Supply your login credentials for OneClick’s main Web page if prompted.

3. Install the JRE (Java Runtime Environment) on the OneClick client machine:
a. Click the Install JRE link on the main OneClick Web page (see Figure 2-1).
b. Download and install the JRE, making note of the installation path.

c. Exit all running instances of Netscape.






Chapter 2: First Time Launch of OneClick Client

d.

Restart Netscape.

4. Ensure that Netscape is configured to use the JRE to run JNLP applications. To manually

a.

b.

configure Netscape to launch JNLP applications (such as OneClick):

Select Edit > Preferences in Netscape.

Expand the Navigator tree and select Applications (in Netscape 6.x and later, select
Helper Applications).

Click New and add the following:
Description: JNLP
MIMEType: application/x-java-jnlp-file
Suffixes: jnlp

Select the Handled By > Application radio button and enter the following in the field
provided:
<JRE install directory>/javaws/javaws %s

\}

where <JURE install directory> is the path used in step b of “Solaris: Starting
OneClick client for the first time” on page 9.

You do not need to include the ¢s in newer versions of Netscape (6.x and later).

Click OK in both windows to get back to the main OneClick Web page (see step 1 for the
URL).

5. Click the Start Console link (Figure 2-1) to launch the OneClick client.

Figure 2-1: OneClick’s Main Web Page

Netscape: SPECTRUM OneClick Console
File Edit Yiew Go Comrunicator Helan |
v| § " Bookmarks A Location: http: //xbox/spectrun/index. jsp f| @7 What's Relatsd ‘
g e
* SPECTRUM' -
OneClick
[tart Console _ IClient Details IClient Log |

Help | About | Install JRE

® SPECTRUM'

OneClick

6. Click Start in the resulting Security Warning dialog box.
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Troubleshooting common OnecClick client problems: Solaris

7. In the Connect to Web server on <host> dialog box, enter your user name and password
and click OK.

The OneClick console appears (Figure 2-2).

Figure 2-2: OneClick Console-Solaris

SPECTRUM OneClick Console
File View Help Tools Qv > o4 | % W) (W (. ()

Navigation | Contents: genis of type LocalLscpe

o | e s |

Harme w|2|<| Zoom 100% 7] a &
[ My SPECTRUM

| arachne (0x300000)
vt Favorites
=[c% genie (0x500000)

[ Corelation Manager

L Custarner Manager

3 Multicast Manager

i Service Manager

@ Topory genie
=] Universe Locallsope
=@ genie —

[ VPN Manager
@ World
& Global Collections
B hands (02100000}
#|E» robocop (0x200000)

Component Detail: genie oftype LocalLscpe

Information ]-

genie
Locallscpe

Condition ¢ Normmal

. Contact Status Established

Network Address © Creation Time Jun 17, 2004 9:44:19 AM EDT
MAC Address Landscape genie (Dx500000)

Model Type Locallscpe Notes  get

Model Class Landscape

Troubleshooting common OneClick client problems: Solaris

Missing or Incorrectly Configured JRE

Attempting to launch the OneClick client on a machine that does not have the JRE (Java Runtime
Environment) installed or has a mis-configured JRE will result in an unwanted oneclick.jnlp
download dialog box (Figure 2-3) rather than launching the OneClick client.
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Figure 2-3: Solaris INLP Download Dialog Box
Save As... (type application/x—java—jnlp—file)

Filt=r

Jemserwer /flocal/bin/* . jnlg
Dirzctories Filzs

CI

Zelection

| Semserver /local/binfoneclick. jnlp

Ok | Filter | Canc:ell

1. The OneClick client machine must have version 1.4.2_01 of the JRE installed. If it does not,
install the JRE from the main OneClick Web page (see “Solaris: Starting OneClick client for the
first time” on page 9).

2. Ensure that Netscape is configured to use the JRE to run JNLP applications. To manually
configure Netscape to launch JNLP applications (OneClick):
a. Select Edit > Preferences in Netscape.
b. Expand the Navigator tree and select Applications (in Netscape 6.x and later, select
Helper Applications).
c. Click New and add the following:
Description: JNLP
MIMEType: application/x-java-jnlp-file
Suffixes: jnlp
d. Select the Handled By > Application radio button and enter the following in the field
provided:
<JRE install directory>/javaws/javaws %s
where <JRE install directory> is the path used in step b of “"Solaris: Starting
OneClick client for the first time” on page 9.
You do not need to include the ¢s in newer versions of Netscape (6.x and later).
e. Click OK in both windows to get back to the main OneClick Web page.
f. Click the Start Console link.
12 OneClick Console User Guide





Windows: Starting OneClick client for the first time

Complete details about installing the required Java runtime environment and launching the
OnecClick client from the main OneClick Web page, as well as additional OneClick troubleshooting
information, are available in the OneClick Installation and Administration Guide (5142).

1. After the OneClick server is installed and properly configured, you can access OneClick’s main
Web page by entering a URL in the following format in a Web browser:
http://<hostname>:<portnumber>/spectrum/

Note: The :<portnumber> is required only if the OneClick server is set to use other than
the default of port 80.

2. In your Web browser’s user authentication dialog box, type your user name and password;
then click OK.

The browser displays OneClick’s main Web page (Figure 2-4).

Note: Any date and time information shown in OneClick is localized to reflect the time
zone where the OneClick client is installed and running.

Figure 2-4: OneClick’s Main Web Page

/2 SPECTRUM OneClick Console - Microsoft Internet Explorer

File Edit View Favorites Tools  Help
GBack + = - (D at | Qhsearch  [GFavorites  fMedia ®| N S -
Address I tbp: {fhouston/spectrum/indes. jsp

® SPECTRUM' i

OneCIic_k

Start Console Report Manager
Help | About | Install JRE

® SPECTRUM'

OneCIic_k'

i

3. Click on the Install JRE link to install the JRE (Java Runtime Environment).

(If you click Start Console but have not yet installed the JRE, a file download dialog box for
the oneclick.jnlp file (Figure 2-5) will open instead of the OneClick client startup. If this
happens, click Cancel and install the JRE by clicking on the Install JRE link.)
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Figure 2-5: Error: oneclick.jnlp File Download Dialog Box
File Download : =

Some filez can harm your computer, [F the file information below
looks suspicious, or you do not fully trust the source, do not open or
zave this file,

File name: oneclick.jnlp
File type:

From:

whould you like to open the file or ave it to your computer?

Cancel | Mare Info |

V¥ Zlways azk before opening this type of file

4. Click Start Console from the resulting main OneClick Web page (Figure 2-4) to launch the
OneClick client.

5. Click Start Application in the resulting Java WebStart security dialog box.
6. Login to the OneClick server with your username and password.

Note: You may need to click the login window (behind the Web Start Desktop
Integration window) and bring it to the front to log in.

7. Switch (ALT+TAB) to the Java Web Start Desktop Integration window and click Configure.
Choose the Never or Always radio button and click OK.

8. If necessary, use ALT+TAB to switch back to the running OneClick client.

Ensure that version 1.4.2_01 of the JRE (Java Runtime Environment) has been installed on the
OneClick client machine (see “"Windows: Starting OneClick client for the first time” on page 13).

Ensure that the .jnlp file extension is mapped to the javaws.exe application

Note: This applies to first time launches of OneClick as well as subsequent launches
where OneClick fails to launch with the following error dialogs on Windows during File
Download:

opening oneclick.jnlp ...

Access to the specified device, path, or file is denied

1. Right Click on the Windows Start button, and select Explore.
2. In Windows Explorer, select the Tools > Folder Options > File Types tab.

3. Under Registered File Types, scroll down until you see the JgnLp entry. Select the JNLP row
entry.

4. Details for 'INLP' extension here must specify:
Opens with: javaws
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Troubleshooting common OneClick client problems: Windows

5. If this does not specify Opens with: javaws, you must manually configure it. To manually
map the .jnlp file extension to the javaws.exe application:

a. Under Details for 'INLP' extension, click the Change button.

b. In the resulting Open With dialog box, scroll down and select 'javaws' and click OK.
c. Click OK in Folder Options.

d. Exit Windows Explorer.

e. Restart the OneClick application (see "Windows: Starting OneClick client for the first
time” on page 13).

6. Ensure that you have installed the JRE before clicking on Start Console on the main OneClick
Web page. If you have not yet installed the JRE, a file download dialog box for the oneclick.jnlp
file (Figure 2-5) will open instead of the OneClick client startup. If this happens, click Cancel
and install the JRE by clicking on the Install JRE link.
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Chapter 3: Using OneClick

This chapter provides an overview of the OneClick interface as well as instructions for completing

tasks in OneClick.

The OneClick Console interface

To view detailed information on a particular piece of the interface, click an area of interest in
Figure 3-1 (your cursor changes to @ when you mouse over a clickable region).

Figure 3-1: The OneClick Console

I sPECTRUM OneClick Console

File vwiew Help Tools

D -0 E e @ @

Navigation U1 contents: wy SPECTRUM

Explorer | Lucaierl Usersl Alarms |TDPD‘09\" I L5t |

Matne
€ My SPECTRUM
7 arachne {0R30...

N X W v ;f!" ;‘,:!E = Filtar:l

Displaying 11201112

[ 7 daman {0x3000... 5 Severity “ | Date/Tims
Wt Favorites
@ Global Callections
@ hands (0z1000...

(7 robocop (0x20...

Filtered By. Severty
Maie

7.40

Jun 22, 2004 10:40:24 AM EDT  Token Ring
Jun 22, 2004 10:31:30 AWM EDT - Token Ring
dun 22,2004 10:40:24 AWM EDT - Token Ring
Jun 22, 2004 10:31:30 AM EDT  Token Ring
Jun 22,2004 10:31:29 AMEDT - Token Ring
Jun 22,2004 10:40:24 AMEDT  Token Ring
Jun 22, 2004 10:41:36 AMEDT 1721914047

10.253.91.103
10.253.91 107
10253 91 107
10.253.91 108
10.253.91.109
10.253.91.108
1721914047

et

Metwark Address Type \f
10,255 7.40

CsTRADR
CsTRADR
CsTRApp
C=TRApp
CsTRADR
CsTRADR
BayStack Huk

MANAGEMENT AGENT LO

MANAGEMENT AGENT LO

MANAGEMENT AGENT LO...

MAMAGEMENT AGENT LO

DIFFERENT TPE MODEL

Alarm Type |Landscape
1 TECTED

.. robocop (0:200000)
MANAGEMENT AGEMT LO...

hands (0x100000)
robocop (0x200000)
hands (0x100000)

.. hands (0x100000)
MAMAGEMENT AGEMT LO...

robocop (0:x200000)

robocop (0x200000)
| »

Component D etail: 10.253.7 40_3/7 of type ethernet

Severity W critical

Impact 0
Acknowledged oot
Clearable ‘ez

Trouble Ticket I zet

Symptoms £ port is reporting a BaD link.

Probable Cause 1) Cable is not connected

Alarm Details | Informat\onl Impactl Root Cause | Interfaces Performancal Alartn History | [=ohibors | Eventsl

2] A backplane interface is broken, disallowing data flow .

Actions 1) Make sure the cable is fastened securely on both ends

. N
APRISMA | aged in = raot on daman
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Chapter 3: Using OneClick

The OneClick window displays information in three different panels, each of which can be cloned or
docked and independently displayed on-screen.

e “Navigation panel” on page 18

e “Contents panel” on page 26

e "“Component Detail panel” on page 28

e "“Docking and cloning panels” on page 43

Important: Depending on how your OneClick administrator has configured your user
privileges, you may not have access to all documented features and functions.

Note: For more detailed instructions on using the OneClick Console with a particular OneClick
application (VPN Manager, Service Performance Manager, Multicast Manager, Service
Manager), please refer to the documentation provided with the application.

Navigation panel

OneClick’s Navigation panel (Figure 3-2) provides access to the components that enable you to
manage your total network infrastructure, including your topology views, alarm views, and
detailed device information.

Figure 3-2: TheOneClick Navigation Panel
Mavigation q

A

B 9 2.

Explorer | Locater | Users

Mame =

€ My SPECTRUM

+ (73 daman {(0x400000)
o Favorites
-t Global Collection Hierarchy

+ ® Global Collections

+ (7 hands {0x100000)

+ (7 needlenose (0x7600000)

+ (7 robocop (0x200000) g

+ (5 gcrewdriver (0x2&00000)

+ L7 torch (0x6000000) 33 2

kg —
L]

Note: The Users tab is described in the Accessing User Editor section of the OneClick
Installation and Administration Guide (5142).

Explorer tab

The Navigation panel’s Explorer tab (Figure 3-2) provides a hierarchical view of containers,
OneClick applications, and models. In this view, container icons and device icons reflect the model
class and status of each container and device model.

You can expand or collapse any container that contains elements or sub-containers (that you have
permission to view) to see more or fewer sub-entries. A plus sign next to a folder indicates that it
can be expanded to show more folders; a minus sign indicates that it can be collapsed.
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The OneClick Console interface

Note: If you do not have permissions for any devices or containers under a given high level
container, OneClick filters that container from the Navigation view. For example, if you only
have access to Organization, Topology and Location will not be shown for that particular
landscape.

Select a container or OneClick application in the Name column, then use the “Alarms tab” on
page 26, “"Topology Tab” on page 27, or “List tab” on page 27 in OneClick’s “Contents panel” on
page 26 to view detailed information on applications and devices and their sub-components,
including interfaces.

Locater tab

The Navigation panel’s Locater tab (Figure 3-3) provides search capability for locating network
assets (device and application models) and viewing detailed information for them. Search results
display in the “"Contents panel” on page 26, while detailed information for network assets selected

\

in the results list appears in the "Component Detail panel”.

Figure 3-3: LocaterTab
Mavigation q
Explorer | Locater | Users

A i

Mame =

+ | Policy Searches
+ _| SPM Searches
+ _| Devices

= J Models

By Model Clazs
+ | Customers
+ _| Services

+ | SLAs

+ _| YPH Searches

+ _| Multicast Searches

You can search for models by SPECTRUM model class or search for devices by one of the following
methods:

e IP Address

e IP Address Range

e MAC Address

e Model Name

e Serial Number

Administrators can create additional searches and make them available to OneClick users.

Note: Additional search functions may be available in the Locater tab depending on which
OneClick applications you are using. Refer to the application documentation for details.
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You can perform the following tasks in the Locater tab:

“Launch an existing search” on page 20

\!
[ ]

\!
[ ]

"Create a new simple search example” on page 21
"Edit an existing search” on page 23

“Organize custom searches” on page 25

To run an existing search:

1.

In the Locater tab, select the search you want to run from the available searches (for example,

Devices > By IP Address in Figure 3-4) and click the Launch button.

Figure 3-4: Launch Search

N

Mavigation

Explorer | Locater | Uzers

NGl

Marme] Launch this Search |
+ _| Policy Searches
+ _| SPM Searches
= J Devices

By IP Address
# By IP Address Ranoe

# By MAC Address

2. Enter any additional information if prompted (a valid IP address is required in this example, see
Figure 3-5), then click OK to run the search.

Note: If additional input is not required, the search will run right away.

Figure 3-5: Search

-

Search

=,

Devicez-=By IP Address

IF Address |1EI . 293

bﬁ" Cancel

3. Results for the search appear in the Results tab of the Contents panel (Figure 3-6).
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The OneClick Console interface

Figure 3-6: Search Results
Conlents: Devices by B Address 10.2539.17 o N
Risuks

Displaying 1 011 ThuSep 231521: 30 EDT 2004 o C—— L F

Eadc. . CiEcad Fareds (01 D000,

Create a new simple search example

To create and save a new search to find all models for which the value of Condition is equal to
Critical, follow this procedure:

1. In the Locater tab, click the Create Search button (Figure 3-7).

Figure 3-7: Create a New Search

Mavigation ﬂ

| Explnrerl Locater | Users |

__ | SPM Searches
='_1 Devices
By IP Address

# By IP Address Range
# By MAC Address

2. In the Create Search dialog box (Figure 3-8), set Attribute to Condition, Comparison Type

to Equal to, and Attribute Value to Critical, choosing each from the appropriate drop-down
menu.
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Figure 3-8: Create Search

Create Search

[ attrioute. | \Condtion (0x1000a)

Comparizon Type |Equal To

Aftribute Yalue |Cr'rtiu:al @ []

[ Shiowy Advanced == ]

[ Launch ] [ Save Az ] [ Ok ] [ Cancel ]

Figure 3-9: Save Search

Matme Iu:u:und-test

|

Note: In general, you can create a new search using any existing search as a starting point by
first selecting the search and then clicking Create Search. The Create Search dialog box

(Figure 3-8) will open with the criteria of the selected search (this is not true of the Devices >
By IP Address search).

Name the search, enter a description, select a folder to save the search in (the Locater folder is
the top-level folder), and click OK (Figure 3-9).

Enter an optional description to be displayved in the
results panel maore. ..

Description Iu:u:und'rtiu:un critical

Privilege I j

—Sawve In Folder

B ooate | -

| SPM Searches
| Test Hosts By

;l Dizcovery Mode

| State

;l Supported Test Type
;l Tests By

;l Dizcovery State

] Status =]
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The OneClick Console interface

4. Click OK in the Create Search dialog box.

Note: Pre-configured searches cannot be edited.
To edit an existing search you have already created and saved:

1. In the Locater tab, select the search you want to edit from the available searches and click the

Edit button.
Figure 3-10: Edit Search
(it Search x|
Netes (0x11564) >
Campatizon Type (Cortains V lgriore Caze
Prompt For alue | Enber promot F'ru:umpt

[ Showy Advanced == ]

| Launch | | sevess. | LE\:I;{ | | concel |

2. Edit the search as described in “Create a new simple search example” on page 21.

Click the Show Advanced >> button to open the Advanced section (Figure 3-11). Here you can
create complex filter criteria using any combination of nested AND/OR clauses. This is represented
in a tree structure grouped by logical operator (AND/OR) nodes. Each logical operator node can
contain any number of attribute criteria nodes and other logical nodes. All nodes directly below a
logical node are combined using the logical operator.
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Figure 3-11: Advanced Search

Create Search x|
Aftriute. .. | [Madel_Matme (0x1006e) |

Comparizon Type ICDmains ;I v lgnare Caze
Prormpt For YWalue IMc-de.l’ MNare | Prormpt
Al | Apply | Clear |

Hide Advanced ==

Hirits...
L1 AND —— , Meswy AND
L _Bhiodel_Mame Contains "{prompt:Model Mame ¥
__oR Mesw OR
# hodettype_Handle Derived From "0x1004k"
# hodettype_Handle Derived From "0x3d002c" ARDIOR
# Modettype_Handle Mot Derived From "0x10236"
Cut
FPaste
Clear
Launch Save Az | Ok | Cancel

When an attribute criteria node is selected, its information appears in the Edit Search/Create
Search dialog box’s fields (Figure 3-11). You can then modify the fields and click the Apply button
to change the selected node. You can also click Add to create a new attribute criteria node.

Each button is described below:
Add

Adds a new attribute criteria node to the selected AND/OR node with the information from the
fields entered above.

Apply

Applies the information entered in the fields above to the selected attribute criteria node.
New AND

Adds a new AND operator node to the selected AND/OR node.

New OR

Adds a new OR operator node to the selected AND/OR node.
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AND/OR

Toggles the selected AND/OR node. If the logical operation is currently AND, it becomes OR.
Cut

Removes the selected node. It can then be pasted below another node.

Paste

Pastes the last removed node below the selected AND/OR node.

Clear

Removes all the nodes below the root node.

To organize your searches:
1. Click Organize in the Locater tab (Figure 3-12).

Figure 3-12: Organize Searches
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Explorer | Locster | Users
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- — | Orgarize your searches ’l
+ | Policy Searches 3 L

+ __| SPM Searches

Devices

+ _| Models

+ _| Customers

+ | Services

+ | SLAs

+ | VPH Searches

+ ] Multicast Searches

2. In the Organize Searches dialog box (Figure 3-13), you can create a hierarchy of folders and
move searches you have created into them. You can also rename or delete your custom folders
and searches here.

Note: Pre-configured folders and searches cannot be edited.
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Figure 3-13: Organize Searches
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Contents panel

With the “Explorer tab” on page 18 selected, OneClick’s Contents panel features the Alarms,
Topology, and List tabs.

\\

With the “Locater tab” on page 19 selected, the Contents panel displays the Results tab.
Alarms tab

Figure 3-14 shows the Alarms tab in the Contents panel. Select an alarm in the Alarms tab’s list to
III

display detailed information for that alarm in the "Component Detail panel” on page 28.
Note: For information on filtering alarms, refer to “Setting OneClick preferences” on page 37.
Figure 3-14: AlarmsTab

Contents: My SPECTRUM o 9

Alarms ITopoIogy I LLizt |
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Alarm Type Lz

Severity = | DateiTime Metwark Address |Type |\f |

PN SIT

7 i i AR INA 449757 At FOT
A

Viewing alarms

You can filter on all attribute values for visible columns in the alarm list. As you type in the search
field, the alarm list displays only those alarms with attributes that match the current text in the
Filter field.
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Alarm list columns

You can specify which columns to display in the alarm list (see “Customizing columns” on

page 42). You can sort the list of alarms based on the attribute value in any column header. For
example, to sort the alarm list by severity, click on the severity column header. Clicking the
column header toggles the sorting of the list between ascending order and descending order. The
icon displayed in the column headers points up or down depending on ascending or descending
sort order, respectively.

Alarms toolbar
See “Alarms toolbar” on page 34 for a detailed description of the tools available on this toolbar.
Topology tab
Figure 3-15 shows the Topology tab of the Contents panel.
Figure 3-15: Topology Tab
Contents: 10.253.9.7 of type Cizco2511 Cfg "

| Alarms | Topology | List |

'? W w 5 a8 X LqF |E|:n:|m:|5III% M Q @

Note: The Topology tab is not available if either My SPECTRUM or a landscape is selected in the
“Navigation panel” on page 18.

List tab
This tab view displays all models of the container currently selected in the Explorer tab view.

If a device is selected in the Explorer view, all models are displayed for that device's container.
This view is updated dynamically (when models are added or removed, attributes are updated).
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Double clicking on an entry in the List view causes the Explorer to select that model. Like the
Topology view, nothing is shown in the List view for the MySpectrum and Landscape containers.

Figure 3-16: ListTab
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Results tab

The Results tab displays the results of a search performed in the Navigation panel’s “Locater tab”.
Component Detail panel

The Component Detail panel (Figure 3-17) contains tabs that let you view additional information
based on the item selected in the “Contents panel” on page 26.

Note: If an alarm is cleared while it is selected in the Alarms tab and you are viewing the Alarm
Details tab in the Component Detail panel, the cleared alarm’s information will remain visible
until you select something else in the Contents or Navigation panels. This is done so that alarm
information is not lost if an alarm clears while you are viewing it.
Figure 3-17: Component Detail Panel
Component Detail: 10,233 28 34 of type Cizco_7010 Dlg

Alarm Details | Informationl Impadl Roat Causel Ir'lterfacesl F‘erformancel Alarm His10r\,n'| Neighborsl Ever‘rtsl

10.253.29.34 '
Cisco_F040

Severity W Critical Symptoms Cevice has stopped responding to pollz.

Impact 1 . Probable Cause 1) Device Hardware Failure.
Acknowledged et '

21 Cable between this and upstream device broken.
Clearable Mo

_Tlruuhle Ticket 1Dzt : 31 Povver Failure. | _ILI
4 »

Note: Alarm details are not shown when multiple alarms are selected.

The Component Detail panel provides access to the following tabbed views for a selected alarm in
the “Alarms tab” on page 26.
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Note: For a selected model in the “Topology Tab” on page 27 or “List Tab” on page 28, only

“Information” on page 29, “"Root Cause” on page 29, “Interfaces” on page 29, “Performance”

on page 29, “"Neighbors” on page 29, “Alarms” on page 30, and “Events” on page 30 are

shown.

e “Alarm details” on page 29

e “Information” on page 29

e “Impact” on page 29

e “Root Cause” on page 29

o “Interfaces” on page 29

e “Performance” on page 29

e “Alarm History” on page 29

e “Neighbors” on page 29

e “Alarms” on page 30

e “Events” on page 30

Alarm details

This tab displays alarm information grouped by Alarm Details and Probable Cause
Information.

Information

The Information tab displays details for the selected model.

Impact

The Impact tab shows the impact and symptoms for a selected alarm.

Root Cause

The Root Cause tab shows the root cause for a device being down.

Interfaces

The Interfaces tab displays interface information for the selected alarm or device.
Performance

The Performance tab displays performance information for the selected device.
Alarm History

The Alarm History tab displays alarm history information for the selected alarm.

Neighbors

When you select an alarm or a device in the “Contents panel” on page 26, OneClick displays a

radial topological view in the Neighbors tab. This view, centered on the device icon associated with
the alarm selected, shows the icons of the root cause device’s neighbors, grouped by status. If a

neighbor icon has a status of Normal, SPECTRUM checks the status of the link between the

neighbor and the root cause device. SPECTRUM will also check to see if any upstream ports have
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been administratively disabled. If the interface has a status of both Admin and Oper down the view
will alert the user.

Alarms

\

This tab displays alarm information for models selected in the “"Topology Tab” on page 27 or the

\!

‘List Tab” on page 28. This tab is not displayed for an alarm selected in the Alarms list.
Events

The Events tab (Figure 3-18) displays event information for the item selected in the Contents
panel.

e “Filtering eEvents” on page 30

e “Event Filter dialog box” on page 30

\!

e “Accessing the Event Filter dialog box” on page 31

e "“Displaying events for a date and time range” on page 32

\!

e “Displaying events for ports and applications” on page 32

\!

e “Excluding and including events by type” on page 32
Figure 3-18: EventsTab
Component Detail; 10253912 of type Cisca_TH0 d‘g q
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Rieceived & MO_SUCH_NAME error when poling ilTableL astChangs (011 7d) on
Hov 5, 2004 43341 PMEST  System model 10,253,912 of type Rir_Cisca, This altribate wil now be poled of the
unsupporied atirbute poling intervnl. -

Filtering eEvents

Events displayed in the OneClick Events tab can be filtered using the Filter field. To do this, enter
text in the Filter field as described in “Filtering in OneClick lists” on page 43. Events that contain
text entered in this field will be shown in the event list. Events can be further filtered using the
“Event Filter dialog box”.

Event Filter dialog box

The Event Filter dialog box (Figure 3-19) lets you set additional conditions for filtering events.
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Figure 3-19: EventFilter Dialog Box
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Accessing the Event Filter dialog box

You can access this dialog box from the Events tab by pressing the Filter button to the left of the
Filter field or by right-clicking an event in the list of events and selecting Filter... from the menu

(Figure 3-20).

Figure 3-20: Filter Field and Event Filter Dialog Box Button/Menu Items
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In the Date/Time section of the General tab (Figure 3-21), you can choose to limit the events
shown in the Events tab to a particular date range by selecting Show events for a time range
and entering a date and time range. To only show events for the past <x> hours, select the
corresponding radio button in the Date/Time section and enter an hour value.

Figure 3-21: EventFilter Dialog Box
£ Event Filter

General | Event Type
DrateyTime

() Show everts for a time range
Time Range
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End:  Wied

(%) Show everts for the last 1% hours

| ok | | cances

You can choose to show events for the subcomponents of device models (i.e. their port and
application models) by selecting the Show events for subcomponents check box (Figure 3-21).
By default, events for subcomponents are not shown in OneClick (this check box is cleared).

Note: When you change either of these settings in the Event Filter dialog box, the change only
applies to the current instance of the Events tab. Default values for the Date/Time and Show
events for subcomponents options are applied each time you select the Events tab for a model.
These default values can be set using the preference editor dialog box (View > Preferences).
Default preference values for these and other options can be set globally for all users by the
OneClick administrator using the preference editor dialog box.

To exclude certain events from being displayed in the Events tab:

1. Right-click an event of the type you want to exclude from the events listed in the Events tab
and choose Exclude from the menu (Figure 3-20: Filter Field and Event Filter Dialog Box
Button/Menu Items page 31).

You can also manually exclude events in the Event Filter dialog box by entering their event
codes in a field in the Event Type tab (Figure 3-22) and clicking Add to add them to the list
of excluded event types.
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To remove an event from the list of excluded events:
1. Select the event in the Event Type tab of the Event Filter dialog box and click Remove.

Note: You can also set the event types to exclude in the the preference editor dialog box

(View > Preferences > Events). The OneClick administrator can do this to set the default

event types to filter out for all users or specific users instead of each user having to
redundantly do it.

Figure 3-22: Excluded Event Types
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OneClick toolbars

You can choose to view or hide toolbars using the View menu (see “"Customizing the OneClick
Console view” on page 36).

Main toolbar

OneClick’s Main toolbar (Figure 3-23) provides buttons for completing tasks common to many
OneClick applications.

Figure 3-23: The Main Toolbar
A SPECTRUM Dneclick Console

File ‘Wiew Help Tools <P v P v & | % (@) [!J [! ﬁ

Ii Main Toolbar

Table 3-1 describes each of the buttons in OneClick’s Main toolbar.
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Table 3-1: OneClick’s Main Toolbar

Icon

Action

Description

-
—

!

Print

Launch the print manager window to print
selected information from a visible panel
within OneClick Console.

({r@n))

Ping

Send an ICMP Ping to the selected device
from the SpectroSERVER modeling the
device.

Telnet

Establish a communication session with
the selected device using Telnet from the
SpectroSERVER modeling the device.

Secure Shell
(SSH)

Establish an encrypted communication
session with the selected device using
Secure Shell (SSH) from the
SpectroSERVER modeling the device.

Poll

Enables you to verify that SNMP
communication with the selected device is
available.

Navigation

Navigation buttons are similar to browser
buttons. They follow selections within the
Navigation window and provide a
convenient way to return to a selected
device or container.

Navigate
Back

Go back to a previous container or device.
Click the down arrow to select from a list
of recent locations.

Navigate
Forward

Go forward to a container or device after
navigating back. Click the down arrow to
select from a list of recent locations.

Go Up

Changes context to the parent container of
the currently selected container or device.

The Alarms toolbar (Figure 3-24) enables you to quickly process alarms in OneClick.
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Figure 3-24: The Alarms Toolbar
Contents: 10.253 2 22 of type RS-2000

Alarns I Tu:upu:ulu:ug':.-'l Listl
LY Y S ; . Filter: I
Alarms Toolbar Q

Table 3-2 describes each of the buttons in OneClick’s Alarms toolbar.

Table 3-2: OneClick’s Alarms Toolbar

Icon Action Description
Clear Clears the selected alarm(s).
X
Acknowledge Acknowledges the selected alarm(s).
W
Unacknowledge | Unacknowledges the selected alarm(s).
L4
Assign Assigns a troubleshooter to the selected
alarm(s).
+ M
A See also "Creating troubleshooters” on
page 46.
Unassign Unassigns a troubleshooter from the
P’ selected alarm(s).
&
Mail Mails information for the selected alarm(s)
to recipients you designate.
(4
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Status bar

Figure 3-25: OneClick Status Bar
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The Status bar displays information about the OneClick Console system infrastructure. This
includes the connection status of the servers and services required by OneClick to provide
accurate, real-time network information.

Customizing the OneClick Console view

Use the View menu (Figure 3-26) to show or hide toolbars and panels in OneClick.
Figure 3-26: OneClick Console - View Menu
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The Topology and Neighbors toolbar options enable you to hide or display the zoom tools

(Figure 3-27) that are available when you are viewing the Topology tab in the “"Contents panel” on
page 26 and the Neighbors tab in the "Component Detail panel” on page 28. See also “"OneClick
toolbars” on page 33.

Figure 3-27: Zoom Tools
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Setting OneClick preferences

The Preferences Editor organizes preferences into groups in the navigation panel. Preference
groups include:

e General
e Alarms
e Events
e Locator
e Table

When the top-level Preferences group is selected in the navigation panel, all available
preferences and the tools to edit them are shown in the content panel. Selecting a preference or
preference group in navigation panel displays the preference or preference group in the content
panel.

Procedure: Setting preferences

1. Choose View > Preferences to display the Set Preferences dialog box (Figure 3-28).
Figure 3-28: The Set Preferences Dialog Box
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I o —— Content Panel displays
Navigation Panel settings for preference(s)

selected in the Navigation
Panel.
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2. In the navigation panel of the Set Preferences dialog box, select the individual preference or
preference group you want to change.

3. Set new values for the selected preference(s) in the content panel as desired.

4. If the Make Changes Permanent option at the bottom of the navigation panel is checked,
any preferences you set here will become your default settings. If you make changes but clear
this check box before clicking Apply or OK, your changes wil be in effect only for the current
session.

5. Click Apply.
6. Click OK when finished.

Alarm filtering

You can determine which alarms OneClick displays by establishing alarm filtering criteria in the
Alarm Filter dialog box (View > Preferences > Alarms > Alarm Filter > Set Alarm Filter)
shown in Figure 3-29 on page 38. This filtering capability lets you customize OneClick to display
only those alarms that meet all of the filtering criteria you set up. Table 3-3 on page 39 describes
each available tab in the Alarm Filter dialog box.

Figure 3-29: Alarm Filter Dialog Box
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Table 3-3 describes each available tab in the Alarm Filter dialog box.
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Table 3-3: Tabsin the Alarm Filter Dialog Box

Tab

Description

Landscape

Select any landscape(s) for which you do not want to display
alarms and move them to the Hide list.

Severity

Select the alarm severities that you want to show or hide by
moving them to the appropriate list.

State

Select the states you want to filter alarms by. States are
grouped by Acknowledged State (Acknowledged and Not
Acknowledged), Clearable State (Clearable and Not
Clearable, and Primary/Secondary State (Primary/
Secondary and Primary Only). You can also choose to show
or hide symptoms.

Selecting the Disabled option under Acknowledged State
or Clearable State means that you will see both of the
other available options in that particular group box (i.e. both
Acknowledged and Not Acknowledged or both Clearable and
Not Clearable).

Network Address

Designate a range of network addresses for which to show
or hide alarms. To specify a range, type an address in the
From field and a different, higher address in the To field,
then click Add.

Assignment

Select the troubleshooters that you do not want to view
alarms for, then move them to the Hide list. By default,
“Unassigned” appears in the Show list. If you want to filter
out all unassigned alarms from the Alarm List, move the
“Unassigned” entry into the Hide list.

See also "Creating troubleshooters” on page 46.

Model Class

Select the model classes for which you do not want to
display alarms and move them to the Hide list.

Model Type

Move the model type(s) that you do not want to view alarms
for to the Hide list.

Alarm Type

Select the alarm types which you do not want to display and
move them to the Hide list.

Attribute

Click Attribute, then type the attribute ID that you want to
filter on and press ENTER.

Next, choose the Comparison Type. This allows you to
select how to compare the value of the attribute ID with the
value in the Attribute Value field. Only the comparison
types appropriate to the attribute’s data type will be
displayed for selection.

Choose the Ignore Case selection if you do not want the
comparison to be case sensitive. This selection is only

enabled when it is appropriate for the attribute’s data type.

Fill in the Attribute Value field with the value you want to
use in the comparison.

The Show Advanced button in this tab enables you to set
up complex attribute filtering (click the Show Advanced
button and then the Hints... link for more information).
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o Clear Tabs clears all fields in all tabs, effectively clearing any filters set in the tabs.

e Clear All clears all fields in all tabs and in the Advanced filter section. If you click Clear All and
then click OK, all alarms are displayed because no filters are set.

e Show Advanced opens the Advanced Filter panel. See “Advanced alarm filtering” on page 40
for more information.

¢ Available Filters lets you choose from saved filters, delete saved filters, and create new
filters. See “Saving alarm filters” on page 41 for more information.

The Advanced Filter provides more flexibility compared to simple filtering because it lets you make
multiple selections of the types of filters you want to apply. Simple filtering, on the other hand,
simply groups all filter selections and applies them in a linear fashion, (for example, Filter by
Landscape and Secondary Alarms and Model Type). In simple filtering, all criteria must be met; in
advanced filtering, any of the criteria, i.e., entry 1 or entry 2, can be met.

You must have at least two sets of filter criteria for an advanced filter to be applied and then filter
alarms in an “either/or” fashion.

For example, with advanced filtering, you can choose to display red (Critical) HubCat5000 or
yellow (Minor) Pingables. In this case, red (Critical) Pingables will not show up in the Alarm List,
nor will yellow (Minor) HubCat5000. With simple filtering, you are not able to make this fine a
distinction and you would see all Minor and Critical Pingables and all Minor and Critical
HubCat5000. The example below shows you the steps to achieve advanced filtering for the above
selections.

To filter on Critical HubCat5000 OR Minor Pingables only:

1. In the Preferences dialog box, click the Model Type tab and hide all model types except
HubCat5000 models by doing the following:

a. Move all model types to the Hide table with the double right arrow button.
b. Type Hubcat5000 into the right-hand Filter field.

c. Move HubCat5000 into the Show table with the single left arrow button or double-click
the entry.

2. Click the Severity tab and move Major and Minor alarms to the Hide list.

3. Click the Show Advanced button and then the Add button to put your selections in the
Advanced Filter panel. The panel will read, "Severity (Hide Major, Minor) AND Model Type
(Show HubCat5000)".

Click Clear Tabs.
Click the Model Type tab and hide all model types except Pingable.

Click the Severity tab and move Major and Critical alarms to the Hide list.

N o v ok

Click the Add button to put your selections in the Advanced Filter panel. The panel should
read, "OR Severity (Hide Critical, Major) AND Model Type (Show Pingable)".
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8.

Click Apply.

To save filtering criteria which you can retrieve and use later:

1.

Configure the criteria in the Alarm Filter dialog box.

2. Type a name for the filter in the Available Filters field and press ENTER.

If you repeat step 1 and step 2 using different criteria and entering a different name each
time, you can build a list of multiple alarm filters to choose from.

Displaying alarms for initial and suppressed conditions in OneClick requires that you first enable
them in the SpectroGRAPH then enable their display in OneClick as described in the following
procedure.

1.
2.
3.

© ® N o U

Open the SpectroGRAPH Universe Topology view and select the VNM icon.
Select View > Icon Subviews > Configuration to open the Landscape Configuration view.

Select AlarmMgmt from the Configure/Information panel list. Click OK to open the Alarm
Management Model Information view.

In the Alarm Management Options field, toggle the Disable Initial Alarms and Disable
Suppressed Alarms buttons to No.

Select File > Save All Changes and close the Alarm Management Model Information view.
In OneClick, select View > Preferences > Alarms, then click the Set Alarm Filter button.
In the Alarm Filter dialog box, select the Severity tab.

Choose to Show alarms with the severity of initial and suppressed.

In the Explorer tab of the OneClick Navigation panel, right click the Name column header and
select the check boxes for Initial Alarm Count and Suppressed Alarm Count (Figure 3-30).
Click OK.
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Figure 3-30: Explorer Table Preferences Dialog Box
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Customizing columns

You can easily customize the columns that appear in lists in OneClick. To do this, right-click on a
column heading. In the Column Preferences dialog box (Figure 3-31), you can select the column
headings you want to display (the choices vary depending on which OneClick application you are
using).

To resize a column, click and drag a column header to the left or right.

You can also sort a list by the attribute values in a particular column by simply clicking on the
column heading (an arrow pointing up indicates a sort in ascending order, while an arrow pointing
down indicates a sort in descending order).
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Figure 3-31: Column Preferences Dialog Box
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Filtering in OneClick lists

You can filter out items in lists in OneClick using the Filter field, which allows you to filter on all
attribute values for visible columns in a given list. As you type in the Filter field, the alarm list
displays only those items with attributes that match the text in the Filter field. For example, you

\

could use this feature to view only critical alarms in the “Alarms tab” on page 26 by typing crit in
the Filter field.

Docking and cloning panels

Each OneClick panel can be docked, undocked, or cloned using the icons in Figure 3-32.
Figure 3-32: Application Buttons
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Undocking a panel opens it in its own window, at the same time removing it from the main
OneClick window. Use undocking to make better use of your screen space.

You can dock an undocked panel by clicking its undock/dock icon or by using the View menu (see
“Customizing the OneClick Console view” on page 36). (If you close an undocked panel and would
like to make it visible again, click the View menu and select the panel.)

Click the Clone button in either the Contents panel or the Component Detail panel to open a
separate window containing another instance of the panel (clicking the Clone button in the
Contents panel while the Component Detail panel is visible serves to open a new window or
windows containing instances of both panels).

Use cloning to simultaneously view more than one area of your network. A cloned window’s display
of information is not affected if you subsequently navigate away from the original source to view
other network assets.

Global collections

Global Collections (Figure 3-33) help organize operator views of network devices which span
containers and which may span landscapes. Network operators can monitor Global Collections
using the Alarms and List tabs of the Contents panel.

Note: If the Global Collections node has no children, it's either because no collections have
been configured or because you have not been granted access to collections that have been
created. OneClick Administrators maintain Global Collections and grant (or restrict) access to
them.

For information on creating and maintaining Global Collections, refer to the OneClick Installation
and Administration Guide (5142).
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Figure 3-33: Global Collections and Favorites in the Navigation Panel
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Global Collections

Favorites

The Favorites folder is something every OneClick user can populate and maintain for their own
benefit, without administrator assistance.

In the OneClick Navigation panel’s Explorer tab, you can add any OneClick element below the
landscape level to your Favorites folder (Figure 3-33) by right-clicking the element and choosing
Add To > Favorites. You can also add Global Collections to your favorites in bulk by right-clicking
your Favorites folder and choosing Add Collections.

You can create sub-folders by right-clicking Favorites (or a sub-folder within Favorites) and
choosing New Folder. Use the right-click menu to cut, copy, paste, rename, and delete sub-
folders.

Audible alarms in OneClick

You can turn Alarm Sound on and off to enable and disable audible alarms in OneClick. To turn
the audible alarms on or off, choose View > Alarm Sound on the View menu (see Figure 3-26).

Checking connection status

To access the Connection Status window (Figure 3-34), click the Servers button in the “"Status
bar” on page 36. The Connection Status window provides a list of all connected servers and access
to specific information about each server.
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Figure 3-34: Connection Status
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Checking messages

To access the Messages window (Figure 3-34), click the Messages button in the “Status bar” on
page 36. The Messages window lets you view messages sent by a OneClick administrator.

Creating troubleshooters

You can assign certain individuals (troubleshooters) with responsibility for investigating alarms and
solving problems. Troubleshooters are assigned to alarms (and notified via e-mail) through
commands found on the “Alarms toolbar” on page 34.

Follow these steps to create Troubleshooters in OneClick:
Choose Tools > Troubleshooters to open the Troubleshooters window.
Click the Create button.
In the Create Troubleshooter window, enter a name for the troubleshooter.

1

2

3

4. Enter the troubleshooter’s e-mail address.

5. Select the landscapes the troubleshooter should be assigned to.
6

Click OK to close the Create Troubleshooter window.
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7. Click Close to close the Troubleshooters window.

8. Click the Show Advanced button and then the Add button to
Changing your OneClick user password

Note: Users with read-only privileges can also change their OneClick password using this
method.
To change your password:

1. Navigate to the OneClick main Web page at
http://<hostname>:<portnumber>/spectrum/

and login to OneClick when prompted.
2. At the bottom of the main Web page, click the Change Password link (Figure 3-35).
Figure 3-35: Change Password Link

Page generated on Thu Jan 22 09:55:58 EST 2004,
“ou are logged in as: root, [Change Passwiord]

3. In the "Change Password Dialog Box” on page 47, enter your current password in the Old
Password field, enter the new password in both the New Password and Confirm Password
fields, then click Submit.

Figure 3-36: Change Password Dialog Box
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Chapter 4: Exporting Data and Images from
OneClick

This chapter explains how to use OneClick table data with other applications such as spreadsheet
programs. It also covers exporting the Topology tab’s contents to an image file.

In this chapter

\!

"Using OneClick table data externally” on page 49

\!

"Exporting views as image files” on page 50

Using OneClick table data externally

Table data from OneClick can be exported directly to a file from the Alarms tab, the List tab, and
other tabs. The supported file formats for export are comma separated values (CSV), tab-delimited
text, and HTML.

To export OneClick data to a file:

1.

Navigate to a table containing the Export button (Figure 4-1).

2. Click Export.
3.
4

Select the file type from the Save as type radio buttons and rename the file if necessary.

Select a location to save the file and click Save. The file will appear in the directory you have
chosen and can then be opened by an appropriate application (spreadsheet, Web browser,
etc.).
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Figure 4-1: Exporting Alarms Tab Data
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Table data from OneClick can also be used externally using the copy and paste commands. To do
this in the Alarms tab, for example:

1. Select the alarm(s) you want to export in the Alarms tab of the Contents panel (Figure 4-2).
Note: To select all alarms in the Alarms tab, click any alarm and press CTRL+A.

Figure 4-2: Selectand Copy Alarm(s)
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2. Press CTRL+C to copy the selected alarm(s) as tab-delimited text.

3. In a spreadsheet application or text editor, press CTRL+V to paste the tab-delimited text
(Figure 4-3).
Figure 4-3: Tab-delimited Text

Exporting views as image files

Certain OneClick views such as the Topology view, the Neighbor Topology view, and the Link
Information view can be exported directly to a file from their respective tabs. The file format for
image export is Portable Network Graphics (PNG).
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Note: The image will be saved according to the current zoom level in the view.
To export the OneClick topology view to a file:

1. Navigate to the Topology tab and click the Export button (Figure 4-4).
Figure 4-4: Exporting Topology to anImage File

Contents: Universe of type Universe Cg ﬂ

| Alarms | Topology | List |

!ﬁ'ﬂ.‘.} ap e X w|lu:u:um:El E*l

2. In the Save As dialog box, select a location to save the file, enter a file name, and click Save.
The file will be saved as <filename>.png in the directory you have chosen and can then be
opened by an appropriate application.

Important: The default minimum image size for image export is 640x480 pixels. It is possible
to create a large enough image when exporting the Topology view (4000x4000 pixels or larger)
that an out of memory error in OneClick will occur. If this happens, you can reduce the image
size by zooming out in the Topology view and/or asking your OneClick administrator to
increase your client memory settings. See the OneClick Installation and Administration Guide
(5142) for more information.
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Chapter 5: Keyboard Shortcuts

This chapter lists and describes the available keyboard shortcuts in OneClick Console.

Table 5-1: Keyboard Shortcuts

Keystroke Combination Result
File Menu
CTRL+P Print

Tools Menu

CTRL+G

Send an ICMP Ping to the selected device
from the SpectroSERVER modeling the
device.

CTRL+T

Establish a communication session with the
selected device using Telnet, from the
SpectroSERVER modeling the device.

CTRL+H

Establish an encrypted communication
session with the selected device using
Secure Shell (SSH), from the
SpectroSERVER modeling the device.

View Menu

ALT+LEFT ARROW

Go back to a previous container or device.

ALT+RIGHT ARROW

Go forward to a container or device after
navigating back.

ALT+V, S Show/hide the Status Bar.

ALT+V, N Show/hide the Navigation panel.
ALT+V, C Show/hide the Contents panel.

ALT+V, D Show/hide the Component Detail panel.
Help Menu

ALT+H Access online help menu.
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Appendix H

Router Configuration Tool – RANCID


MyFloridaNet Configuration Management Tool (CMT)

Cisco Command Guideline for Agency Managed CPE

Scenario #1 – Authentication via Agency provided TACACS or Radius server.

1. Authentication server needs to have an account created at privilege level 1 for CMT access.

Example format:    cmt-doh, cmt-djj, cmt-fdle, etc…


This information along with the password for the UID will need to be socialized in a secure manner so that the CMT tool can be configured to authenticate using the Agency’s TACACS or Radius server.


2. Cisco IOS Commands needed for CMT “RANCID” to backup the configuration.


privilege exec level 1 show startup-config

Configuring the CMT Tool to use an elevated privilege level is possible though the MFN Systems team will need to be notified so the CMT Tool can be configured to expect privileged mode. The CMT user created in the prior step will also need to be configured to either autoenable to the elevated privilege level or the agency will need to provide an enable password for the CMT user.

3. The CMT tool will now have access to the MFN CPE to perform nightly archives of the startup-configuration.  Since the startup-configuration in NVRAM is the only configuration that is being archived, it is imperative that the Agency’s technical resources save the running-configuration to NVRAM when changes are made.  This will ensure that the latest changes are backed up nightly.


Scenario #2 – Authentication via Local CPE authentication


1. Each Customer Premise Router needs to have an account created at privilege level 1 for CMT access.


Example format:    cmt-doh, cmt-djj, cmt-fdle, etc…


Example configuration:  username cmt-doh secret cmt-password


This information along with the password for the UID will need to be socialized in a secure manner so that the CMT tool can be configured to authenticate using the Agency’s TACACS or Radius server.


2. Cisco IOS Commands needed for CMT “RANCID” to backup the configuration.


privilege exec level 1 show startup-config


Configuring the CMT Tool to use an elevated privilege level is possible though the MFN Systems team will need to be notified so the CMT Tool can be configured to expect privileged mode. The CMT user created in the prior step will also need to be configured to either autoenable to the elevated privilege level or the agency will need to provide an enable password for the CMT user.


3. The CMT tool will now have access to the MFN CPE to perform nightly archives of the startup-configuration.  Since the startup-configuration in NVRAM is the only configuration that is being archived, it is imperative that the Agency’s technical resources save the running-configuration to NVRAM when changes are made.  This will ensure that the latest changes are backed up nightly.


Incremental Backup Option


The MFN CPE can also be configured to have the CMT perform incremental backups.  To allow this functionality the following steps are required.


1. Each Customer Premise Router needs to be configured to send system logs to the MFN System Log server.

2. The following configuration example shows the minimum setup for “configuration” information to be sent to the MFN syslog server.


Example configuration:



logging trap warnings


logging source-interface Loopback0


logging 192.168.95.198


logging <additional system log servers can be placed here>


This configuration will allow the CPE router to send router logs to the MFN syslog server.  The MFN CMT will be monitoring the syslog for configuration change notification sent to it by the CPE.  Once the MFN CMT has determined that a change was made, it will then perform a backup of the CPE at that time provided that a prior configuration backup has not occurred within the past five minutes. This process is the incremental backup method, and does not preclude the default mode of the MFN CMT of nightly archives of changed MFN CPE configurations.
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Appendix J 


Standard City Abbreviations

		CITY

		CODE

		CITY

		CODE

		CITY

		CODE



		ACLINE

		ACLN

		BARIN FIELD

		BRFD

		BRADENTON BAY

		BRBA



		ALACHUA

		ALCH

		BARRINEAU PARK

		BRPK

		BRADENTON BEACH

		BRBH



		ALAFIA

		ALFA

		BARTH

		BRTH

		BRADLEY JUNCTION

		BRJT



		ALFORD

		ALFR

		BARTOW

		BART

		BRANDON

		BRND



		ALICEVILLE

		ACVL

		BAY HARBOR   

		BYHR

		BRANFORD

		BRFR



		ALLENTOWN

		ALTW

		BAY PINES

		BYPS

		BRATT

		BRTT



		ALLIGATOR POINT

		ARPN

		BAYARD

		BYRD

		BREWSTER

		BRWS



		ALTAMONTE SPRINGS

		ALSP

		BAYONET POINT

		BYPT

		BRIGHTON

		BITN



		ALTHA

		ALTH

		BAYOU

		BAYU

		BRISTOL

		BRST



		ALTOONA

		ALNA

		BAYSHORE

		BYSH

		BROAD KEY

		BRKY



		ALTURAS

		ALTR

		BAYSHORE GARDENS

		BYGR

		BRONSON

		BRSN



		ALVA

		ALVA

		BEACHVILLE

		BCVL

		BROOKER

		BRKR



		ANASTASIA

		ANST

		BEACON HILL

		BCHL

		BROOKSVILLE

		BKVL



		ANCLOTE

		ANCL

		BEAN CITY

		BNCY

		BROWNVILLE

		BWVL



		ANDYTOWN

		ANTW

		BELL

		BELL

		BRUCE

		BRUC



		ANNA MARIA

		ANMR

		BELLE GLADE

		BLGL

		BRYCEVILLE

		BYVL



		ANTHONY

		ANTH

		BELLEAIR

		BLLR

		BUCHANAN

		BCHN



		APALACHICOLA

		APLC

		BELLEAIR BEACH

		BLBH

		BUCKINGHAM

		BCHM



		APOPKA

		APPK

		BELLEVIEW

		BLVW

		BUNNELL

		BNNL



		APPOLLO BEACH

		APBH

		BENSON JUNCTION

		BNUT

		BURNETTS LAKE

		BULK



		ARCADIA

		ARCD

		BENTON

		BNTN

		BUSHNELL

		BSHN



		ARCHER

		ARCH

		BEVERLY HILLS

		BVHL

		BYRNVILLE

		BNVL



		ARGYLE

		ARGY

		BIG PINE KEY

		BGPI

		CABBAGE GROVE

		CBGV



		ARLINGTON

		ARTN

		BISCAYNE

		BSCN

		CALLAHAN

		CLHN



		ASHTON

		ASTN

		BISCAYNE VILLAGE

		BSCV

		CALLOWAY

		CLWY



		ASTATULA

		ASTT

		BITHLO

		BITH

		CAMP BLANDING

		CMBL



		ASTOR

		ASTR

		BLACK CREEK

		BLCK

		CAMPBELLTON

		CMTN



		ASTOR PARK

		ASPK

		BLANTON

		BLTN

		CAMPVILLE

		CMVL



		ATHENA

		ATHN

		BLOUNTSTOWN

		BLTW

		CANAL POINT

		CNPN



		ATLANTIC BEACH

		ATBH

		BLUFFSPRINGS

		BLSP

		CANDLER

		CAND



		ATLANTIS

		ATLS

		BOCA CHICA

		BCCH

		CANTONMENT

		CNTM



		AUBURNDALE

		ABDL

		BOCA GRANDE

		BCGR

		CAPE CANAVERAL

		CPCN



		AVENTURA

		AVTR

		BOCA RATON

		BCRT

		CAPE CORAL

		CPCR



		AVON PARK

		AVPK

		BONIFAY

		BNFY

		CAPE HAZE

		CPHZ



		BABSON PARK

		BBPK

		BONITA SPRINGS

		BNSP

		CAPE KENNEDY

		CPKN



		BAGDAD

		BGDD

		BOSTWICK

		BSWK

		CAPTIVA

		CPTV



		BAHIA HONDA KEY

		BHKY

		BOULOGNE

		BLGN

		CARRABELLE

		CRBL



		BAKER

		BAKR

		BOWLING GREEN

		BWLG

		CARRAWAY

		CRWY



		BALDWIN

		BLDW

		BOYD

		BOYD

		CARROLLWOOD

		CRWD



		BAL HARBOUR

		BLHR

		BOYNTON BEACH

		BYBH

		

		



		BALM

		BALM

		BOYS RANCH

		BORA

		

		



		BARBERVILLE

		BBVL

		BRADENTON

		BRTN

		

		



		BAREFOOT BAY

		BFBA

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		CARYVILLE

		CYVL

		COTTAGE HILL

		CTHL

		DEMORY HILL

		DMHL



		CASSADAGA

		CSDG

		COTTONDALE

		CTDL

		DESTIN

		DEST



		CASSELBERRY

		CSLB

		COUNTRYSIDE

		CNSD

		DISNEY WORLD

		DSWR



		CAUSEWAY

		CSWY

		COURTENAY

		CRTY

		DOCTORS INLET

		DCIN



		CECIL FIELD

		CCFD

		CRAWFORD

		CRFR

		DORAL

		DRAL



		CECIL FIELD NAS

		CECL

		CRAWFORDVILLE

		CFVL

		DOUBLE BRANCH POND

		DBPD



		CEDAR GROVE

		CDGR

		CRAWL KEY

		CRKY

		DOVER

		DOVR



		CEDAR KEY

		CDKY

		CREELS

		CRLS

		DOWLING PARK

		DWPK



		CENTER HILL

		CNHL

		CRESCENT BEACH

		CSBH

		DRIFTON

		DFTN



		CENTURY

		CNTR

		CRESCENT CITY

		CRCY

		DUCK KEY

		DCKY



		CHATTAHOOCHEE

		CHTH

		CRESTVIEW

		CRVW

		DUKES

		DUKS



		CHERRY LAKE

		CHLK

		CREWSVILLE

		CWVL

		DUNDEE

		DUND



		CHIEFLAND

		CFLD

		CROOM

		CROM

		DUNEDIN

		DNDN



		CHILDS

		CHLD

		CROSS CITY

		CSCY

		DUNNELLON

		DNDL



		CHIPLEY

		CHPL

		CROSS CREEK

		CRCK

		DUPONT

		DPNT



		CHOSEN

		CHOS

		CROSS KEY

		CRSK

		EAGLE LAKE

		EGLK



		CHRISTMAS

		CHRS

		CRYSTAL BEACH

		CRBH

		EAST

		EAST



		CHULUOTA

		CHLT

		CRYSTAL LAKE

		CRLK

		EAST ORANGE

		EORN



		CHUMUCKLA

		CHMC

		CRYSTAL RIVER

		CRRV

		EAST PALATKA

		EPLT



		CITRA

		CITR

		CRYSTAL SPRINGS

		CRSP

		EAST POINT

		ESPN



		CITY POINT

		CYPT

		CUDJOE KEY

		CJKY

		EASTLAKE WEIR

		ELWR



		CLARCONA

		CLRC

		CUTLER

		CTLR

		EATONVILLE

		ETVL



		CLEARWATER

		CLWR

		CYPRESS GARDENS

		CYGR

		EAU GALLIE

		EGLL



		CLEARWATER BEACH

		CLBH

		CYPRESS LAKE

		CYLK

		EBRO

		EBRO



		CLERMONT

		CLMT

		DADE CITY

		DDCY

		EDGAR

		EDGR



		CLEVELAND

		CLEV

		DANIA

		DANI

		EDGEVILLE

		EGVL



		CLEWISTON

		CLTN

		DAVENPORT

		DVPT

		EDGEWATER

		EDWR



		COCOA

		COCO

		DAVIE

		DAVE

		EDGEWATER GULF BEACH

		EGBH



		COCOA BEACH

		CCBH

		DAVIS ISLAND

		DVIS

		EDGEWOOD

		EGWD



		COCONUT CREEK

		COCR

		DAYTONA

		DYTN

		EGLIN AFB

		EGLN



		COCONUT GROVE

		CCGV

		DAYTONA BEACH

		DYBH

		EGLIN FIELD

		EGFD



		COLEMAN

		CLMN

		DE FUNIAK SPRINGS

		DFSP

		EL JOBEAN

		ELJB



		COLLIER CITY

		CLCY

		DELAND

		DELD

		EL PORTAL

		ELPT



		CONCH KEY

		CNKY

		DESOTO CITY

		DSCY

		ELFERS

		ELFS



		CONWAY

		CNWY

		DEBARY

		DBRY

		ELKTON

		EKTN



		COOKS HAMMOCK

		CKHK

		DEEP LAKE

		DPLK

		ELLENTON

		ELTN



		COOPER CITY

		CPCY

		DEER PARK

		DRPK

		ELLISVILLE

		ELVL



		CORAL GABLES

		CRGB

		DEERFIELD BEACH

		DRBH

		ELLYSON FIELD

		EYFD



		CORAL REEF

		CRRF

		DELEON SPRINGS

		DLSP

		ELOISE

		ELOS



		CORAL SPRINGS

		CRSG

		DELRAY BEACH

		DLBH

		EMPORIA

		EMPR



		CORONADO BEACH

		CNBH

		DELTONA

		DLTN

		ENGLEWOOD

		ENWD



		CORRY FIELD

		CRFD

		

		

		ENTERPRISE

		ENTR



		CORTEZ

		CRTZ

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		ESTERO

		ESTR

		FRANCIS

		FRNC

		GREENSBORO

		GNBO



		EUSTIS

		ESTS

		FREEPORT

		FRPT

		GREENVILLE

		GNVL



		EVA

		EVAA

		FROG CITY

		FRCY

		GREENWOOD

		GNWD



		EVERGLADES

		EVRG

		FRONTENAC

		FRNT

		GRETNA

		GRET



		EVINSTON

		EVTN

		FROSTPROOF

		FRST

		GROSS

		GRSS



		FAIRBANKS

		FRBN

		FRUITLAND PARK

		FTPK

		GROVE CITY

		GVCY



		FAIRFIELD

		FRFD

		FRUITVILLE

		FTVL

		GROVE PARK

		GRPK



		FANNING SPRINGS

		FNSP

		GAINESVILLE

		GSVL

		GROVELAND

		GVLD



		FELDA

		FELD

		GANDY

		GNDY

		GULF BREEZE

		GLBR



		FELLSMERE

		FLSM

		GARDEN COVE

		GRCV

		GULF HAMMOCK

		GLHC



		FENHOLLOWAY

		FNHW

		GASKIN

		GSKN

		GULFPORT

		GLPT



		FERN PARK

		FRPK

		GASPARILLA

		GSPR

		HAGUE

		HAGU



		FERNANDINA BEACH

		FRBH

		GENEVA

		GENV

		HAINES CITY

		HNCY



		FERNDALE

		FNDL

		GEORGETOWN

		GRTW

		HALLANDALE

		HLDL



		FIVAY

		FIVY

		GEORGIANA

		GRGN

		HAMPTON

		HMPN



		FLAGLER BEACH

		FLBH

		GIBSONTON

		GBTN

		HANSON

		HANS



		FLAMINGO

		FLMN

		GIFFORD

		GFFR

		HARBESON CITY

		HBCY



		FLEMING ISLAND

		FLIS

		GLADEVIEW

		GLVW

		HARDAWAY

		HRWY



		FLEMINGTON

		FMTN

		GLEN ST MARY

		GSMR

		HAROLD

		HRLD



		FLORAHOME

		FLRH

		GLENDALE

		GLDL

		HASTINGS

		HSNG



		FLORAL CITY

		FLCY

		GLENWOOD

		GLWD

		HAVANA

		HAVN



		FLORENCE VILLA

		FLVL

		GOBBLER HILL

		GBHL

		HAVERHILL

		HVHL



		FLORIDA CITY

		FDCY

		GOLDEN BEACH

		GLBH

		HAWTHORNE

		HWTH



		FOLEY

		FOLY

		GOLDENROD

		GLRD

		HERNANDO

		HRNN



		FORREST CITY

		FSCY

		GOLDHEAD

		GLHD

		HIALEAH

		HIHL



		FORREST BEACH

		FTBH

		GONZALEZ

		GNZL

		HIGH SPRINGS

		HGSP



		FORT BASINGER

		FTBR

		GOODNO

		GODN

		HIGHLAND CITY

		HGCY



		FORT DENAUD

		FTDN

		GOTHA

		GOTH

		HIGHLAND BEACH

		HGBH



		FORT GEORGE

		FTGR

		GOULDS

		GLDS

		HIGHLANDS

		HGLD



		FORT LAUDERDALE

		FTLD

		GRACEVILLE

		GCVL

		HILDRETH

		HDRT



		FORT LONESOME

		FTLS

		GRAHAM

		GRHM

		HILLIARD

		HLRD



		FORT MCCOY

		FTMC

		GRAND ISLAND

		GDIS

		HILLSBORO BEACH

		HBBH



		FORT MEADE

		FTMD

		GRAND RIDGE

		GDRG

		HOBBS CROSSROAD

		HBCR



		FORT MEYERS

		FTMY

		GRANDIN

		GDIN

		HOBE SOUND

		HBSD



		FORT MEYERS BEACH

		FTMB

		GRANT

		GRNT

		HOFFMAN ESTATES

		HFES



		FORT OGDEN

		FTOG

		GRASSY KEY

		GRKY

		HOFFORD

		HFFR



		FORT PIERCE

		FTPR

		GREEN COVE SPRINGS

		GCSP

		HOLDER

		HLDR



		FORT WALTON

		FTWL

		GREENACRES CITY

		GRAC

		HOLIDAY

		HLDY



		FORT WALTON BEACH

		FTWB

		GREENHEAD

		GNHD

		HOLLEY NAVARRE

		HLNV



		FORT WHITE

		FTWH

		GREENLAND

		GNLD

		HOLLISTER

		HLST



		

		

		

		

		HOLLY HILL

		HLHL



		

		

		

		

		HOLLYWOOD

		HLWD



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		HOLMES BEACH

		HLBH

		JASPER

		JSPR

		LAKE GARFIELD

		LKGR



		HOLOPAW

		HLPW

		JAY

		JAYY

		LAKE HAMILTON

		LHTN



		HOLT

		HOLT

		JENNINGS

		JNGS

		LAKE HARBOR

		LKHR



		HOMELAND

		HMLD

		JENSEN BEACH

		JSBH

		LAKE HARNEY

		LKHY



		HOMESTEAD

		HMST

		JEROME

		JERM

		LAKE HELEN

		LKHL



		HOMOSASSA

		HMSS

		JOHNSON

		JHSN

		LAKE JEM

		LKJM



		HOMOSASSA SPRINGS

		HMSP

		JULINGTON CREEK

		JLCR

		LAKE MARY

		LKMR



		HOPEWELL

		HPWL

		JUNO BEACH

		JNBH

		LAKE MONROE

		LKMN



		HORSESHOE BEACH

		HRBH

		JUPITER

		JPTR

		LAKE PARK

		LKPK



		HOSFORD

		HSFR

		KATHLEEN

		KTHN

		LAKE PLACID

		LKPC



		HOWEY

		HOWY

		KEATON BEACH

		KNBH

		LAKE WALES

		LKWL



		HUDSON

		HDSN

		KENANSVILLE

		KNVL

		LAKE WEIR

		LKWR



		HUGH

		HUGH

		KENDALL

		KEND

		LAKE WORTH

		LKWO



		HULL

		HULL

		KENDRICK

		KNDR

		LAKELAND

		LKLD



		HURLBURT FIELD

		HRFD

		KENNEDY SPACE CENTER

		KSCR

		LAMONT

		LAMT



		HUTCHINSON ISLAND

		THIS

		KENNETH CITY

		KNCY

		LANARK VILLAGE

		LNVL



		HYDE PARK

		HYPK

		KEUKA

		KEUK

		LAND O LAKES

		LNLK



		HYPOLUX0

		HYPL

		KEY BISCAYNE

		KYBS

		LANTANA

		LANT



		IAMONIA

		IMNA

		KEY BISCAYNE WHITE HOUSE

		KBWH

		LARGO

		LRGO



		IMESON FIELD

		IMFD

		KEY COLONY BEACH

		KCBH

		LAUDERHILL

		LDHL



		IMMOKALEE

		IMKL

		KEY LARGO

		KYLR

		LAUDERDALE BY THE SEA

		LBTS



		INDIAN HARBOR BEACH

		INBH

		KEY WEST

		KYWS

		LAUDERDALE LAKES

		LRLK



		INDIAN LAKE

		INLK

		KEYSTONE

		KYST

		LAUREL

		LARL



		INDIAN RIVER CITY

		IRCY

		KEYSTONE HEIGHTS

		KYHG

		LAURELHILL

		LRHL



		INDIAN RIVER SHORES

		IRSH

		KEYSVILLE

		KYVL

		LAWTEY

		LWTY



		INDIAN ROCKS

		INRK

		KILLARNEY

		KLRN

		LAYTON

		LYTN



		INDIAN ROCKS BEACH

		IRBH

		KINARD

		KNRD

		LEALMAN

		LLMN



		INDIAN SHORES

		INSH

		KINGS FERRY

		KNFY

		LECANTO

		LCNT



		INDIANOLA

		INDN

		KINGSLEY LAKE

		KGLK

		LEE

		LEEE



		INDIANTOWN

		INTW

		KISSIMMEE

		KSSM

		LEESBURG

		LSBG



		INDRIO

		INDR

		KNIGHTS

		KNGH

		LEHIGH ACRES

		LHAC



		INGLIS

		INGL

		KYNESVILLE

		KSVL

		LIBERTY

		LBRT



		INTERBAY

		INBA

		LA BELLE

		LBLL

		LIGHTHOUSE POINT

		LTPT



		INTERCESSION CITY

		INCS

		LACOOCHEE

		LCCH

		LIMESTONE

		LMST



		INTERLACHEN

		INTR

		LA CROSS

		LCRS

		LIMONA

		LIMN



		IVERNESS

		INVR

		LADY LAKE

		LDLK

		LINDEN

		LNDN



		IONIA

		IONA

		LAGUNA BEACH

		LGBH

		LITHIA

		LITH



		IRVINE

		IRVN

		LAKE ALFRED

		LKAL

		LITTLE RIVER

		LTRV



		ISLAMORADA

		ISLM

		LAKE BUENA VISTA

		LKBN

		LITTLE TORCH KEY

		LTKY



		ISLAND GROVE

		ISGV

		LAKE BUTLER

		LKBT

		LIVE OAK

		LVOK



		JACKSONVILLE

		JCVL

		LAKE CITY

		LKCY

		LLOYD

		LLYD



		JACKSONVILLE BEACH

		JCBH

		LAKE CLARKE SHORES

		LKCS

		LOCHLOOSA

		LCHL



		JAMIESON

		JMSN

		

		

		LOCKHART

		LCKH



		

		

		

		

		

		



		LONG BEACH KEY

		LBBY

		MCCOY

		MCCY

		MULBERRY

		MLBY



		LONG KEY

		LNKY

		MCINTOSH

		MCIN

		MULE CREEK

		MLCK



		LONG PINE

		LNPN

		MCMEEKIN

		MCMK

		MULLIS CITY

		MLCY



		LONGBOAT KEY

		LGBK

		MEDLEY

		MDLY

		MUNSON

		MNSN



		LONGWOOD

		LGWD

		MELBOURNE 

		MLBR

		MURDOCK

		MRDC



		LORETTO

		LRTT

		MELBOURNE BEACH

		MLBH

		MYAKKA CITY

		MYCY



		LOUGHMAN

		LGMN

		MELROSE

		MLRS

		MYRTLE GROVE

		MYGV



		LOWELL

		LWLL

		MEMPHIS

		MMPH

		NAPLES

		NPLS



		LOXAHATCHEE

		LXHT

		MERIAL LAKE

		MRLK

		NARANJA

		NRNJ



		LULLWATER BEACH

		LWBH

		MERRITT ISLAND

		MRIS

		NATIONAL GARDENS

		NTGR



		LURAVILLE

		LRVL

		MEXICO BEACH

		MXBH

		NAVARRE

		NVAR



		LUTZ

		LUTZ

		MIAMI

		MIAM

		NEPTUNE BEACH

		NPBH



		LYNN HAVEN

		LYHN

		MIAMI BEACH

		MMBH

		NEW HOPE

		NWHP



		MAC DILL AFB

		MCDL

		MIAMI GARDENS

		MGDN

		NEW PORT RICHEY

		NPRC



		MACCLENNY

		MCLN

		MIAMI SHORES

		MMSH

		NEW SMYRNA BEACH

		NSBH



		MADEIRA BEACH

		MDBH

		MIAMI SPRINGS

		MMSP

		NEWBERRY

		NWBY



		MADISON

		MDSN

		MICANOPY

		MCNP

		NEWPORT

		NWPT



		MAGNOLIA PARK

		MGPK

		MICCO

		MICC

		NEWTON

		NWTN



		MAITLAND

		MTLD

		MICCOSUKEE

		MCSK

		NICEVILLE

		NCVL



		MALABAR

		MABR

		MIDDLEBURG

		MDBG

		NICHOLS

		NCHL



		MALONE

		MALN

		MILLVILLE

		MLVL

		NOCATEE

		NOCT



		MANALAPAN

		MNLP

		MILTON

		MLTN

		NOKOMIS

		NKMS



		MANATEE

		MANT

		MIMS

		MIMS

		NOMA

		NOMA



		MANDARIN

		MNDR

		MINNEOLA

		MNNL

		NORTH DADE

		NDAD



		MANGO

		MANG

		MIRAMAR

		MRMR

		NORTH FORT MEYERS

		NFMY



		MARATHON

		MRTH

		MITCHELL RANCH

		MTRN

		NORTH GULF BEACH

		NGBH



		MARATHON SHORES

		MRSR

		MOLINO

		MOLN

		NORTH KEY LARGO

		NKLR



		MARCO

		MARC

		MONROE

		MONR

		NORTH LAKELAND

		NLKL



		MARCO ISLAND

		MOIS

		MONTBROOK

		MOTB

		NORTH MIAMI BEACH

		NMBH



		MARGATE

		MRGT

		MONTICELLO

		MNTI

		NORTH NAPLES

		NNPL



		MARIANNA

		MRNN

		MONTVERDE

		MTVR

		NORTH PALM BEACH

		NPBC



		MARIETTA

		MRTT

		MOON LAKE

		MNLK

		NOTH PORT

		NRPT



		MARINELAND

		MRLD

		MOORE HAVEN

		MRHN

		NORTH PORT CHARLOTTE

		NPCH



		MARY ESTER

		MRES

		MORRISTON

		MRST

		NORTHSIDE

		NRSD



		MASARYKTOWN

		MSTW

		MOSSYHEAD

		MSHD

		OAK

		OAKK



		MASCOTTE

		MSCT

		MOULTRIE

		MLTR

		OAK HILL

		OKHL



		MATECUMBE

		MTCM

		MOUNT DORA

		MTDR

		OAKGROVE

		OKGV



		MAXVILLE

		MXVL

		MOUNT PLEASANT

		MNPL

		OAKLAND

		OKLD



		MAYO

		MAYO

		MOUNT PLYMOUTH

		MTPL

		OAKLAND PARK

		OKPK



		MAYPORT

		MYPT

		MOUNT VERNON

		MTVN

		OBRIEN

		OBRN



		

		

		MOUNTAIN LAKE

		MTLK

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		OCALA

		OCAL

		PALM BEACH GARDENS

		PBGR

		PLANTATION - MONROE

		PLNM



		OCEAN RIDGE

		OCRG

		PALM CITY

		PLCY

		PLEASANT HILL

		PLHL



		OCEANWAY

		OCWY

		PALM COAST

		PLCS

		PLYMOUTH

		PLMO



		OCHOPEE

		OCHP

		PALM HARBOR

		PLHR

		POINCIANA

		POIN



		OCOEE

		OCOE

		PALM SPRINGS

		PLSP

		POLK CITY

		PKCY



		ODESSA

		ODSS

		PALM VALLEY

		PLVY

		POMONA PARK

		PMPK



		OJUS

		OJUS

		PALMA SOLA

		PLSL

		POMPANO

		PMPO



		OKAHUMPKA

		OKHP

		PALMDALE

		PLDL

		POMPANO BEACH

		PMBH



		OKEECHOBEE

		OKCB

		PALMETTO

		PLMT

		PONCE DE LEON

		PNLN



		OKEELANT

		OKLN

		PANACEA

		PANC

		PONCE INLET

		PNIN



		OKLAWAHA

		OKLW

		PANAMA CITY

		PNCY

		PONTE VEDRA  

		PNVD



		OLD TOWN

		OLTW

		PANAMA CITY BEACH

		PCBH

		PONTE VEDRA BEACH

		PVBH



		OLDSMAR

		OLDS

		PANASOFFKEE

		PNSF

		PORT CANAVERAL

		PTCN



		OLIVERS CREEK

		ORCK

		PAOLA

		PAOL

		PORT CHARLOTTE

		PTCT



		OLUSTEE

		OLST

		PAOLITA

		PALT

		PORT EVERGLADES

		PTEV



		OLYMPIA

		OLYM

		PARADISE

		PRDS

		PORT MANATEE

		PTMT



		ONA

		ONAA

		PARADISE BEACH

		PRBH

		PORT MAYACA

		PTMY



		ONECO

		ONEC

		PARKER

		PRKR

		PORT ORANGE

		PTOR



		OPA LOCKA

		OPLC

		PARRISH

		PRSH

		PORT RICHEY

		PTRC



		ORANGE CITY

		ORCY

		PASADENA

		PSDN

		PORT SEWALL

		PTSW



		ORANGE CITY JUNCTION

		OCJT

		PASS A GRILLE

		PSGR

		PORT ST JOE

		PTSJ



		ORANGE HEIGHTS

		ORHG

		PATRICK AFB

		PTAB

		PORT ST LUCIE

		PTSL



		ORANGE LAKE

		ORLK

		PAXTON

		PXTN

		PORT TAMPA

		PTTM



		ORANGE PARK

		ORPK

		PEMBROKE PINES

		PMBR

		PRINCETON

		PRTN



		ORANGE SPRINGS

		ORSP

		PENNEY FARMS

		PNFM

		PROSPERITY

		PRSP



		ORLANDO

		ORLD

		PENNSUCO

		PENS

		PUNTA GORDA

		PNGR



		ORLOVISTA

		ORLV

		PENSACOLA

		PNSC

		PUNTA RASSA

		PNRS



		ORMOND BEACH

		ORBH

		PENSACOLA BEACH

		PNBH

		PUTNAM HALL

		PTHL



		OSPREY

		OSPR

		PERRINE

		PRRN

		QUAD CITY

		QDCY



		OSTEEN

		OSTE

		PERRY

		PRRY

		QUINCY

		QNCY



		OTTER CREEK

		OTCK

		PIERCE

		PIRC

		RAIFORD

		RAFR



		OVERSTREET

		ORST

		PIERSON

		PRSN

		RALEIGH

		RLGH



		OVIEDO

		OVID

		PINE ISLAND

		PNIS

		REDDICK

		RDDC



		OXFORD

		OXFR

		PINECASTLE

		PNCS

		REDINGTON BEACH

		RDSH



		OZONA

		OZON

		PINECREST

		PNCR

		REYNOLDS HILL

		RYHL



		PACE

		PACE

		PINELAND

		PNLD

		RICHMOND NAS

		RNAS



		PAHOKEE

		PAHK

		PINELLAS PARK

		PNPK

		RIDGE MANOR

		RDMN



		PALATKA

		PLTK

		PINETTA

		PNTT

		RIVER JUNCTION

		RVJT



		PALM BAY

		PLBY

		PLACID

		PLCD

		RIVERVIEW

		RVVW



		PALM BEACH

		PLBH

		PLANT CITY

		PTCY

		RIVIERA BEACH

		RVBH



		

		

		PLANTATION - BROWARD

		PNLB

		ROCHELLE

		RCHE



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		ROCK HARBOR

		RKHR

		SEVILLE

		SEVL

		ST AUGUSTINE

		STAG



		ROCKLEDGE

		RCKL

		SEWALLS POINT

		SWPN

		ST AUGUSTINE BEACH

		SABH



		ROMEO

		ROMO

		SHADY GROVE

		SHGV

		ST CATHERINE

		STCT



		ROSE HARBOR

		RSHR

		SHALIMAR

		SHLM

		ST CLOUD

		STCD



		ROSELAND

		RSLD

		SHAMROCK

		SHRK

		ST GEORGE

		STGR



		ROYAL PALM BEACH

		RPBH

		SHARPES

		SHRP

		ST JOE BEACH

		SJBH



		RUBONIA

		RUBN

		SIESTA KEY

		SEKY

		ST LEO

		STLE



		RUSKIN

		RSKN

		SILVER SPRINGS

		SVSP

		ST MARKS

		STMK



		SAFETY HARBOR

		SFHR

		SILVER SPRINGS SHORES

		SVSS

		ST PETERSBURG

		SPBG



		SAINT LUCIE

		STLC

		SKYWAY

		SKWY

		ST PETERSBURG BEACH

		SPBH



		SAINT MARYS

		STMY

		SNEADS

		SNDS

		ST TERESA

		STTR



		SALEM

		SALM

		SOPCHOPPY

		SPCP

		STARKE

		STRK



		SALERNO

		SLRN

		SORRENTO

		SRNT

		STEINHATCHIE

		STNH



		SALT SPRINGS

		SSPR

		SOUTH BAY

		SBAY

		STOCK ISLAND

		STIS



		SAMOSET

		SMST

		SOUTH DAYTONA

		SDAY

		STUART

		STRT



		SAMSULA

		SMSL

		SOUTH FLOMATON

		SOFM

		SUGARLOAF KEY'

		SGKY



		SAN ANTONIO

		SNAN

		SOUTH GULF BEACH

		SGBE

		SULPHUR SPRINGS

		SLSP



		SAN MATEO

		SNMT

		SOUTH HARBOR

		SHBR

		SUMATRA

		SMTR



		SANDERSON

		SNSN

		SOUTH MIAMI

		SMIM

		SUMMER HAVEN

		SMHN



		SANFORD 

		SNFR

		SOUTH MIAMI HEIGHTS

		SMHG

		SUMMERFIELD

		SRFD



		SANIBEL ISLAND

		SNIS

		SOUTHPORT

		SOPT

		SUMMERLAND KEY

		SMKY



		SANTA ROSA

		SNRS

		SOUTHSIDE - LAKE

		SSDL

		SUMTERVILLE

		SMVL



		SARASOTA

		SRST

		SOUTHSIDE - SARASOTA

		SSDS

		SUN CITY

		SNCY



		SATELLITE BEACH

		STBH

		SPARR

		SPRR

		SUNNY HILLS

		SYHS



		SATSUMA

		STSM

		SPLICE

		SPLC

		SUNNY ISLES

		SYIS



		SAUFLEY FIELD

		SFFD

		SPRING HILL

		SPHL

		SUNNY SIDE BEACH

		SSBH



		SCOTTSMOOR

		SCTS

		SPRING LAKE - HERNANDO

		SLHR

		SUNRISE

		SUNR



		SEAGROVE BEACH

		SGBH

		SPRING LAKE - HIGHLANDS

		SLHL

		SURFSIDE

		SRFS



		SEBASTIAN

		SBST

		SPRINGFIELD

		SPFD

		SUWANEE

		SUWN



		SEBRING

		SBNG

		SPRINGS

		SPRG

		SWEETWATER - DADE

		SWTD



		SEMINOLE

		SMNL

		ST ANDREW

		STAN

		SWEETWATER - DUVAL

		SWTV



		SEVEN SPRINGS

		SNSP

		ST ARMANDS KEY

		SARK

		SWEETWATER - HILLSBOROUGH

		SWTH



		

		

		

		

		SWEETWATER - LIBERTY

		SWTL



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		SWITZERLAND

		SWLD

		VALRICO

		VLRC

		WESTSIDE - TAMPA

		WSSD



		TAFT

		TAFT

		VENICE

		VENC

		WESTVILLE

		WSTV



		TALLAHASEE

		TLHS

		VERMONT HEIGHTS

		VRHG

		WEWAHITCHKA

		WWHT



		TAMIAMI

		TAMM

		VERNA

		VRNA

		WHITE CITY 

		WCGL



		TAMPA

		TAMP

		VERNON

		VERN

		WHITE SPRINGS

		WHSP



		TANGERINE

		TNGR

		VERO BEACH

		VRBH

		WHITING FIELD

		WHFD



		TARPON SPRINGS

		TRSP

		VIERA

		VIER

		WILDWOOD

		WLWD



		TAVARES

		TVRS

		VILAS

		VILS

		WILLIAMS POINT

		WLPN



		TAVERNIER

		TVRN

		VIRGINIA GARDENS

		VRGR

		WILLIS LANDING

		WLLD



		TEMPLE TERRACE

		TMTR

		WABASSO

		WBSS

		WILLISTON

		WLST



		TERRA CEIA

		TRCE

		WACISSA

		WCSS

		WILMA

		WILM



		TEQUESTA

		TQST

		WADESBORO

		WDBR

		WILTON MANOR

		WLMN



		THE BEACHES

		THBH

		WAKULLA  

		WKLL

		WIMAUMA

		WIMM



		THONOTOSASSA

		THNT

		WAKULLA SPRING

		WKSP

		WINDERMERE

		WNDR



		TICE

		TICE

		WALDO

		WALD

		WINDLEY KEY

		WNKY



		TILDENVILLE

		TLVL

		WALLCRAFT

		WLCR

		WINTER BEACH

		WNBH



		TITUSVILLE

		TTVL

		WALNUT HILL

		WLHL

		WINTER GARDEN

		WNGR



		TOHOPKEE

		THPK

		WARM MINERAL SPRINGS

		WMSP

		WINTER HAVEN

		WNHN



		TRAILER ESTATES

		TRES

		WARRINGTON

		WGTN

		WINTER PARK

		WNPK



		TREASURE ISLAND

		TRIS

		WATERTOWN

		WTTW

		WINTER SPRINGS

		WNSP



		TRENTON

		TREN

		WACHULA

		WCHL

		WOODVILLE

		WDVL



		TRILBY

		TRLB

		WAUSAU

		WAUS

		WORTHINGTON SPRINGS

		WRSP



		TRILLACOOCHEE

		TLCH

		WAVERLY

		WVRL

		YALAHA

		YALH



		TWENTY MILE BEND

		TMBN

		WEBSTER

		WBST

		YANKEETOWN

		YNTW



		TYNDALL AFB

		TAFB

		WEEKIWACHEE SPRINGS

		WWSP

		YBOR CITY

		YBCT



		UCETA

		UCTA

		WEIRSDALE

		WRLD

		YELVINGTON

		YLTN



		UMATILLA

		UMTL

		WEKIWA SPRINGS
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* For Any City that has less than 4 characters, and cannot be found in the table below, the last letter will be repeated to conform to the 4 character standard. For example, JAY becomes JAYY, LEE becomes LEEE, OAK becomes OAKK, etc...
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Appendix F


Alternatives and Issues related to MFN DSL


MyFloridaNet provides for the utilization of DSL as an access method to the MFN network.  DSL presents some unique challenges to MFN and the options must be considered and balanced against the cost savings associated with DSL, the additional cost of a phone line for the DSL provisioning, the acceptable downtime and risks associated with the reuse of existing DSL or the existing phone line, and the best-effort nature of DSL and its restoration.  The issues below have arisen during the ordering and installation process of this service.  DMS wants each agency to be aware of the issues, options, and risks associated with MFN DSL access so that each can make an informed decision of how it would should proceed.


DSL requires a voice line installed at each location for the DSL to be provisioned over.  This can be an existing voice line or a dedicated voice line can be installed.  The cost of this line is not included with the costs quoted for MFN DSL at these locations.  There are several options that can be used for the required voice lines.


1. An existing voice line can be used.  This is a valid option and the phone number of the existing voice line needs to be provided to DMS on the ordering CSA for MFN service.  There is an element of risk in using an existing voice line as options could be present or later added that might interfere with DSL operation or the line could be moved or interrupted to accommodate the voice use of the line without knowledge or consideration to the DSL, causing disruption of service.


2. A new voice line dedicated to the DSL can be installed minimizing the risks discussed above.  This however does incur additional costs.  Typically, this is approximately $50.00 per month with an installation cost of approximately $100.


3. The existing voice lines utilized for existing DSL could be reused.  This would offset the installation cost of a new voice line dedicated to the MFN DSL service but this approach contain increased risk of downtime.  During the migration from the existing DSL service to the new MFN DSL service, the existing DSL service will be interrupted while the new DSL service is provisioned.  This will cause an interruption of service.  If there are any difficulties in installing the new MFN DSL service or if there are issues involving the migration which would require a rollback to the existing service, the interruption of service could be substantial.  The reuse of the existing lines could cause a service interruption of 1 to several hours (even days) but a forced roll back could result in an even longer delay in restoring service, possibly causing a multi-hour outage.


4. Other issues may arise based on user requirements. 


Of the above options, Option 2 is the more cautious approach installing new, dedicated voice lines to be used by the new DSL access to MFN as this will minimize the risk and down time.


While DSL is employed because of the cost savings it brings over access with frame relay or other access methods, it should be noted that the use of DSL for access itself brings increased risk.  DSL cannot be provisioned at all locations.  Even when DSL has been installed nearby or previously at the location, additional or new DSL may not be possible as each instance depends on how the voice circuit is provisioned to the site.  In addition, DSL is not given the same priority for restoration as compared to other access methods and typically takes longer to restore.  It should also be noted that not all the MFN SLA’s apply when DSL is used.  By its very nature DSL is a Best-effort service.


While DSL is a viable option for small locations that can tolerate some added time for restoral in the event of a failure, it does bring added risks and downtime.  This has to be weighed against the potential cost saving associated with the selection of DSL.


DMS-CITS hopes that this information helps your agency in its decision making process concerning the procurement of MyFloridaNet DSL service.  
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PREFACE About This Document

This document provides information and procedures to help you effectively use the ReporterAnalyzer
product.

Chapter Description

Chapter 1, “Introduction” Introduces the product components and explains key concepts to
establish the knowledge required to be an effective user.

Chapter 2, “Analyzing Network Traffic” Explains how to use the features and reporting capabilities in
ReporterAnalyzer to identify patterns, anomalies, trends, and
issues with your network traffic.

Chapter 3, “Troubleshooting Network Explains how to use ReporterAnalyzer to identify and then pinpoint
Issues with ReporterAnalyzer” the cause of network problems before or as they occur.

Chapter 4, “Analyzing and Reinforcing Explains how to use ReporterAnalyzer to help identify network
Security” traffic indicative of a security threat.

Chapter 5, “Customer Case Studies” Describes how customers use ReporterAnalyzer in their

environments to illustrate the most effective methods for leveraging
the data provided by this flexible product.
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About This Document

RELATED DOCUMENTATION

In addition to this book, you can find useful information in the following publications:

Document Description
ReporterAnalyzer 7.2 Release Notes Summarizes product enhancements, fixes, and open issues.

ReporterAnalyzer Administration Guide  Describes how to set up, configure, and maintain the hardware and
software components included with the ReporterAnalyzer product.

NETQOS PERFORMANCE CENTER

You can access the NetQoS Performance Center (NPC) from the ReporterAnalyzer console if you add
ReporterAnalyzer as a data source in NPC. To learn more about the performance center and how it
allows you to customize views from all NetQoS products, see the NetQoS Performance Center
Administration and User Guide.

CONVENTIONS

This following conventions are used in this book:

* Ininstructions, boldface type highlights information that you enter or GUI elements that you
select.

® All syntax and literal examples are presented in this typeface.

* In syntax, path names, or system messages, text enclosed in angle brackets (<>) represents a
variable as shown in the following example:
http://<FlowManager_IP_address>

PROVIDING DOCUMENTATION FEEDBACK

We want to help you use our products effectively so that you can work quickly and efficiently. By
telling us about your experience with this document, you can help us achieve that goal. Send an email
message with your feedback to our technical publications team at the following address:
docfeedback@netqos.com
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CHAPTER 1 Introduction

OVERVIEW

ReporterAnalyzer provides the information you need to understand how application traffic is
affecting your network’s performance. ReporterAnalyzer allows you to see which applications are
using bandwidth, who is using the bandwidth, and when. By knowing which applications and users
are consuming bandwidth, you can make timely and cost-effective decisions to optimize network
performance.

This chapter covers the following topics:

Topic Page
Features and Benefits 10
Product Components 10
How the Components Work Together 11
Key Terms and Concepts 12
About Collected Data and Reports 13
Getting Started 14
Configuration and Customization Options 15
Tips and Shortcuts 16
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Introduction

FEATURES AND BENEFITS

The ReporterAnalyzer product provides a complete set of features that allow you to analyze network
traffic and make informed short- and long-term decisions about resolving identified issues.
ReporterAnalyzer can provide valuable data for capacity planning, troubleshooting, and traffic
analysis.

ReporterAnalyzer allows you to... Benefit

Identify network traffic that has exceeded a specified threshold. Proactive management of your network

Identify bandwidth requirements for applications and users onthe  Precise evaluation of network capacity
network.

Immediately identify the interfaces, hosts, and applications that Proactive short- and long-term
are generating the most traffic from an overview display of your troubleshooting
enterprise.

Pinpoint the exact cause of a network problem by examining Proactive problem resolution

100% of all NetFlow/IPFIX traffic from the last four hours.

View real-time alerts and reports. Rapid discovery of network problems
Design and run reports based on criteria that you select. Flexible reporting capabilities

PRODUCT COMPONENTS

The ReporterAnalyzer product includes both hardware and software components. Each required
software component is installed on a separate server and those servers are installed on your network.

Note: In some cases, all required software components are installed on a single server. For more
information about this type of configuration, see the ReporterAnalyzer Administration Guide.

The ReporterAnalyzer product includes the following components:

Component Function

Harvester Passively collects and processes data from NetFlow enabled routers.
Flow Manager Aggregates data from multiple Harvesters.

ReporterAnalyzer Provides a web interface to collected data.

Data Storage Appliance (DSA) Stores data for as many as 500 interfaces. A Super DSA is also available
which is capable of storing data for as many as 2500 interfaces.
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How THE COMPONENTS WORK TOGETHER

The following diagram illustrates a typical ReporterAnalyzer configuration:

Flow Manager Harvester

Harvester . ﬁ

WAN Cisco 10S® NetFlow
Enabled Routers

Yearty Bytes In

197450
12196
nrsee
880
1126
12296
naze
n13g

- g &
O 05 6

ReporterAnalyzer  Data Storage
Appliance

The ReporterAnalyzer components work together as follows to collect information about your
network traffic and report the results:

* The NetFlow enabled routers continuously send statistical data to the Harvesters at regular
intervals.

* The Harvesters distill NetFlow/IPFIX records and parse, store, and compile the data.
* The Flow Manager gathers data from the Harvesters and aggregates that data.

* The ReporterAnalyzer pulls the data from the Flow Manager and displays it via a web interface
called the ReporterAnalyzer console.

* The DSA pulls and stores the collected data from the ReporterAnalyzer.

See the ReporterAnalyzer Administration Guide for specific information about the recommended ratios
for these product components and the retention rates for the collected data.
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KEY TERMS AND CONCEPTS

To understand and use the data that the ReporterAnalyzer product collects and displays, you should
be familiar with the terms and concepts discussed in this section.

Term or
Concept

Definition

NetFlow/
IPFIX

Interface

Protocol

Host

Conversation

Software contained in the router that can measure statistics on network traffic. A flow is
considered to be a transaction between two hosts using a unique pair of port numbers and
IP addresses. A router can be configured to export NetFlow information by sending UDP
packets containing flow statistics to one or more collectors such as our Harvesters. The
ReporterAnalyzer product supports IPFIX and NetFlow versions 5, 7, and 9.

The ReporterAnalyzer product reports on any logical interface enabled on the router. Types
of interfaces include: Serial, Frame Relay, Fast Ethernet, ATM, PVC, and so on. When
working with the ReporterAnalyzer console, you will see that it displays the interfaces being
monitored in your environment.

A protocol is a standard that regulates communication between computers. Common
protocols include: HTTP, SNMP, FTP, VolIP, and so on. ReporterAnalyzer displays
information such as the top protocols in and out for a particular interface. This can help you
identify the application that is causing network traffic. You can also create and run reports to
determine which protocols and applications are being used by different groups within your
organization.

A host is a specific computer engaged in an exchange across the network. In the
ReporterAnalyzer product, hosts are identified by name or IP address. If you notice
significant traffic on a particular interface, you can investigate further to determine if a
specific enterprise server or end user system is responsible for the reported traffic. You can
also create and run reports that provide information about traffic being generated or received
by a specified host or hosts.

ReporterAnalyzer displays conversation information, which means that it enables you to
identify subnet to subnet or end-user to end-user (host to host) traffic. If you notice
significant traffic on a particular interface, you can investigate further to determine if a
particular conversation is causing the traffic. You can also create and run reports to identify
the top volume-based conversations.

12
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ABOUT COLLECTED DATA AND REPORTS

The data collected by the ReporterAnalyzer product allows you to view or run informative reports.
This section provides information about the collected data and the types of reports it allows
ReporterAnalyzer to provide. To learn how to access or create the available reports, see the following
chapters.

The ReporterAnalyzer product collects, displays, and stores both historical data and real-time data.
ReporterAnalyzer collects historical data as follows:
* Protocol data: 15 minute granularity for the past 13 months

* Host and conversation data: 15 minute granularity for the past 2 months

Note: See the ReporterAnalyzer Administration Guide for detailed information about the historical
data that the product collects.

The ReporterAnalyzer product uses the historical data that it collects to produce the following
reports:

Report Description

Enterprise Overview A summary report that displays when you first log into the ReporterAnalyzer console.
It displays the interfaces that exceed or are close to exceeding a utilization threshold
that product administrators can establish. It also shows the top interfaces, protocols,
and hosts for your enterprise. The timeframe for this report is the most recent 24 hours
available to the ReporterAnalyzer console.

Historical You can click a specific interface in the Enterprise Overview or in the Interface Index to
instantly view a historical report, which provides the type of summary information you
select such as a protocol summary for the timeframe you establish.

Custom You can create custom reports using a wizard that steps you through the process.
Several report types are available, including interface, protocol, ToS, host, and
conversation. You can combine the types to produce the results you want. You can
save and run these reports on a regular basis or at any time you designate for the
timeframe that you specify.

Analysis You can create analyses using a wizard that steps you through the process. This type
of report allows you to establish a threshold by which to compare collected data. For
example, if you wanted to see all interfaces that exceeded 70% utilization over a
certain timeframe, you'd create an analysis. You can save and run these reports on a
regular basis or at any time you specify.
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The ReporterAnalyzer product collects real-time data as follows:
* 1 minute granularity for the past hour

* Raw flow data for the past 4 hours

Note: See the ReporterAnalyzer Administration Guide for detailed information about the real-time
data that the product collects.

The ReporterAnalyzer product uses the real-time data that it collects to produce the following
reports:

Report Description

Real Time Real-time reports provide information about network activity over the last hour in one-
minute granularity. To get real-time information, you can choose to view a Real-Time report
and then select an interface or you can select the Real Time Reports menu option while
viewing a historical report.

Flow Forensics  You can create Flow Forensics reports using a wizard that steps you through the process.
These reports are based on the raw data collected from NetFlow/IPFIX over the last four
hours. The raw data allows you to analyze every protocol, host, or conversation on your
network.

Virus Scan You can create Virus Scans using a wizard that steps you through the process. A virus
scan allows you to quickly create an analysis that checks for security risks by establishing
a threshold for a particular protocol. If the threshold is surpassed, the ReporterAnalyzer
product issues an SNMP trap.

GETTING STARTED

To start using the ReporterAnalyzer console, you will access the server that hosts the console by
entering a server name or IP address into the address field of your web browser like so:

http://162.17.100.150
The ReporterAnalyzer console requires Microsoft Internet Explorer version 6.

You are prompted to login when you first access the ReporterAnalyzer console. You can get the
ReporterAnalyzer server name or IP address and your login information from the ReporterAnalyzer
product administrator in your organization.
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CONFIGURATION AND CUSTOMIZATION OPTIONS

There are several ways that the ReporterAnalyzer product can be configured and customized to suit
the reporting and other needs in your environment. To learn more, see the sections of the
ReporterAnalyzer Administration Guide listed in the following table.

Note: Only users with the Administrator or Power User role can complete the tasks required for
the configuration and customization options listed below.

Configuration or See this section in the
Customization Option Description Administration Guide
Mapping applications Allows you to combine traffic from an Mapping Applications

application that uses several ports and
consolidate it into one port for reporting
the total traffic identified with that
application.

Custom virtual interfaces  If your network is designed so that traffic Configuring Custom Virtual
from a data center is transferred to sub- Interfaces
nets through a carrier cloud, you should
configure virtual interfaces to report on the
subnet traffic.

Interface groups Allows you to group interfaces based on Creating Interface Groups
your environment and the architecture of
your network. For example, you can group
interfaces by geographic location. Users
can then select these groups when
creating reports.

Interface aggregations Allows you to combine traffic from two or Creating Interface Aggregations
more interfaces so that it is reported
together. For example, if you have two
circuits that are load-balanced, you can
create an aggregation to report on those
interfaces as a single unit.

Protocol groups Allows you to group protocols based on Creating Protocol Groups
your environment. For example, you can
create protocol groups for custom
applications that include the appropriate
port ranges. Users can then select these
groups when creating reports for the
custom applications in their environment.
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TIPS AND SHORTCUTS
As you become familiar with the ReporterAnalyzer console, keep the following tips in mind:

When you're viewing reports in the ReporterAnalyzer console, you can click interfaces, hosts,
conversations, and other listed items that display in blue font to get detailed information about
those items.

If you have clicked an item in blue font, examined the information provided, and want to return to
the higher-level data or page, click [Clear] at the top of the current page.

You can hold your mouse over items such as controls or portions of graphs to see helpful
information. For example, if you hold your mouse over a bar representing an interface in a graph,
you'll get more details about that interface such as its router, description, and speed.

If the role for your ReporterAnalyzer console user account is Administrator or Power User, you
can print or email data displayed in ReporterAnalyzer by using the icons at the top of each report
page.

If the role for your ReporterAnalyzer console user account allows you to create custom reports
and analyses, you can choose to email the report results to whomever you designate.

Lists of interfaces, reports, or other items that are displayed with column headings can be sorted in
ascending or descending order. Click a column heading to change the sort order.

The blue arrows that display in lists of available selections allow you to scroll to the bottom of a
page to locate the Submit button.

Report results that can be saved to a spreadsheet include a CSV option in the upper-right corner.
Click CSV and indicate the folder and file name for the spreadsheet.

When choosing a protocol from the Protocol Index, you can use the Select by drop-down menu to
change the display to Port Number.

When viewing historical or real-time reports for an interface, you can click the interface shown in
blue at the top of the report to select a different interface.

When viewing a historical report for an interface, you can click Real Time Reports in the Reports
menu to see real-time data for that same interface.

When viewing a real-time report for an interface, you can click Historical Reports in the Reports
menu to see historical data for that same interface.

You can access the NetQos Performance Center (NPC) from the ReporterAnalyzer console if you
add ReporterAnalyzer as a data source in NPC. To access the NetQoS Performance Center, click
the NPC option in the upper-right corner of the ReporterAnalyzer console. See the NPC
documentation to learn how to create custom views and take advantage of the other features that
NPC offers.

16
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CHAPTER 2 Analyzing Network Traffic

OVERVIEW

The ReporterAnalyzer product allows you to analyze your network traffic using several reports that
you can view instantly as well as custom reports that you can save and run when you choose. This
chapter describes how to interpret the data presented by the ReporterAnalyzer console and it also
explains how to create effective custom reports.

This chapter covers the following topics:

Topic Page
Using the Enterprise Overview 18
Analyzing Data for an Interface 21
Using Historical Reports 22
Using Charts and Graphs 26
Setting Up Custom Reports 31
Using Flow Forensics 38
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USING THE ENTERPRISE OVERVIEW

The Enterprise Overview is the first reported data you see when you log into the ReporterAnalyzer
console. The data presented in the overview allows you to quickly determine whether any of the
interfaces in your network are nearing or have surpassed an acceptable utilization level. If so, you can
navigate to more detailed information from the overview to identify potential issues.

INTERFACE UTILIZATION

The top portion of the overview shows the list of interfaces that are most utilized:

Enterprise Overview S print
G E-Mail Page

Interface Utilization

& # ] ava. @ & +

i Houston (10.2.178.127) Serialli.5 - 512 Kb Frame Relay - US Link to Singapore Ot S1200K 9203 % 9758 % TrR2%
D Mew York (17216496 Serial0/0.4 - 512 Kb Frame Relay Ot 1.54 M £64.50 % B1.85% 1885 %
D Singapore (17213.476.131)ATM10.5-aal5 layer - 256 Kb PYC Ot 256.00K B2.02% 8065 % 1492 %
D Houston (102178127 POS0A - OC-3 In 15500 M 2991 % 74.90 % 1381 %
D London (101178127 %LAN 101 - Finance Ot 100G 2530 % T339% 1381 %
D Mew York (1721649 6. Serial 010 - T1 Link Ot 1.54 M B275% 8377 % 010%

Things to notice about this list and the information displayed above it:

* The header portion of the table shows the criteria that determines which interfaces
ReporterAnalyzer displays. In this example, any interfaces that utilize 90% of their bandwidth
over 25% of the reporting period are shown with a red status indicator. Any interfaces that utilize
50% or more of their bandwidth (but less than 90%) over 25% of the reporting period are shown
with a yellow status indicator. In this case, ReporterAnalyzer has found one interface to display
with a red status and five to display with a yellow status.

= If the role for your ReporterAnalyzer console user account is Administrator or Power User, you
can click Configure in the right upper corner of the header to change the reporting criteria. For
example, you might want to change the settings so that any interfaces that utilize 65% or more of
their bandwidth (but less than 90%) over 25% of the reporting period are shown with a yellow
status indicator.

* You can see the reporting timeframe directly below the reporting criteria. The timeframe is the
most recent 24-hour period available to the ReporterAnalyzer console.

- O You can click the refresh button at the top of the Enterprise Overview to enable automatic
refresh of the displayed data every 15 minutes. If you decide to disable automatic refresh, click the
button again to turn it off.

= If the role for your ReporterAnalyzer console user account is Administrator or Power User, you
can use the Print and E-Mail options at the top of the page to send or print the entire Enterprise
Overview.
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Analyzing Network Traffic

* You can click an interface in the list to immediately see a historical report for that interface. To
learn more about the data available in a historical report, see “Using Historical Reports” on
page 22.

TOP INTERFACES

The middle portion of the overview shows the interfaces in your enterprise that are most heavily
utilized for both inbound and outbound traffic:

Top In Interfaces Top Out Interfaces

3:45:00 A CDT - 5126, 5 COT 5125 5,00 At COT - S/2802

17216 49 E:POSN J 10.2176.127:Seriall0 5
10,276,127 Serigl0n 5 17216 49 : Serialn 0.4
17213178131 ATM1 10 5-5615 17216 49 : Serial 0
172.16.49 & Serial 0/0 17213176131 ATM1 /D 5-5al5 |
17213178131 ATM1 10 3-5615 101176127 VLAN 101
104178127 vLAN 101 17213176131 ATM1 /D 3-5al5 |
172.16.49 £ Serial0n.4 172.16.49 §:POS0A
192.168.0.251: Serial0n.2 | 192.168.0.251: Serialn/D 2
172.16.49 £ Serial0n.1 17216 49 : Serialn/0.1
10.2.176.127 Serigl0n. 1 10.2478.127:SerialnD.1 -
20 40 60 50 100
Percent Utilization Percent Utilization

Things to notice about these graphs:

* The interfaces exceeding a utilization threshold of 80% are shown in red and those exceeding a
utilization threshold of 60% (but less than 80%) are shown in yellow. These graphs provide more
information because you can see that the utilization for the top out interface is approaching 100%,
which is indicative of a problem in outbound traffic. You'd likely want to immediately learn more
about the traffic for this interface by clicking on it.

* You can also see that three other top interfaces in your enterprise are above 60% utilization for out-
bound traffic. This utilization level could impact performance of your applications and so you'd
want to investigate these interfaces as well.

* You can see the reporting timeframe directly below the title of each graph.

= If you hold your mouse over an interface in the graph, ReporterAnalyzer displays more
information about the interface such as the router, the utilization level, and the speed.

* You can click an interface in the graph to immediately see a historical report for that interface. To
learn more about the data available in a historical report, see “Using Historical Reports” on
page 22.
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Top PROTOCOLS AND HOSTS

The bottom portion of the overview shows the protocols and hosts in your enterprise that are most
heavily utilized:

ttp ?ﬂ dhep-455-834 =UD
g Internal Web Server |

Woice 4 dhep-056-323 4

nethios-ssn 4 ERP Server 4

ttp-ciata sl

pop3 4 Siehel Server 5J

hitps 4 dhcp-645-347 4

oracle 4 dns 4

ths-Lpnp - dhcp-4350-34 4

Wb 101141404

1) 20 40 B0 1) 5 10 1% 20
Gigabytes Gigabytes

Things to notice about these graphs:

= These graphs display the protocols and hosts that are transferring the most data in your enterprise
and they also show how many bytes of data that each one is transferring.

* You can see the reporting timeframe directly below the title of each graph.

= If you hold your mouse over a protocol or host in the graph, ReporterAnalyzer displays more
information about the protocol or host such as the number of bytes to and from a host.

* You can click an individual protocol to immediately see a more detailed summary report for that
protocol, including the top interfaces and hosts for that protocol.

* You can click an individual host to immediately see a more detailed summary report for that host,
including the top interfaces and protocols for that host.
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ANALYZING DATA FOR AN INTERFACE

The ReporterAnalyzer product allows you to immediately view interface-specific data from various
locations in the console. For example, if you login to the ReporterAnalyzer console and notice a
problematic interface in the Enterprise Overview, you can click that interface to see a historical report
for it. You can also select an interface from the Interface Index.

To Select an Interface from the Index
1. You can access the Interface Index using one of the following methods:
* When you first login to the ReporterAnalyzer console, select Historical Reports or Real Time
Reports from the Reports menu.
= While viewing a historical report for a specific interface, select Historical Reports from the
Reports menu.
= While viewing a real-time report for a specific interface, select Real Time Reports from the
Reports menu.

= While viewing a historical or real-time report, click the interface at the top of the report to select
a different interface as shown in following image.

Historical Reports
Interface = Phoenix (10.5.0.23):Linked to SWLEN003 Port 5/7-o0ld(3839) <—

Diata | Protocol Summary % | Presertation | Pie Chart | Measurement | ¥olume % | Show Cther | Yes %

2. In the Interface Index, use one of the following methods:

e (lick the blue arrow to the left of the router or click the router name that includes the interface
you want and then select the interface from the list.

= C(lick Expand All to show all interfaces for each router and then select the interface from the list.

* Perform a Quick Search by selecting one of the displayed letters, click the blue arrow to the left
of the router that includes the interface you want, and then select the interface from the list.

* C(lick Advanced Search, enter the search criteria to find the interface you want, and then select
the interface.

Interface Index

Select an Interface - Expand and collapse the interface lists by clicking on the blue arrovs to the left of a router or probe name. Click on an interface link to
caontinue

Quick Search: ALL1 ADFHMNP S Advanced Search
Expand All Contract All

b105020 & Interfaces
105029 6 Interfaces

3 Agoregations 2 Interfaces

3. When you select an interface, the ReporterAnalyzer console displays a historical or real-time
report for that interface, depending on your current location in the console. See “Using Historical
Reports” on page 22 and “Using Real-Time Reports” on page 42 for more information.
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USING HISTORICAL REPORTS

When you select an interface for a historical report or you select an interface from the Enterprise
Overview, ReporterAnalyzer initially displays Protocol Summary data for that interface. The other
data available is described in the following table. To learn more about the presentation options for
historical reports, see “Using Charts and Graphs” on page 26.

Data

Description

Protocol Summary

ToS Summary

Flows

Utilization

Combo

Provides information about the protocols that are generating the most traffic for the selected
interface. You can choose how the data is presented: pie chart, summary table, trend plot,
stacked trend plot, and growth table. You can also establish the duration for the reported
data and apply any time filters that are available. The presentation that you select
determines the other configurable options available. For example, if you choose a trend plot
for the presentation, you can choose rate, volume, or utilization for the measurement. If you
choose pie chart for the presentation, you can choose to show data for protocols other than
the top ten by setting the Show Other drop-down to Yes. If so, the data for the other
protocols is displayed collectively with a label of Other. Most of the presentations include
information about the hosts and conversations generating the reported traffic.

Provides information about the service types (ToS values) that are generating the most
traffic for the selected interface. You can choose how the data is presented: pie chart,
summary table, trend plot, and stacked trend plot. You can also establish the duration for
the reported data and apply any time filters that are available. The presentation that you
select determines the other configurable options available. For example, if you choose a
trend plot for the presentation, you can choose rate, volume, or utilization for the
measurement. If you choose pie chart for the presentation, you can choose to show data for
protocols other than the top ten by setting the Show Other drop-down to Yes. If so, the data
for the other protocols is displayed collectively with a label of Other. Most of the
presentations include information about the protocols, hosts, and conversations generating
the reported traffic.

Provides information about the flows for the selected interface in a trend plot. This enables
you to see patterns or anomalies. You can select the measurement used for the reported
data: volume or rate. You can also establish the duration for the reported data.

Provides a calendar chart that shows utilization levels for the interface for the month that
you select. You can choose to show the utilization for the in, out, or total traffic for the
interface. You can also apply any time filters that are available.

Provides a combination of the Protocol Summary and Flows data described above. You can
select the measurement used for the reported data: volume or rate. You can also establish
the duration for the reported data, apply any time filters that are available, as well as
optionally display data for protocols other than the top ten protocols. If you choose to show
data for protocols other than the top ten by setting the Show Other drop-down to Yes, the
data for the other protocols is displayed collectively with a label of Other.

Note: Administrators and Power Users can define time filters using options in the Administration
menu in the ReporterAnalyzer console. See “Configuration and Customization Options” on
page 15 for more information.
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UNDERSTANDING HOST, CONVERSATION, AND PROTOCOL DATA

When you choose to view a Protocol Summary for an interface, you can view information about the
hosts and conversations contributing to the reported traffic. Host and conversation information is also
available from a ToS Summary for an interface, plus ToS Summaries include protocol information to
show the protocols contributing to the ToS traffic displayed.

At the top of a Protocol Summary, there’s a list of the protocols for the interface that is sorted
alphabetically as shown in the following image. You can click H (host) or C (conversation) to get
detailed information about the hosts or conversations responsible for the protocol traffic.

Note: The IP, UDP, and TCP listings in the following image represent summations of the traffic for
those protocols.

) (9 sigrp (*ip.E3) ) (O ftp-cata (*iptop.20) ) (D http (*iptop E0) ) (3 hitps (*ip top.443)
Q) (3 icmp (*ipa) HECX ) (3 =mip (*iptop.25) ) (O =nmp (*ipudp 181

tep (@) () TCP102 (*iptop 1020 (@) (3 TCP-1041 (*iptcp 10413 () (3 TCP-1055 (*iptop 1055)
() () TCP-1083 (*iptop 1063) () (&) TCP-1087 (*jptcp 1057) () (3 TCP-1113 (*iptop 1113 () (3 TCP-1125 (*iptop.1125)
(@) () TCP-1132 (*iptop1132) (@) (3 TCP-1136 (*iptcp 1136) () (3 TCP-1158 (*iptop 1158) () () TCP-1162 (*iptop 1162)
() () TCP-1268 (*iptop 1 268) () (3 TCP-1353 (*iptcp 1353) () (9 TCP-1441 (*iptop 1441) () (3 TCP-1485 (*iptop 1485)

udp

At the top of a ToS Summary, there’s a list of the ToS traffic for the interface that is sorted
alphabetically as shown in the following image. You can click P (protocol), H (host), or C

(conversation) to get detailed information about the protocols, hosts, or conversations responsible for
the ToS traffic.

Displaying 3 of 3 TOS Levels Showy | Top 24 %

(PRHEC RIS (PR HEC BT (PRHEC RN

The same is true when viewing pie charts in a Protocol or ToS Summary like the following;:

Daily Bytes In
Click for host ™ Click for
information W Voice (- ip.udp 53003) tl{j ® 1aomtes  marn  CONVErsation
W rethios-ssn (tpton139) 00 tauisMatss  821%  information
W st (*ip top 25) 00 T7AMbytes  443%
W Hitp (%I top 80 00 4818 Mbytes  282%
W snmp (¢ fpudp 161 00 1286 Mbytes  0.74%
W 0083 (* Iptep 0] 00 5SiMovtes  034%
W Fitos (* iptop 443) 00 44aMovtes  026%
W TCP154 (Uptep 1154) 00 268Movtes  015%
sicp (* 1p.68) 00 137 Movtes  0.08%
W TCP-3868 (*Iptop 3668) 00 124 Movtes  007%
Cther 2404 Mbytes  1.38%

Tolels (Gbyles) 174 P 1.74(100.00%) TP 1.72(98.78%)  LDP: 0.02 (1.08%)
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When you click H for the top protocol in the Daily Bytes In chart above, you get detailed information
about the hosts contributing to that inbound traffic like the following:

Daily Bytes To

256 Kh

W 172131040 T84.43 Mbytes 54.09%
W 1721310100 B36.21 Mbytes 4387%
W 1721320023 12.99 Mbvtes 0.90%
W 172132073 £.90 Mbytes 0.48%
W 1721320002 418 Mbytes 0.29%
W 1721320011 §93.36 Kytes 0.06%
W 1721320251 74324 Khytes 0.05%
W 172132092 72925 Khytes 0.05%

172432016 450.90 Kbytes 0.03%
W 172132074 390.8% Khytes 0.03%

Cther 2,46 Mbytes 017%

Total 1.4 Ghytes

Daily Bytes From

W 172132073 481 68 Mbytes 33M%
W 1721320423 38971 Mytes 2667%
W 1724320402 262,76 Mbytes 18.12%
W 1721320011 53,28 Mbvtes 3E7%
W 1721320281 46 BE Mbvies 322%
W 172132092 44 B7 Mbvies 3.08%
W 1721320118 2576 Mbvies 1.78%
W 172131040 19.94 Mbvies 1.37%

172432074 19.10 Mirytes 1.32%
W 1721320012 16.24 Mbvies 112%

Cther 90.53 Mirytes B.24%

Total 1.4 Ghytes

Having detailed host information means that you can pinpoint the sources of the traffic and quickly

determine whether this traffic is normal. For example, if you notice an end user system listed in a case
where you'd expect to see only enterprise servers, you would investigate further. If the traffic you see
is causing a problem, knowing the hosts responsible means that you can quickly resolve the problem,

if necessary. In the preceding example, you can see a significant amount of traffic coming from two
particular hosts.

When you click the conversation link (C) for the top protocol in the same Daily Bytes In chart, you get
detailed information about the conversations contributing to that inbound traffic:

Daily Bytes Total
I

W 1721310100 - 172132073 455.595 Mbytes 33.69%
W 1724310101 - 1721320123 402.70 Mbytes 7T
W 1721310101 - 1721320102 266.94 Mbytes 18.41%
W 1721310101 - 1721320411 9413 Mbytes 373%
W 1724310100 - 1721320251 47 41 Mbytes 327%
W 1721310100 - 172132082 4539 Mbytes 313%
W 1721310101 - 1721320116 26.22 Mbytes 181%
W 1721310101 - 172132074 19.49 Mbytes 1.34%

1721310100 -17213.20112 16.35 Mbytes 1.14%
W 1724310100 - 172132077 11.85 Mbytes 0.52%

Cther 70497 Mbytes 4.59%

Total: 1.45 Ghytes

You can see that the majority of this traffic is due to three conversations. Do these conversations
represent normal VoIP activity for this environment? The bandwidth being used is significant and a
great deal to lose to unsanctioned traffic.
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OPTIONS FOR VIEWING HOST, CONVERSATION, AND PROTOCOL DATA

The ReporterAnalyzer console allows you to choose the presentation for the host, conversation, and
protocol data. Your choices include pie chart, trend plot, or summary table. The pie charts are
illustrated in the examples in the preceding section. To learn more about trend plots, see “Trend Plots”
on page 28. To learn more about summary tables, see “Summary Tables” on page 26.

Your choice of presentation for the host, conversation, and protocol data determines the other
configurable options available. For example, if you choose a trend plot for the presentation, you can
choose rate, volume, or utilization for the measurement. If you choose pie chart for the presentation,
you can choose to show data for protocols, hosts, and conversations other than the top ten by setting
the Show Other drop-down to Yes. If so, the data for the other protocols, hosts, and conversations is
displayed collectively with a label of Other.

Note: When viewing charts in a Protocol or ToS Summary, the data shown for bytes in and bytes out
is relative to interfaces. If you choose to view host information, the data shown for bytes to
and bytes from is relative to the displayed hosts. If you choose to view conversation
information, the ReporterAnalyzer console displays daily byte totals between hosts.
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USING CHARTS AND GRAPHS

When you're viewing information about a specific interface, host, conversation, or protocol there are
several types of presentations available for the reported data such as charts, graphs, and tables. This
section illustrates the presentation options and describes situations in which each can be valuable.

PIE CHARTS AND STACKED TREND PLOTS

The pie charts and stacked trend plots available from the Protocol and ToS Summaries are excellent
tools for quickly establishing the types of applications that are using the most bandwidth for a
particular interface. Pie chart is also a presentation option for the host, conversation, and protocol
data described on page 23. Examples of pie charts are shown in “Understanding Host, Conversation,
and Protocol Data” on page 23.

The following is an example of a stacked trend plot. The key on the right lists the protocols
represented in the graph so that you can see the amount of data that each is transferring. Notice the
spike of inbound Web traffic that occurs from about midnight to 6:00 a.m. Since the duration for this
report is Daily, you might want to extend the duration to Monthly to determine if this is a one-time
occurrence or if this spike occurs on the same days each week.

[Stacked Protocol Trend In

Wb
W fttp

W sritp

W tip-data
W nethios-ssn
W ms-upnp
W pop3

W oracle
voice
 fitps

B W UDP-3338
5505 SMS0S 52505 5RSMS  SESMS 52505 S2BMS  SB0S  SRAINS SR
845 1145 1445 1745 2045 2345 245 545 g45 | Cther

4 93 samples at 15 min resolution

Gigabytes
MW

SUMMARY TABLES

If you want Protocol or ToS Summary data that can be easily sorted and saved to CSV format for use
in MicroSoft Excel, the Summary Table is a good presentation option. Summary table is also a
presentation option for the host, conversation, and protocol data described on page 23. As you can
see in the following example, the ReporterAnalyzer console lists the protocols from the highest
average utilization rate to the lowest. To change the measurements included in the table or the order
in which those measurements are listed in the table, click Measurements. You can change the sort
order for each column by clicking on the column name. To save the information in the table to a CSV
file, click CSV.

Summary Table MEASUREMENTS CSV

G GWT 100 Kbps /100 Khps
Protocol il Rate In (bps) il Rate Out (bps) Avg Rate In (bps) Avg Rate Owt (bps) Avg Rate Total (bps) 7

in 2600K 11 60K 25096 K 1158K 3T 54K
top (4p £) 1733K 266,67 130K 266.22 1TETK
icmp (%ip13 600K 800K 599K 799K 1398 K
36 +.p 36) 267K 333K 266K 333K 599K

TCP-3511 (*iptcp 3511) 133K .00 133K .00 133K
TCP-3510 (Mipdcp 35100 133K o0.oo 133K o0.oo 133K
TCP-3509 (*ip top 3509) 133K 000 133K 000 133K
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GROWTH TABLES

Another type of presentation available from the Protocol and ToS Summaries is the Growth Table. You
can use the data presented to help identify applications that are consuming more and more
bandwidth over time and, in turn, determine whether the growth might ultimately require additional
capacity. You can choose to display data from the last six weeks or the last six months and apply any
available time filters. Additionally, you can pick the units to display (for example, bits per second) and
whether to include inbound, outbound, or all traffic.

The following example shows the last six weeks of growth starting from May 22, 2005:

Click to
Protocol April 17, 2005 April 24, 2005 May 1, 2005 May 3, 2005 May 15, 2005 May 22, zuo Growth switch to
all 20378 Khps 201268 Kbps 21131 Kbhps 23033 Kbps 23165 Kbhps 34741 Kbps 1161% ascending
i 000bps 4964 Kops 9258Kbps 7221 Kbps  7O85kKbps 4268 Kbps  537% der
top (*inB) 000bps 3994 Kbps B178Khps G481 Khps  75.33Wbps 3P4 Kbps  -291% or
“Woice (*ip.udp B3003) 0.00 bps 131 Kbps  200Kbps  5.83 Khps 5.37 Khps 11.41 Kbps 179.46%
amtp (*ip top 25) 0.00 bps 541 Kbps  2005Kbps 2187 Kbps 1886 Kbps S50 Kbps  -1.84%
uclp (*ip.17) 0.00 bps 1506 Kbps 4528Khps 37.05kKbps 3989 Khps 530 Khps -1655%
nethios-ssn (*iptop.139) 0.00 bps TO3Kbps 98T Khps 1997 Kbps 4312 Kbps 411 Kbps 39.00%
ms-dns (*ipicp.d4s) 0.00 bps 390Kbps 11.24Kbps  G695Kbps 1131 Kbps 383 Kbps  211%
pop3 (Miptcp 1100 0.00 bps 291 Kbps  410Kbps 767 Kbps 7 .86 Kbps 334 Kbps 1583%
Hittp (* ip tep B0) 0.00 bps 273Kops  GO3Kbps 1525Kbps 1458 Kops 230 Kops 24 93%
hp-pdi-datastr (*.iptcp 8100) 0.00 bps 0.00 bps 0.00 bps 0.00 bps 0.00 bps 206 Kbps  0.00%
nethics-cm (*.ip.udp 138) 0.00 bps T Kbps 2551 Khps 1724 Kbps 1459 Kbps 1. 73 Kbps -30.49%
NFS (% ip top 1026) 0.00 bps 296 Kops 1 7BKbps  725Kbps  B.00 Kbps 116 Kops  11.59%
dns (*ip.udp.53) 0.00 bps 161 Kbps 411 Kbps 382 Khps 3.55 Khps 787.09bps -1357%
snmp (ip udp 161) 0.00 bps 142Kbps  S36Kbps 563 Kbps 616 Kbps 70030 bps  -4.56%
TCP-32994 (% jp tcp 32994) 0.00 bps 000bps  O000bps  000bps 0.00 bps G0G.3Ghps  000%
hitps (*iptcp.443) 0.00 bps 123Khps 187 Kbps  4.53Khps 4.87 Khps 58945 bps  13.4M1%
fp-dlata (% ip top 20) 0.00 bps 351 Kops  905Kbps 210BKhps 14827 bps 50146 bps -4251%
icmp (*ip.1) 0.00 bps §42.52bps 383kKbps 223 Kbps 4.83 Khps 477.39bps  3I2T%
TCP-32997 (*.iptcp 32997) 0.00 bps 0.00 bps 0.00 bpz 0.00 bps 0.00 bps 305.86bps  0.00%
UDP-49608 (* jp.udp.49608) 0.00 bps 331 Kops 29593bps 441 Kbps  903Kbps  37B09bps  BESH
yahoo!_voice (* ip.udp 5000) 0.00 bps 50139 bps S45kbps  6.05 Khps 3.95 Kbps 36573 bps -35.36%
e (* i top BOE0) 000bps  54570bps 557 Kbps  407Kbps  B93Kbps 34107 bps  1743%
TCP-1411 (*iptcp 1411 0.00 bps 6.46 bps 0.00 bps 0.00 bps 0.00 bps 340.88 bps 95287%
kerberos (* ipoucdp 58] 0.00 bps 496.51 bps 358 Kbps  TTATOhps 2.26 Kbps 31411 bps -34.04%

By default, the table is sorted by total rate of the most recent week. You can sort according to any
column by clicking the column heading. For example, to change the table so that it sorts according to
the overall growth, click the Growth column heading. You can also change from descending to
ascending order by clicking the triangle to the upper right of the column heading that is currently
selected.
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TREND PLOTS

Trend plot is an available presentation for the Protocol and ToS Summaries and a trend plot is also
presented when you choose to view Flow data for an interface. Additionally, you can choose to view
the host, conversation, and protocol data (described on page 23) in a trend plot.

When you choose the trend plot presentation for a Protocol Summary, the ReporterAnalyzer console
initially displays a trend plot for each of the top protocols highlighted in yellow as shown in the
following image. The trend plots displayed depend on the selected duration: eight hour, daily,
weekly, monthly, or yearly. If you choose the daily duration option and you want to see the daily
trend plot for a particular protocol, click the blue arrow next to the protocol you want. For example, if
you click the blue arrow next to the http protocol in the following list:

Dizplaying 17 of 17 Protocols Show
(HECRY AR Q) @[ ttn (*ptop 80) §) @ Tricmp ip1) HECR 43

Thtcp O @ W TCP-3500 (*iptcp.3500) (@) (@ I TCP-3501 (*iptep3501) () @ P TCP-3502 (*ip top.3502)
O @ § TCP-3503 (*iptcp.3503) l.J ® I} TCP-3504 (*iptop 3504) (D) (@ IF TCP-3505 (*iptcp.3505) () (B 4F TCP-3506 (*ip top.3506)
l.J @® P TCP-3507 (*iptcp.3507) () @ P TCP-3508 (*iptcp.3508) () @ P TCP-3509 (*iptcp.3509) (1) @ P TCP-3510 (*iptcp.3510)

@ $F TCP-3511 (*iptop.asity

The ReporterAnalyzer console displays the daily trend plot for the http protocol as shown in the
following image. In the upper right corner of the header, you can click Periods to see eight hour,
daily, weekly, monthly, and yearly trend plots for the http protocol in a single page, click H or C to see
host or conversation information for this protocol, click CSV to save the displayed info to a
spreadsheet, or click the up arrow to return the protocol listing shown in the preceding image.

Dally http (*.ip.tep 80) Periods i) @ csv &

100 Mbps /100 Mhps

7 szanples at 15n resolution
2.00 Avg Rate In
1.50 Avg Rate Dut
© <
£ 1.0
¥ |
050
000
19:15 22:15 01:15 04:15 07:15 10:15 13:15 16:15  19:15GHMT
Sul5. A7 HOS.05

Another way to see eight hour, daily, weekly, and monthly trend plots for a protocol in a single page
is to click the protocol name in the following image. For example, if you choose the http protocol from
the following list:

Dizplaying 17 of 17 Protocols Show
(HECRY AR ) @ Frttn *ip top 80) §) @ Tricmp ip1) HECR 43

Thtcp O @ ¥ TCP-3500 (*ipicp.3500) () (@ I TCP-3501 (*iptep3501) () @ P TCP-3502 (*ip top.3502)

O @ § TCP-3503 (*iptcp.3503) l}j ® I} TCP-3504 (*iptop 3504) (D) (@ IF TCP-3505 (*iptcp.3505) () (B 4F TCP-3506 (*ip top.3506)

@® P TCP-3507 (*iptcp.3507) () @ P TCP-3508 (*iptcp.3508) () @ P TCP-3509 (*iptcp.3509) (1) @ P TCP-3510 (*iptcp.3510)

Q
@ @ §TCP-3511 (tiptop.asit)
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ReporterAnalyzer displays, by default, eight-hour, daily, weekly, and monthly trend plots for the http
protocol. You can choose to display other timeframes such as yearly by using the checkboxes at the
top of the page and clicking Update. For example, if you want to see daily and weekly trend plots,
select only those checkboxes and click Update:

Historical Reports

Interface ":{Chicago {10.5.0.25)zbackup internet link to BREBDOO1 ATM4/0.-old{3816)
Protocal hitp (*ip top) [Clear]

Cleight-Hour  [#lDsity  [Flweekly [TMorthly [Jivearly | Undate | r Fmer

The trend plots displayed enable you to see when traffic spikes and dips and to determine whether
those patterns are consistent with your expectations for the http protocol. You can also choose any
available time filters by using the drop-down menu that is available at the top of the page.

Csv

145 Mbps /155 Mhps

20.00 Avg Rate In
1500 Avg Rate Dut
g f
o 1000
T o0 /_’\/—F i ﬂ
. ¥
0.00 %Hﬁ?@«%.&%\

05:45  11:45  14:45 4745 20:45 23:45 0 02:45 0 05:45  05:45C0T
525 This. 26

Csv

145 Mbps /155 Mhps

85 sanples at 2h resolution
10.00 Avg Rate In

7 .50 /J\ m f '_/\ Avg Rate Dut
5.00’\ \ }J'l /l\ \ I
L j\// VOO AR

A e e e R s

0700 0don  Ol:pg 2200 49:00  46:00 4300 1000 0700 COT
ThiS 19 FiS-20  Sa0S.21 SuS22Z  HIS<23 TulS.24  HIS-25  ThoS.2é

Hbps
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CALENDAR CHARTS

When you choose to view Utilization data for an interface, ReporterAnalyzer displays a calendar
chart. You can choose whether to show inbound, outbound, or total traffic in the chart, choose the
month to display, and also apply any available time filters.

Excessive utilization of an interface is shown in red and low utilization is shown in green, with
varying degrees of each represented according to the corresponding legend:

Utilization Chart

Legend

0 - 10
10 - 20¥
20 - 0¥

30 - 0¥
40 - G0¥

50 - 80X
60 - TOX
O - B0¥

80 - 90¥
0 - 100%

Time of Day

-
—
1
L B T T = O N e e RV T e = Y A R e (= S
I T T BT T N - VR [ R = T = B e e o B o IR o BT R v SV o B N
e R R e e R e e e e . e R . e e e e e e e s e R e e e = (=
L N N N N O T O T T
EEEEEEEEEEEEEEEELEEEEEEEESEETEEEEE D
S C LT I &2 £ C LT 3 2 £ C LT DS 2D C LT S W
S 0S50 L L ®3 0SS0 L L w303 DL L M358 0L L w333
AMEFSFLOOE FEFLOOEF-FSIFLAOAREFR=SFLORE F

The calendar chart enables you to see if there’s an overall utilization problem with the interface, when
the problem started, and the time of day that the problem occurs. In the example chart above, you can
see that the utilization level for this interface is often at or above 70% which means that performance
of the applications on this link is likely degraded at those times. Calendar charts can also reveal
patterns from day to day and week to week so that you can determine whether a problem occurs at
the same time each day or week.

Note: You can also choose to view data for a particular protocol in a calendar chart. For example,
if you're viewing a Protocol Summary for an interface with a Pie Chart presentation and
you click one of the protocols listed, ReporterAnalyzer provides data for that protocol in a
trend plot as shown on page 28. You can choose to view the data for that protocol in a
calendar chart.
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SETTING UP CUSTOM REPORTS

ReporterAnalyzer enables you to create and run custom reports that can help answer technical and
business questions in your environment. With custom reports, you can answer questions like the
following:

= Which applications are most heavily utilized in our regional offices?
= What is the total volume of traffic for our global operations?

* Does our new data center have the capacity to handle additional servers?

This section describes how to use the available reporting options to get the information you need.

If you want to... Use this report type
See the total volume of traffic generated across particular interfaces. Interface

See which applications are being used by different business groups. Protocol

Determine the application distribution by type of service (ToS). ToS

Determine the application activity or usage levels for a server. Host

See the top conversations across interfaces or for a particular protocol. Conversation

REPORTING NETWORK UTILIZATION

An interface report enables you to select the interfaces to include so that you can report on network
traffic by:

* Location such as global, regional, country, state, and individual offices
* Business unit or department like Accounting, Marketing, and Sales

* Specific interface groups such as EMEA WAN, ATM interfaces, and Ethernet interfaces

REPORTING APPLICATION DISTRIBUTION

To create a report that focuses on the applications and protocols in use in your organization, choose
the protocol report type. You can generate protocol distribution reports to:

= Show the applications being used in each regional location
* Understand which applications are used the most
* Determine if there are applications that can be removed or de-prioritized

* Verify that there aren’t any rogue applications on the network
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REPORTING TOS DISTRIBUTION

To create a report that identifies the ToS categories for the prevalent applications in your
environment, choose the ToS report type. You can generate ToS custom reports to:

* Understand which ToS is most widely used in your environment

* Show the ToS categories in use in each regional location

REPORTING SERVER ACTIVITY

If you have a requirement to understand the amount of traffic sent to and from particular servers, you
can create a host custom report. You can generate host reports to:

e Verify that application servers are utilized properly
* Determine whether a server is vulnerable to any security risks

* Determine whether a specific data center can handle additional servers

CREATING A CUSTOM REPORT

Reporter Analyzer provides a wizard to step you through creation of a custom report. Using the
wizard, you select the specific items that you want to report on, establish the report type, specify the
reporting period, and establish the schedule for running the report.

When you create a custom report, you specify protocol, ToS, host, and conversation filters to use.
Valid filters and combinations of filters for custom reports are shown in the following table as well as
the summary report types available with these filters and combinations:

Valid Filters and Combinations Report Summary Types Available

No filters Interface, ToS, Protocol, Host, and Conversation
Protocol filters Interface, ToS, Protocol, Host, and Conversation
TosS filters Interface, ToS, Protocol, Host, and Conversation
Protocol and ToS filters Interface, ToS, and Protocol

Protocol and host filters Interface, Protocol, Host, and Conversation
Protocol and conversation filters Interface, Protocol, Host, and Conversation

ToS and conversation filters Interface, ToS, Host, and Conversation

ToS and host filters Interface, ToS, Host, and Conversation
Conversation filters Interface, ToS, Protocol, Host, and Conversation
Host filters Interface, ToS, Protocol, Host, and Conversation
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To Create a Custom Report
1. Select Custom Reports from the Reports menu.

Reports

Dperationspiicy Enterprise Overview

* Enterprise Overview

Tefiie Gl Interface Utilization

of reparting period

T Traffic 15

[utentacd Direction

I Houston (102176127 Serial0i 5 - 512 Kb Frame Relay - US Link to Ot

Troubleshootin: Singapore
Lea ime ks

" R i e O Mew York (172.16.48 8):SerislDin.4 - 512 Kh Frame Relay out
Security |:| Singapore (172131761310 ATMI D 5-aal5 layer - 256 Kb PYC Ot

|:| Houston (10.2.176.127:POS0A - DC-3 In

|:| London (101 476127 %LAN 101 - Finance Ot

|:| ey York (172.16.49 63 Serial 060 - T1 Link Ot

Top In Interfaces Top Out Interface

2. Click the New Report tab.
Click the radio button next to Create a new custom report and then click Next.
4. Select the interfaces that you want to include in this report and then click Next.
For example, if you want to include a specific interface group in this report:
= C(Click the Add Interface Group Filter tab
* Select the checkbox next to the group you want
* C(lick the blue arrow to scroll to the bottom of the Interface Group Index and then click Submit.

Interface Group Index

Select Interface Groups - Click the checkbox to the left of the desired interface groups and then click submit at the bottom of the page.

Hame Description @

[ s interfaces All Interfaces
—B [ atiarts
[ am-interfaces All ATM interfaces

5. Select the protocols or ToS values to include.
See “Creating a Custom Report” on page 32 for valid combinations of available filters.
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For example, if you wanted to include all protocols except for the Email group you would:

= C(Click the Add Protocol Group Filter tab

* Select All Protocols and select Email by checking the boxes next to those groups

* C(lick the blue arrow to scroll to the bottom of the Protocol Group Index and then click Submit

Protocol Group Index

Select Protocol Groups - Check the boxes ta the left of the protacal groups you want ta select then hit submit.

Hame

——P [ aliprotocols

D asp Protocals
D atp Protocols
D bridge Protocaols

D cizco-znap Protocaols

D drp Pratocols

—P [ e

Description

&l Protocols 3
All asp Protocols

Al stp Protocols

All bridge Protocols

All cizco-znap Protocols

Al drp Protocols

Email El

* In the Inclusion column, set the drop-down menu for the Email group to Exclude like so:

Specify Filters

Include or exclude Protocaol, ToS, Host/Conversation fitkers or fitter groups.

Add Protocol Filter | Add Protocol Group Filter | Add ToS Filter

«5 Inclusion Type Hame
[0 |include  » Pratocal Group Al Protocols
[0 |Exclude » Protacol Group EmaIL

Add ToS Group Filter | Add Host Filter | Add Conversation Filter
Description

All Pratocols

Email

You can include ToS values or groups in the same manner. For example, if you wanted to include

specific ToS values you would:
* Click the Add ToS Filter tab

* C(Click the checkbox next to each ToS value that you want to include

* (Click Save

Note: After you specify filters, you can remove them by clicking the checkbox next to the filter
you want and then clicking the remove icon at the top of the list as shown in the following

image.

Specify Filters

Include or exclude Protocaol, ToS, Host/Conversation fitkers or fitter groups.

Add Protocol Filter | Add Protocol Group Filter | Add ToS Filter | Add To5 Group Filter | Add Host Filter | Add Conversation Filter |

Click to remove

»vﬁ' lusi Type

[0 |include  » Protacol Group

[0 |Exclude »

—P

Protocaol Group

Click to select Include Host

Hame Description
All Pratocols All Pratocols
ERAIL Email

192.1658.1 1032
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9.

Add host or conversation filters to limit the data analyzed to specific hosts or conversations, but

not both. (See “Creating a Custom Report” on page 32 for valid combinations of available filters.)

= If you choose the Add Host Filter tab, you must specify the host/network IP and a mask. For
example, 192.168.1.0 with a mask of 255.255.255.0 specifies all hosts on the class C network
192.168.1.0.

= If you choose the Add Conversation Filter tab, you must specify host/network IPs and a mask
for the conversation pair.

Select the type of report by clicking the checkbox next to the type or types you want.

= “Setting Up Custom Reports” on page 31 explains which type of report to use to get the results
you want.

* “Creating a Custom Report” on page 32 explains the report types that are available based on the
filters that you specify in the preceding steps.

If you have chosen a Host or Conversation report in the preceding step, you can choose to

aggregate the report results by subnet. Click the checkbox next to Roll up data using this mask and

select a mask from the drop-down menu.

Click Next.

10. Establish the reporting period as follows:

Field Description

Period Use this field to specify the time period from which the report will analyze collected data. Click

the drop-down menu to choose the option you want. The default is to specify the duration in
days, weeks, months, or years, but you also have the option to establish a specific start date
and end date. To specify dates, use the calendar and drop-down menus to pick the dates you
want.

Resolution Use this field to specify the granularity at which ReporterAnalyzer collects data. The default

and recommended resolution varies depending on the reporting period that you establish. For
example, if you specify a duration of one month for the period, the default resolution is 8 hours
and if you specify a duration of one day, the default resolution is 15 minutes.

Time Filter Use the drop-down menu to select an available time filter. Time filters can be created by the

ReporterAnalyzer administrator so that only data from certain timeframes is gathered. For
example, an administrator might establish a time filter for Monday through Friday from 8:00
a.m. to 5:00 p.m. See the ReporterAnalyzer Administration Guide for more information.
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11. If you want your report to run on a recurring basis, click the checkbox next to Schedule and
choose monthly or weekly from the drop-down menu and then provide details as follows:

Choice Action
Weekly Click the checkbox next to the day or days of the week on which you want the report to run.
Monthly Click the radio button next to the option that works best for the report that you’re creating. For

example, if you want to analyze network traffic during monthly backups and those backups occur
the last Sunday of each month, click the first radio button, select Last from the drop-down menu,
and then select Sunday from the next drop-down menu. If you want to run the report on a
specific day of each month, click the second radio button and use the drop-down menu to pick
the day of the month, for example, you'd pick 15 to run the report on the 15th of each month.

12. You can optionally enter email addresses if you want to send the report results to specific
individuals. Enter addresses in the format <name>@<domain>. To send to more than one recipient,
separate the addresses with a comma or semicolon.

13. Click Next.

14. Designate a folder in which to store the report, assign a name to the report, and optionally provide
a description.

15. Choose the roles of the users that should have permission to view the report results and click
Next.

16. Review the Report Definition Summary. You can click:
* The Back button to change settings
* Save to save the report and run it as scheduled in the report definition

* Save and Run to save the report and immediately run it

To View a Completed Custom Report
1. Select Custom Reports from the Reports menu.
2. Click the folder in which the report is stored.

3. Click the report name that you want to view:

Custom Reports

[ New Report | New Folder | Refresh |

[ Baseline Reports (5) Metwork Enginesring (=g
[ security Reports (1) Security Group (=g
E=r Traffic Analysis Reports (7) Operations Group (=g
Hame # Description Status  Status Message s
= 17211.0016==1721400M16 F ‘What iz the subnet to subnet traffic for a single Complete Completed 2005-09-12 1515 D
application (FTP)? coT
= 172.11.135.144 Al Protocols ‘What are all the protocols for & single host Complete Completed 2005-09-12 15:21 D
(172.11.138.144)7 COT
= 172.11.155.174 FTP Mewr *ork Link ‘What iz the FTP traffic for a specific host on the Mew  Complete Completed 2005-09-12 1515 D
“ork Link? COoT
—» = Custom App (TCP1183,1358,1642,2300)  What is the impact of & custom application on the San - Complete Completed 2005-09-12 1515 D
San Fran Francizco link? CDT
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4. ReporterAnalyzer displays the report results:

Summary Distribution Chart for 'Custom App (TCP:1189,1358,1642,2300)San Fran’ 5 Print

=] E-Mail Page
Custom App (TCP:1189,1358,1642,2300)5an Fran - YWhat is the impact of & custom application on the
San Francizco link?

Period 2005-04-26 00:00 COT to 2005-03-26 00:00 CDT

Report Type Presentation | Summary Chart %

Custom Report

Custom App (TCP:1189,1358,1642,2300)San Fran - What is the impact of a custom application on €SV
the San Francisco link?

14.40 ME Total

TCP-1642 (*.ip.tcp.l642)
TCP-2300 (k.ip.top. 23000
TCP-1355 (*.ip.tcp.13558)
TCP-1189 (*.ip.tcp.1189)

.66 Mbytes  53.18%
2 Moytes  18.91%
3 Moutes  14.46%
.94 Mbytes  13.45%

5. You can use the drop-down menu for Presentation to choose a different way to view the data, such
as a Trend Plot.

ReporterAnalyzer User Guide 37





Analyzing Network Traffic

USING FLOW FORENSICS

Flow Forensics are unique because they allow you to report on 100% of all NetFlow/IPFIX data
collected in your environment for up to four hours. This means you can analyze every protocol, host,
and conversation on your network versus the most active ones that ReporterAnalyzer ordinarily
captures. (For details about the historical and real-time data ReporterAnalyzer collects, see the
ReporterAnalyzer Administration Guide.)

There are two categories of reports within Flow Forensics: Security and Traffic Analysis. This section
discusses the traffic analysis reports. To learn more about the security reports, see Chapter 4,
“Analyzing and Reinforcing Security” on page 51.

The traffic analysis reports available from Flow Forensics provide a comprehensive analysis of all
traffic for the following;:

= The protocols that are active for a specified host or hosts.
= All protocols that are active on the network.
* All hosts that are accessing a specified host or hosts.

* The volume of traffic to or from a specified host or hosts.

To Create a Flow Forensics Traffic Analysis Report
1. Select Flow Forensics from the Reports menu.

Reports
pperationsiviey) Enterprise Overview
* Enterprise Overview
Tefiie Gl Interface Utilization
of reparting period
T
Interface '_I'raf'f_ic &
Direction
. I Houston (10.2.176.127): Serialli0.5 - 512 Kb Frame Relay - US Link to Ot
Troubleshooting Singapore
Lea ne ks
" Rt e = [  Mew vork (172.16.49.6):Serialli.4 - 512 Kb Frame Relay ot
Security |:| Singapore (172131761310 ATMI D 5-aal5 layer - 256 Kb PYC Ot
|:| Houston (10.2.176.127:POS0A - DC-3 In
|:| London (101 476127 %LAN 101 - Finance Ot
|:| ey York (172.16.49 63 Serial 060 - T1 Link Ot
Top In Interfaces Top Out Interface

2. Click the New Report tab.
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3. Click the Traffic Analysis report you want.
In this example, the chosen report is Host Access.
Traffic Analysis Reports
O Server Protocols - YWhat protocols are active on the specified host(s)7
Example: Show me all protocols in use on an SMTP server.
O Hetwork Protocols - YWhich protocols are active on the netwark?
Example: Show me the traffic wolume for all of my enterprize network applications.
—» O Host Access -Who is accessing the specified host?
Example: Showe me any hosts that are communicating with my proxy servers.
O Server Yolume -Yhat is the total volume of traffic toffrom a specified host?
Example: Show me the traffic volume for each of my DNS servers
4. Provide information in the Flow Forensics Wizard as follows:

Field Description

Folder Use the drop-down menu to select the folder in which you want to store your new report. You
can create new folders from the Flow Forensics main page. The default folder for new reports
is the Flow Forensics folder.

Name Assign a name to this report like Exchange Server Access Report. The name is limited to 45
characters.

Description Enter a description for your report. A description is optional and is limited to 80 characters.

Duration Use this field to specify the duration of the report. The duration can be from 15 minutes to 4
hours.

Interfaces Select the interfaces or interface groups you'd like to include in the report. By default, this
report includes all interfaces, but you can click All Interfaces and then select the specific
interfaces you want. To select interface groups, click the radio button and then click Select
Interface Groups.

Protocol Select the protocols you'd like to include in the report. By default, this report includes all
protocols, but you can click All Protocols and then select the specific protocols you want. If
you prefer to establish port ranges, click the radio button, select either TCP or UDP from the
drop-down menu, and enter the values to establish the range you want.

Server Identify the server or servers for which you want to create the report. For example, if you want

to determine the hosts that are accessing your Microsoft Exchange Server, enter the IP
address for that server. Click Add Server and enter the IP address in the field that displays.
Click Okay when you're finished. Repeat this process until you have entered the addresses
for all the servers you want to analyze.
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Field Description

Threshold If you want to establish a threshold, pick the count or rate you want from the drop-down menu
and provide the required information. For example, if you choose Flow rate, indicate the
direction of the traffic you want to monitor and enter the number of flows per second that must
be exceeded to activate reporting.

Authorized Click Additional Authorized Roles to select the roles of the users that should have
Roles permission to view the results of this report.

5. Click Save if you want to run the report at a later time. Click Save and Queue if you want the

report to be queued to run immediately.

To run reports that you save, go to the folder where you stored the report, click the Defined status
and change it to Queued.

To View a Completed Flow Forensics Report

1.

Select Flow Forensics from the Reports menu.

2. Click the folder in which the report is stored.
3. Click the report you want to view.
ReporterAnalyzer displays the report results:
Testing Host Acces
2006-05-02 7:00 COT to 2006-05-02 13:51:00 COT
& i1 a5 a5 a5 a5 a5 a5 a5 a5 a5
10404040 135.00 270.00 405.00 27000 K 270 287w 270K 2700K 2970k
10404020 135.00 135.00 270.00 122G 115G 236G 4050 K 5400 K 9450 K
10101030 405.00 135.00 240.00 10 5.05 b 1416 M SA0K 1350 K 21 B0K
10101040 135.00 135.00 270.00 338 M 2700 5.05 b 4050 K 5400 K 9450 K
10301040 0.00 149K 149K 0.00 14.85 M 14.85 M 0.00 14550 K 14550 K
40
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CHAPTER 3 Troubleshooting Network
Issues with ReporterAnalyzer

OVERVIEW

The ReporterAnalyzer product allows you to troubleshoot problems as they occur and it also provides
the ability to proactively identify issues before users in your environment are adversely affected.

The troubleshooting capabilities of ReporterAnalyzer are not limited to the features discussed in this
chapter. You can use the Enterprise Overview and the Historical reports discussed in Chapter 2 to
identify issues and help resolve them. The tools within the ReporterAnalyzer console are extremely
flexible and you can use them in various ways to streamline your network operations. See Chapter 5,
“Customer Case Studies” on page 57 for more information about how customers use the
ReporterAnalyzer console’s features in their environments.

This chapter covers the following topics:

Topic Page
Using Real-Time Reports 42
Setting Up Analyses 45
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USING REAL-TIME REPORTS

Real-time reports are ideal for troubleshooting because they enable you to see data from the last hour
in one-minute granularity. If you suspect that a particular interface is suffering from a very recent
issue due to complaints from users or an indication in the Enterprise Overview, you can examine real-
time data to determine exactly what’s going on.

Note: If you're already viewing a historical report for an interface, you can select Real Time
Reports from the Reports menu to access a Real-Time report for that same interface.

To Access and Analyze a Real-Time Report
1. Select Real Time Reports from the Reports menu.

Reports
Dperationspiicy Enterprise Overview
* Enterprise Overview
Tefiie Gl Interface Utilization
Lttilizatio 0.0 io 0.0 if reporting period
Interface '_I'raf'f_ic
Direction
. I Houston (10.2.176.127): Serialli0.5 - 512 Kb Frame Relay - US Link to Ot
Troubleshootin: Singapore
= |:| Mewy York (172.16.49 67 Serialli0.4 - 512 Kh Frame Relay Ot
|:| Singapore (172131761310 ATMI D 5-aal5 layer - 256 Kb PYC Ot
|:| Houston (10.2.176.127:POS0A - DC-3 In
|:| London (101 476127 %LAN 101 - Finance Ot
|:| ey York (172.16.49 63 Serial 060 - T1 Link Ot
Schedule E-Mai
- it Top In Interfaces Top Out Interface

2. If you have not already done so, select an interface by following the instructions in “To Select an
Interface from the Index” on page 21.

Note: The ReporterAnalyzer console displays Protocol Summary data by default. You can change
the data shown and the measurement as explained in “Real-Time Reporting Options” on
page 44.

3. Examine the trend chart at the top of the report to identify any recent spikes in traffic:

61 samples at 1 minute resolution

§ oo ﬁ "
N P B RN i
AR T M

e
07 245 07 150 07 155 05200 05:05 05:10 08:15 05:20 05:25 08:30 05:35 05:40 05:45 COT
ThiS. 26

Highli width (min): @ ot 01 O2 O3 O4 Os5 Or Q10 O1s O
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4. To learn more about the cause of the increase in outbound traffic in the preceding chart, you can
use the Highlighter tool. Click the radio button for the width that you want (the number of
minutes) to cover. Then highlight the spike in the chart:

61 samples at 1 minute resolution

0000 In Rate

Dut Rate

225 .00

f Il"l
PRV i
o.oow%i\f\‘ poy \

07 145 07250 07 155 05 100 05105 08 110 0B 115 08120 U5 125 0B :30 05135 08 140 05 145 COT
ThiS 26

1]
£ 150,00
2 A

Highli width (min): O ot 01 O2 O3 ®4 Os5 Or Q1 O1s O

5. The pie charts for Protocols In and Protocols Out in the Real-Time report change to show only
those protocols that account for traffic in the highlighted timeframe.

For the preceding trend plot, we can see the protocols that account for the spike in traffic:

01 - Finance

. mE-gl-m (*ipudp)
B femanage (*iptep 00 1.07 MB
B ritp (tiptop) HEC] 150.66 KB
B retzcreen (tiptem HEC) 24 B3 KB
| ) 'HEC) 720KB
B medns (tiptop) HEC) 709 KB
B s iptop) 'HEC) 707 KB
B =t miptop) HEC) 386 KB
HFS (% ip top) HEC] 213KB
B rethios-z=n (tip top) 00 195KB
B icmp tip 'HEC) 194 KB
kerberos (*ip udp) 00 1.39KB
Cther 439 KB
Total 5.7 MB

6. Because the majority of the outbound traffic is ms-sql-m, you have reason to suspect that the SQL
Slammer virus is likely responsible. Your next step would involve using the Flow Forensics reports
to determine if any other hosts are infected. See “Using Flow Forensics” on page 52 to learn how to
run the required report.
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REAL-TIME REPORTING OPTIONS

When you first access a Real-Time report, the first graph shown is the volume of traffic for the last
hour in a trend plot. You can change the Measurement by using the drop-down menu and selecting
Rate.

By default, the bottom portion of a Real-Time report displays Protocol Summary data for the
interface. Using the Data drop-down menu, you can change the report to view one of the following:
= Host Summary (Bytes to Host and Bytes from Host)

= Conversation Summary (Top Conversations)

e Type of Service Summary (ToS In and ToS Out)

The Host (H), Conversation (C), and Protocol (P) data available by clicking H, C, or P in the Host,
Conversation, and ToS summary report types listed above is described in “Understanding Host,
Conversation, and Protocol Data” on page 23. When you're viewing real-time reports, the data shown
is for the last hour.
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SETTING UP ANALYSES

The Analyses provided by ReporterAnalyzer allow you to be proactive in your troubleshooting
efforts. An analysis is a report designed to compare collected network data to a threshold to identify
potential bottlenecks, anomalies, and viruses. These reports help you identify potential problems
before they become serious issues. You can schedule these reports to run on a regular basis, which
means that you can continually analyze your network traffic for potential issues.

When you create analyses, you specify protocol, ToS, host, and conversation filters to use. Valid filters
and combinations of filters include the following;:

= No filters

= Protocol filters

= ToS filters

= Protocol and ToS filters

* Protocol and host filters

* Protocol and conversation filters
= ToS and conversation filters

* ToS and host filters

= Conversation filters

= Host filters

To Create an Analysis

1. Select Analyses from the Reports menu.

Reports
Dperationspiicy Enterprise Overview
* Enterprise Overview
Tefiie Gl Interface Utilization
1 Litilization fo repaorting period
Interface '_I'raf'f_ic &
Direction

I Houston (102176127 Serial0i 5 - 512 Kb Frame Relay - US Link to Ot
Troubleshooting Singapore
" (el T 0  Mew vork (1721649 6)-Serialin 4 - 512 Kb Frame Relay out
Security |:| Singapore (172131761310 ATMI D 5-aal5 layer - 256 Kb PYC Ot

|:| Houston (10.2.176.127:POS0A - DC-3 In

|:| London (101 476127 %LAN 101 - Finance Ot

|:| ey York (172.16.49 63 Serial 060 - T1 Link Ot

Top In Interfaces Top Out Interface

2. Click the New Report tab.
3. Select the radio button next to Create a new analysis and click Next.
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4. Select the interfaces that you want to include in this report.
For example, if you want to include a specific interface group in this report:
* Click the Add Interface Group Filter tab
* Select the checkbox next to the group you want
* Click the blue arrow to scroll to the bottom of the Interface Group Index and then click Submit.
Interface Group Index
Select Interface Groups - Click the checkbox to the left of the desired interface groups and then click submit at the bottom of the page.
Hame Description El
[ aninterfaces Al Interfaces
—P [ atents
[ aTht-irterfaces All ATM interfaces
5. Click Next.
6. Select the protocols or ToS values to include.
See “Setting Up Analyses” on page 45 for valid combinations of available filters.
For example, if you wanted to include all protocols except for the Email group you would:
* C(Click the Add Protocol Group Filter tab
* Select All Protocols and select Email by checking the boxes next to those groups
* Click the blue arrow to scroll to the bottom of the Protocol Group Index and then click Submit
Protocol Group Index
Select Protocol Groups - Check the boxes ta the left of the protacal groups you want ta select then hit submit.
Hame Description
—— [ aiprotocals Al Protacols 3
D asp Protocols All asp Protocols
D atp Protocols Al stp Protocols
D bridge Protocols All bridge Protocols
O cisco-snap Protocols All cisco-zsnap Protocols
D drp Protocols Al drp Protocols
— e Email El
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* In the Inclusion column, set the drop-down menu for the Email group to Exclude like so:

Specify Filters

Include or exclude Protocaol, ToS, Host/Conversation fitkers or fitter groups.

Add Pratocol Filter | Add Pratocol Group Filter | Add ToS Filter | Add ToS Group Filter | Add Host Filter | Add Conversation Filter

«5 Inclusion Type Hame Description
[0 |include  » Pratocal Group All Pratocols Al Protocols
[0 |Exclude » Pratocal Group EmAIL Email

You can include ToS values or groups in the same manner. For example, if you wanted to include
specific ToS values you would:

* C(lick the Add ToS Filter tab
* C(Click the checkbox next to each ToS value that you want to include
* (lick Save

Note: After you specify filters, you can remove them by clicking the checkbox next to the filter you
want and then clicking the remove icon at the top of the list as shown in the following

image.
Specify Filters
Include or exclude Protocaol, ToS, Host/Conversation fitkers or fitter groups.
Add Protocol Filter | Add Protocol Group Filter | Add ToS Filter | Add To5 Group Filter | Add Host Filter | Add Conversation Filter |
Click to remove —» v Inclusion Type Hame Description
[0 |include  » Pratocal Group All Pratocols Al Protocols
[0 |Exclude » Pratocal Group EmAIL Email
Click to select ——p-[7] [rcude | Host 192.168.1.1/52

Add host or conversation filters to limit the data analyzed to specific hosts or conversations, but
not both. (See “Setting Up Analyses” on page 45 for valid combinations of available filters.)

= If you choose the Add Host Filter tab, you must specify the host/network IP and a mask. For
example, 192.168.1.0 with a mask of 255.255.255.0 specifies all hosts on the class C network
192.168.1.0.

e If you choose the Add Conversation Filter tab, you must specify host/network IPs and a mask
for the conversation pair.

Specify the threshold setting for this report. For example, if you wanted to report on over-utilized
interfaces, you'd establish a threshold to examine total traffic that goes above 70% utilization:

Threshold Settings

Log & violation when the traffic on an interface meets the following criteria;

Total Traffic || Ltilization || Goes Ahove T000|| % W

Click Next.
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10. Establish the reporting period as follows:

Field Description

Period Use this field to specify the time period from which the report will analyze collected data. Click
the drop-down menu to choose the option you want. The default is to specify the duration in
days, weeks, months, or years, but you also have the option to establish a specific start date
and end date. To specify dates, use the calendar and drop-down menus to pick the dates you
want.

Resolution Use this field to specify the granularity at which ReporterAnalyzer analyzes collected data.
The default and recommended resolution varies depending on the reporting period that you
establish. For example, if you specify a duration of one month for the period, the default
resolution is 8 hours and if you specify a duration of one day, the default resolution is 15
minutes.

Time Filter Use the drop-down menu to select an available time filter. Time filters can be created by the
ReporterAnalyzer administrator so that only data from certain timeframes is gathered. For
example, an administrator might establish a time filter for Monday through Friday from 8:00
a.m. to 5:00 p.m. See the ReporterAnalyzer Administration Guide for more information.

11. If you want your report to run on a recurring basis, click the checkbox next to Schedule and
choose monthly or weekly from the drop-down menu and then provide details as follows:

Choice Action
Weekly Click the checkbox next to the day or days of the week on which you want the report to run.
Monthly Click the radio button next to the option that works best for the report that you'’re creating. For

example, if you want to analyze network traffic during monthly backups and those backups occur
the last Sunday of each month, click the first radio button, select Last from the drop-down menu,
and then select Sunday from the next drop-down menu. If you want to run the report on a
specific day of each month, click the second radio button and use the drop-down menu to pick
the day of the month, for example, you'd pick 15 to run the report on the 15th of each month.

12. You can optionally enter email addresses if you want to send the report results to specific
individuals. Enter addresses in the format <name>@<domain>. To send to more than one recipient,
separate the addresses with a comma or semicolon.

13. Click Next.

14. Designate a folder in which to store the report, assign a name to the report, and optionally provide
a description.

15. Choose the roles of the users that should have permission to view the report results and click
Next.

16. Review the Report Definition Summary. You can click:
* The Back button to change settings
* Save to save the report and run it as scheduled in the report definition

* Save and Run to save the report and immediately run it
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To View a Completed Analysis

1. Select Analyses from the Reports menu.

2. Click the folder in which the report is stored.
3. Click the report you want to view:

Analyses

New Repert | New Folder | Refresh

£ analysis Folder (5) Mew Folder =
Hame 4 Desc Status  Status Message vﬁ -rj
= FTP =20% Utiization for &M Showe me any FTP traffic over 20% ulilization for my  Complete Completed 2005-10-06 13:43 COT (7 O
MAM Links wiolations)
B Hazaa Core WARN Showe me any Kazas traffic on my Core WaAN Links Complete Completed 2005-10-06 13:48 COT (0 D
winlations)
& Overutlized links (Ltiization Showe me any intertaces that have seen utilization Complete Completed 2005-10-06 13:47 COT (85 O
=70%) greater than 70% violations])
= Mz SEL Monitor (snd M3 SGL Wworm) rate shove 100 Defined  Generated by the Network Yirus Scan D
bps wizar
B SaL Slammer Virus UDP-1434 traffic exceeds 1 bps Complete Completed 2005-10-06 13:49 COT (8 D
winlations)
_> & Underutilized links Shawe me any interfaces that have seen wilization lzss Complete Completed 2005-10-06 13:49 COT (60 Fl
(Utilization=10%) than 10% violations])
4. ReporterAnalyzer displays the report results:
Violation Summary for ‘Overutilized links (Utilization =70%)" Ssprint
= E-Mail Page

Analysis  Overutilized links (Utilization >70%) - Show me any interfaces thet have seen utilization greater than 70%
Threshold Inor Out Ltilization Above 70 00 Percent
Period 2005-04-2519.00 COT to 2005-05-25 1900 COT

Time Unit| AuloRange | Rate Range | Aulo Renge &

In or Out Utilization Above 70.00 Percent

Interface Hame Time Above  Total Percent Time AvgRate AvgRate Max  MaxRate Longest
Threshold Time Above Threshold  In out Rateln  Out Violation
v (ps)  (bps)  {bps)  (bps)
Houston (10.2176.127)-SerialiiD 5 - 512 Kb
Frame ol - U= Link o Srseore 2563 days 30.00 days 85% 22433K  FBIOEK 140K 1872K  S8Bdays
Ex e (A IS eSS B e 918 days 30.00 days 3% BAAK 300K 160K 884K 19.50 hrs
128 b PYC
Houston (10 24761277 Serialli 4 - 256 b 538 days 3000 days 28% 5073 BI04K 1408K 938K 15Bdays
Frams Relay
e il (TEAIB R SEE T DS - 255 707 days 30.00 tays 2%  B541K 577K TAIK  TATK  15Bdays
Frame Relay
Mesw york (17216 48 6 Serialiin 1 - 32 ks B53 days 30.00 days 22% 97873 146TK 29094 1284K  253days
Frame Relay
Sg‘ggiﬁygzﬁ B IS SB e 651 days 30.00 days 22% 1847TH  BBOBK 480K  11T4K 15.50 hrs

5. You can click an interface name to see information about that interface such as a calendar chart that
shows the time and duration of the violation.
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CHAPTER 4 Analyzing and Reinforcing
Security

OVERVIEW

Although the ReporterAnalyzer product is not an anti-virus or security solution, it is useful for
scanning for known viruses either as a result of a threat notification or when cleaning up infected
machines. For example, the security reports available within Flow Forensics allow you to identify
suspicious activity such as hosts that are connecting with a large number of other hosts, applications
hosted on unauthorized servers, and hosts that are scanning ports. Additionally, Virus Scan reports
provide a quick way to scan for viruses by establishing a threshold that activates a trap when
surpassed.

This chapter covers the following topics:

Topic Page
Using Flow Forensics 52
Using Virus Scan 55
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USING FLOW FORENSICS

Flow Forensics reports are unique because they allow you to report on 100% of all NetFlow/IPFIX
data collected in your environment for up to four hours. This means you can analyze every protocol,
host, and conversation on your network versus the most active ones that ReporterAnalyzer ordinarily
captures. (For details about the historical and real-time data ReporterAnalyzer collects, see the
ReporterAnalyzer Administration Guide.)

Being able to report on all NetFlow/IPFIX data is extremely valuable when you're concerned about a
particular security threat. Traffic data that may not ordinarily be collected by ReporterAnalyzer due
to its low volume can be analyzed, which means you can reveal patterns and issues that may not be

identified otherwise.

There are two categories of reports within Flow Forensics: Security and Traffic Analysis. This section
discusses the security reports. To learn more about the traffic analysis reports, see Chapter 2,
“Analyzing Network Traffic” on page 17.

The security reports available from Flow Forensics provide a comprehensive analysis of all traffic for
the following:

* (lients that are connecting to a specified port.

* Servers that are hosting specified ports.

* Unauthorized servers that are hosting a specified port.

* Hosts that are connecting to a large number of other hosts.

= Hosts that are using numerous ports.

= Hosts that are experiencing a high number of TCP resets.

e Hosts that are communicating with many different hosts.

In the following procedure, instructions are provided for creating a Flow Forensics report to

determine if any other hosts are infected with the SQL Slammer virus. (This procedure continues the
example started in “To Access and Analyze a Real-Time Report” on page 42.)

To Create a Flow Forensics Security Report
1. Select Flow Forensics from the Reports menu.

Dperationspiicy Enterprise Overview

* Enterprise Overview

Interface Utilization

Lttilization for =porting period

Tralffic Analysis

Interface '_I'raf'f_ic &
Direction

. I Houston (10.2.176.127): Serialli0.5 - 512 Kb Frame Relay - US Link to Ot

Troubleshooting Singapore
teal Time ks

==l = |:| Mewy York (172.16.49 67 Serialli0.4 - 512 Kh Frame Relay Ot

Security |:| Singapore (172131761310 ATMI D 5-aal5 layer - 256 Kb PYC Ot

|:| Houston (10.2.176.127:POS0A - DC-3 In

|:| London (101 476127 %LAN 101 - Finance Ot
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2. Click the New Report tab.
3. Click the Security report you want.
In this example, the chosen report is Application Clients.

Security Reports

—» o Application Clients - YWhich clients are connecting to the specified ports?

Example: Show me any infected hosts using UDP-1434 (port used by SGL Slammer Worm) as an
client-application port with a flow rate above the specified threshold.

o Application Servers - Which servers are hosting the specified ports?

Example: Show me any infected hosts using UDP-1434 (port used by SGL Slammer Worm) as a
server-application port with a flow rate above the specified threshold.

O Unauthorized Servers - Which unauthorized servers are hosting a specified port?

Example: Specify autharized FTP servers and then look for any unauthorized servers acting as
FTP zervers.

4. Provide information in the Flow Forensics Wizard as follows:

Field Description

Folder Use the drop-down menu to select the folder in which you want to store your new report. You
can create new folders from the Flow Forensics main page. The default folder for new reports
is the Flow Forensics folder.

Name Assign a name to this report like SQL Slammer Traffic. The name is limited to 45 characters.
Description Enter a description for your report. A description is optional and is limited to 80 characters.
Duration Indicate the duration of the report. The duration can be from 15 minutes to 4 hours.

Interfaces Select the interfaces or interface groups you'd like to include in the report. By default, this
report includes all interfaces, but you can click All Interfaces and then select the specific
interfaces you want. To select interface groups, click the radio button and then click Select
Interface Groups.

Protocol Select the protocols you'd like to include in the report. By default, this report includes all pro-
tocols, but you can click All Protocols and then select the specific protocols you want. If you
prefer to establish port ranges, click the radio button, select either TCP or UDP from the
drop-down menu, and enter the values to establish the range you want.

For this example, pick the ms-sqgl-m protocol to determine if any other hosts have been
infected with the SQL Slammer virus.

Threshold Establish a threshold for this report. Pick the count or rate you want from the drop-down
menu and provide the required information. For example, if you choose Flow rate, indicate
the direction of the traffic you want to monitor and enter the number of flows per second that
must be exceeded to activate reporting.

For this example, pick Flow Rate for In and Out traffic that exceeds 1,000 flows per second.

Authorized Click Additional Authorized Roles to select the roles of the users that should have
Roles permission to view this report.
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5. Click Save if you want to run the report at a later time. Click Save and Queue if you want the
report to be queued to run immediately.

To run reports that you save, go to the folder where you stored the report, click the Defined status
and change it to Queued.

To View a Completed Flow Forensics Report

1. Select Flow Forensics from the Reports menu.
2. Click the folder in which the report is stored.
3. Click the report you want to view.
4

The ReporterAnalyzer console displays the report results:

Flow Forensics Report S print

E=IE-Mail Page

& @ & & ] Bytes © # # # # &
17211 .180.226 abesgl01 houcentlh.com 3K 11354 K M725K 11500 K JEIM 3.75M 1933 K 60526 K B27.58 K
172142265  appsci04 haucentlh com 730K 11847 K 12646 K 230004 381 M 4.04 M 3BEEK 63834 K B76.83 K
17212113198 appsgl11 houcentlh.com 1.54 K 9754 K 9907 K 48.00 K 3A2M 3ATM TETK 52275 K 53056 K
17214 22632 ngsgl02 houcentlb com 243K 10816 K 11058 K TEBT K 346 M 354 M 1283K 57AT71 K 582 64 K
1721211347 ngzgl0s houcentlh.com 192K 102.91 K 10483 K 57.50 K 3.29M 3.35M ATIK 55130 K SE1.02 K
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USING VIRUS SCAN

Virus scans allow you to quickly create Analyses that analyze data from the last 24 hours to rapidly
identify suspicious traffic. When you create a virus scan, you designate a particular protocol and
establish a threshold. If traffic for the designated protocol exceeds the threshold, an SNMP trap is
issued.

For example, if you wanted to check for the SQL Slammer virus, you'd choose the ms-sql-m protocol
and establish a threshold at a higher volume, rate, or utilization than you'd ordinarily experience.

To Create a Virus Scan Report

1.

o > 0N

o

Select Virus Scan from the Reports menu.

Reports
pperationsiviey) Enterprise Overview
* Enterprise Overview
Tralffic Analysis
of reporting period
Interface 15 UrEiiie &
Direction
I Houston (102176127 Serial0i 5 - 512 Kb Frame Relay - US Link to Ot
Troubleshooting Singapore
Lea ime arks
" R i e O Mew York (172.16.48 8):SerislDin.4 - 512 Kh Frame Relay out
Security |:| Singapore (172131761310 ATMI D 5-aal5 layer - 256 Kb PYC Ot
+ Flow Forensics [ Houston (10.2476.127):POSOA - OC-3 In
|:| London (101 476127 %LAN 101 - Finance Ot
|:| ey York (172.16.49 63 Serial 060 - T1 Link Ot
+ Schedule E-Mail
> About Top In Interfaces Top Out Interface
Click Next.
Click Select Protocol.

In the Protocol Index, click the protocol you want to select.

Establish a threshold. For example, use the drop-down menu to select Utilization and then enter a
percentage such as 65.

Click Next.
Indicate the folder in which to store the report. The default is the Analyses folder.

You can also enter a name and description for the Analysis or accept the ones provided by
ReporterAnalyzer. The same is true for the trap description.

Click Finish.

To run the Analysis, click Analyses under Traffic Analysis in the main Reports menu, go to the
folder where you stored the report, click the Defined status and change it to Queued.

To activate the trap, an administrator must deploy it from the Trap Configuration page. See the
ReporterAnalyzer Administration Guide for more information.
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To View a Completed Virus Scan Report

1. Select Analyses from the Reports menu.

2. Click the folder in which the report is stored.
3. Click the report you want to view:

Analyses

New Reperl | New Folder | Refresh

E=r anabysis Folder (8) Mew Folder (=g
Hame 4 Description Status ~ Status Message P 1)
& FTP =20% Utiization for MAM  Showe me any FTP traffic over 20% utilization for my Camplete Completed 2005-10-06 13:48 COT (7 D
MAM Links winlations)
& HKazaa CoreWan Shove me any Kazaa traffic on my Core WaN Links Complete Completed 2005-10-06 13:48 COT (0 F
wiolations)
& Overutiized links (Ltiization Shove me any interfaces that have seen ulilization Complete Completed 2005-10-06 13:47 COT (85 D
=70%) greater than 70% wiolations)
= Mz SGL Monitor (and M3 SGL Worm) rate sbove 1 00 Defined  Generated by the Network Wirus Scan D
bps weizard
& SOl Slammer Virus UDP-1434 tratfic exceeds 1 bps Complete Completed 2005-10-06 13:49 COT (8 O
wiolations)
_> = Underutilized links Showe me any interfaces that have seen uilization less Complete Completed 2005-10-06 13:49 COT (60 D
[Itilization="10%) than 10% wiolations)

4. ReporterAnalyzer displays the report results:

on =70%)" L Print
=1 E-Mail Page

Violation Summary for ‘Overutilized links (Ut

Analysis  Overutilized links (Utilization >70%) - Show me any interfaces thet have seen utilization greater than 70%
Threshold Inor Out Ltilization Above 70 00 Percent
Period 2005-04-2519.00 COT to 2005-05-25 1900 COT

Time Unit| AuloRange | Rate Range | Aulo Renge &

Utilization Above 70.00 Percent

linkes ¢ e et

Interface Hame Time Above  Total Percent Time AvgRate AvgRate Max  MaxRate Longest
Threshold Time Above Threshold  In out Rateln  Out Violation
B (ps)  (bps)  {bps)  (bps)
Houston (10.2176.127)-SerialiiD 5 - 512 Kb
Frame ol - U= Link o Srseore 2563 days 30.00 days 85% 22433K  FBIOEK 140K 1872K  S8Bdays
Ex e (A IS eSS B e 918 days 30.00 days 3% BAAK 300K 160K 884K 19.50 hrs
128 b PYC
Houston (10 24761277 Serialli 4 - 256 b 538 days 3000 days 28% 5073 BI04K 1408K 938K 15Bdays
Frams Relay
e il (TEAIB R SEE T DS - 255 707 days 30.00 tays 2%  B541K 577K TAIK  TATK  15Bdays
Frame Relay
Mesw york (17216 48 6 Serialiin 1 - 32 ks B53 days 30.00 days 22% 97873 146TK 29094 1284K  253days
Frame Relay
Sg‘ggiﬁygzﬁ B IS SB e 651 days 30.00 days 22% 1847TH  BBOBK 480K  11T4K 15.50 hrs

5. You can click an interface name to see information about that interface such as a calendar chart
that shows the time and duration of the violation.
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CHAPTER 5 Customer Case Studies

OVERVIEW

The ReporterAnalyzer product provides valuable data for capacity planning, troubleshooting, and
traffic analysis. The examples and case studies in this chapter show how existing customers take
advantage of the knowledge they gain from the ReporterAnalyzer product.

This chapter covers the following topics:

Topic Page
Examples of Custom Reports 58
Examples of Analyses 59
Over-Utilization Case Study 61
Troubleshooting Case Study 64
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EXAMPLES OF CUSTOM REPORTS

This section describes custom reports that users of ReporterAnalyzer create to answer common
questions about their network.

Note: Although there are cases in which you might want to gather information about all interfaces
in your configuration, doing so can be processor intensive. If your configuration includes a
large number of interfaces, you should consider collecting data about all interfaces by
running reports on specific interface groups (like geographic regions or types of interfaces)
and then analyzing the data on the separate groups as a whole.

TRAFFIC VOLUME

To understand the volume of traffic across their network, users create interface custom reports. They
use these reports to determine:

e The total volume of traffic by including all interfaces.

= The volume of traffic for a specific region, state, or department by using interface groups to limit
the report to specific areas of the network.

= The volume of traffic for a specific or multiple hosts by using host filters.

* The volume of traffic between subnets by using conversation filters.

APPLICATION DISTRIBUTION

To understand which applications are being used by different groups within their organization, users
create protocol custom reports. They use these reports to determine:

= Which applications are being used the most across one or more interfaces by including all
protocols.

* Protocol distribution across one or more interfaces between different subnets by using
conversation filters.

= Protocol distribution across one or more interfaces for a specific host or hosts by using host filters.

= Use by volume for a specific protocol across one or more interfaces by including only the protocol
in question (such as FTP, HTTP, VoIP, and so on).

= Use by volume for a protocol group (such as all email or SAP) across one or more interfaces by
including only the group in question.
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EXAMPLES OF ANALYSES
ReporterAnalyzer customers use Analyses to find potential bottlenecks, anomalies, and viruses.

Note: Although there are cases in which you might want to gather information about all interfaces
in your configuration, doing so can be processor intensive. If your configuration includes a
large number of interfaces, you should consider collecting data about all interfaces by
running reports on specific interface groups (like geographic regions or types of interfaces)
and then analyzing the data on the separate groups as a whole.

OVER-UTILIZED LINKS

To determine if there are over-utilized links in their network, users create analyses with thresholds
that reflect traffic beyond an acceptable level. Since running these reports proactively exposes
potential congestion issues, customers use them for long-term trending and capacity planning.
Customers use these reports to find:

= Global over-utilized links by defining a threshold across all interfaces.

* Links over-utilized during business hours by defining a threshold across all interfaces using an
appropriately defined time filter.

* Over-utilized links per business unit or geographical location by defining a threshold across
specific interface groups.

* Links that are getting close to being over-utilized by defining a threshold that represents a level of
traffic just below the one established for over-utilized links.

UNDER-UTILIZED LINKS

To determine if there are under-utilized links in their network, users create analyses with thresholds
that reflect traffic below a normal level. Knowing which links are under-utilized helps customers
identify the areas of the network infrastructure that have capacity for growth. Customers use these
reports to find:

* Global under-utilized links by defining a threshold across all interfaces.
* Under-utilized expensive WAN links by defining a threshold across all WAN interfaces.

* Links under-utilized during business hours by defining a threshold across all interfaces using an
appropriately defined time filter.
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APPLICATION BANDWIDTH UTILIZATION

To determine if a specific application is using too much bandwidth, users create analyses with
thresholds that reflect excessive utilization levels. Customers use these reports to determine:

= Global utilization of a particular application by selecting the protocol for which traffic volume is
compared to the threshold across all interfaces.

= Global utilization of a group of applications by selecting the protocol group for which traffic
volume is compared to the threshold across all interfaces.

e Whether the backup policy is being followed by specifying the port numbers used for backup
traffic, a utilization threshold that would identify backup traffic, and a time filter that excludes the
established back-up window (for example, 12:00 a.m. to 3:00 a.m.).

= Whether applications that are strongly discouraged are being used on the corporate network (such
as internet streaming music or internet games) by selecting the protocols for which traffic volume
is compared to the threshold across all interfaces.
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OVER-UTILIZATION CASE STUDY
A few weeks after installing the ReporterAnalyzer product, Jim, a network engineer, logs into the

ReporterAnalyzer console and notices that the Houston to Singapore interface in his network is over
90% utilized:

Interface Utilization

Houston (102176127} Serall0 5 - §12 Kb Frame Relay - US Link lo od S1200K 203 % TE% TR

. e

(1] Serarid - Frame ety Out 1THM R R 105 %
0 srowere 513 ATMH K S-nne e - 255 Wl PV nt MEOOK  S202% 065 % 1462 %
[ Houwston (1021761271 POS0A - 023 n 15500 M 5881 % T4 % 1381 %
0 Lorsson (10 026027 VLAR 101 - Finance ot NG SN I (EEY
[0 Mo ork (172146 40 8- Sorinl (0 - T Link nt 154M E275% AT % 010%

Jim decides to investigate further. He wants to know when the over-utilization started and if it was
gradual or if it started suddenly. Jim scrolls down the Enterprise Overview and notices the over-
utilized Houston to Singapore link in the Top Out Interfaces. To get more information, Jim clicks the
over-utilized interface represented in red in the chart:

Top Out Interfaces

T

102176127 Serial0n .5

172.16.49 6:Serial00 4
172.16.49 6. 5erial 010
17213176131 ATM1I0 5-5al5
101476127 WLAN 101
17213176131 ATM1I0 3-5a15
172.16.49 6:PCS0M
192.165.0.251: Serial0n .2
172.16.49 6. Serial0i0 1
102476127 Serial0n 1

a0 100
Percent Utilization

ReporterAnalyzer displays a historical report for the Houston to Singapore link. Initially, this
summary report provides protocol data so Jim uses the Data drop-down menu at the top of the report
to switch to Utilization:
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ReporterAnalyzer displays a calendar chart that allows Jim to see that the over-utilization started on
May 1st and has continued at approximately the same rate since then:

Calendar Chart

Ho

Utilization Chart

Legend

o - 0%
10 - 208
20 - 308
o 16 30 - 408
E 14 40 - 50
n 50 - 60Y
e 1z 60 - 702
Lo 70 - B0
[ I g0 - 90
a0 - 100%

&

¢

2

i

Wed May 25 [[ ]

L R T T = O = = e R [ O T ]
IR T T BT T SN« = e R R I B = B~ B~ = (R oY It B o ] [N I R
IID DI DI DD DI D DI I D I I I OD T I T I I e e R Tl = 1}
EL N N N N T T L )
EEEEEEEEEEEEEEEEEEEEEEE D EEEE E E
S C LT I 2 £ C LT 3 2 O C LT S 2 DD S o2 oW
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The next question Jim asks himself is, “What is causing this traffic?” To find out, he switches the data
shown back to Protocol Summary using the Data drop-down menu. The Reporter Analyzer console
displays the protocol distribution for the interface:

Wttt (tiptop 80) @3 180 Ghytes  70.50%
W ftp-data (*ip top.20) [H]C) 3989 Movtes  3.53%
W nethios-zsn (*ip top.139) (HIC] 7702 Mbytes  3.03%
W smip (*ip tcp 25) (HIC) 6743 Movtes  265%
B https (*ip top.443) THIC) 4372 Movtes  1.72%
W oice (*ip.udp 63003) (HIC) 4081 Moytes  1.60%
W windows_media (*ip top.1755) (HIC] 3549 Mbvtes 1.51%
W ms-dnz (*ip top.445) (HIC] 37 73Mbytes  1.48%

dns (*ipudp 53) 06 3106 Movtes  1.22%
W pop3 (*iptopd10) (HIC] 3037 Mbytes  1.19%

Cther 291 89 Mbytes 11.47%

Totals (Ghytes) 254 P 1.93(75.05%)  TCP 1.79(70.47%)  UDP: 014 (5.47%)

Jim immediately notices that the HTTP protocol accounts for over 70% of the outbound traffic for the
interface. He clicks H to display the hosts that are contributing to this HTTP traffic.
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Daily Bytes From
He

W US Wieh Proxy Server 1.80 Ghytes 82 67%
B =gltnh houcom.net 11062 Mbvytes 5.09%
W =mitpdb native com 59.10 Mhvytes 272%
W 1921654275 31.99 Mbytes 1.47%
W fdapps frovdlink net 31.55 Mhytes 1.45%
B CRM Local 26.01 Mbytes 1.20%
W linuwveb singaporedc.com 7.20 Mbytes 0.33%
W ERF Server 6.45 Mbytes 0.30%

192165.147 .23 5.53 Mbytes 0.25%
W linuwveb abingdon netgos.com 3.96 Mbytes 0.18%

Cther 94.51 Mbytes 4.35%

Total: 217 Ghytes

In the Daily Bytes From chart, Jim can see that the US Web Proxy Server is the main host contributing
to the HTTP traffic. After further investigation, Jim learns that the users in Singapore have changed
their proxy server to the US Web Proxy server for faster internet access.

Thanks to ReporterAnalyzer, Jim was able to determine that over 80% of the traffic on the Southeast
Asia to US link consisted of unauthorized users in Singapore using the US Web Proxy server. When
the users are re-routed, traffic on the link returns to normal. In Jim’s weekly status report, he presents
data obtained from ReporterAnalyzer to illustrate his proactive management of the network.
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TROUBLESHOOTING CASE STUDY

Early one Monday morning, the call center is suddenly inundated with calls from users in Houston
complaining that network response time has slowed dramatically and that they cannot work as a
result. A network administrator, Sally, is notified of the issue and asked to solve it ASAP.

Sally selects Historical Reports from the Reports menu:

Reports

Dperationspiicy Enterprise Overview

* Enterprise Overview

Tefiie Gl Interface Utilization

[utentacd D-irrr:lf:::ii;n
I Houston (102176127 Serial0i 5 - 512 Kb Frame Relay - US Link to Ot
Singapore
|:| Mewy York (172.16.49 67 Serialli0.4 - 512 Kh Frame Relay Ot
|:| Singapore (172131761310 ATMI D 5-aal5 layer - 256 Kb PYC Ot
|:| Houston (10.2.176.127:POS0A - DC-3 In
|:| London (101 476127 %LAN 101 - Finance Ot
|:| ey York (172.16.49 63 Serial 060 - T1 Link Ot

Top In Interfaces Top Out Interface

Then she selects the Houston WAN interface from the index:

Interface Index

Select an Interface - Expand and collapse the interface lists by clicking on the blue arrows to the left of & rauter or probe name. Click on an interface link to
continue.

Cuick Search: ALLHL M S Advanced Search
Expand All Contract All

= Houston (10.2.176.127) 9 Interfaces

Interface Description Type InOut Speed  Active Last Updated
B BroadcastMullicest  BroadcastMulicast Traffic WAN 070 Mo 052605 0845 COT
5 FastBthernston Fast Ethernst ET  100.00M/100.00M Mo DS/25/05 0545 COT

—> B Posmn oc-3 VAN 15500 M 15500 M Mo 0S/26/05 0:45 CDT
B Serisinm Fractional T1 Link WAN 25600 K /256.00K No  DSI26/05 0845 COT
B Seriainm. 32 Kb Frame Relay FR  3200K/3200K Mo  DS/26/05 0545 COT
B Serisinm2 1.544M Frams Retay FR100G/100G  No  DS/26/D5 0545 COT
B Seriainns 128 Kb Frame Relay FR 12800K/12500K Mo DS/26/05 0545 COT
5 Serisinm.4 256 Kb Frame Relay FR 256.00K/25600K Mo DS/25/D5 0545 COT
B Seriains 512 Kb Frame Relay - US Link to Singapore FR  $1200K/51200K Mo DS/26/05 0545 COT
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ReporterAnalyzer displays a historical report for the Houston WAN interface. The Daily Bytes In
chart shows that the largest contributor to traffic for the interface is VolIP:

1.54 Mbps

M Voice (*.ip.udp.63003) 06 8452G  57.09%
M =mtp (%ip.tcp.25) 06 1797C  12.14%
B netbios-s=n (“ip.tcp.139) D0 955G 6.45%
W nttp (%.ip.tcp.30) 06 6166 4.16%
W nttps (%ip.tcp.443) 06 250G 1.69%
M oracle (*ip.tcp.1521) (HIC] 242G 1.64%
M dns (*.ip.udp.53) 06 2126 1.43%
B Citrix ICA (*.ip.tcp.1478) 06 130G 1.22%

windows_media (*.ip.tcp.1755) (HIC] 156G 1.06%
M idap (*.p.tcp.389) 06 154G 1.04%

Sally is surprised to see these results because she knows that VolIP traffic should be evenly distributed
across all interfaces. Sally decides to run a custom report to check the distribution:

S511.04 GB Total

Houston (10.2.176.1272::P0OS0S1 - OC-3 391.26 Ghytes  68.73%
Mew York (172.16.49.631:GigabitEthernetd 1l - Gig Ethernet 94.92 Ghytes  18.57%
London (10.1.176.1271::GigabitEtherneto/1 - Gig Ethernet 22.26 Ghytes 4.35%
New York ©172.16.49.63::P050/1 - OC-3 19.54 Ghytes 3.628
Houston (102,176,127 :8erial (/0.2 - 1.544M Frame Relay 4.46 Ghytes 0.57%
London (10.1.176.127) 2 :5erialds0.4 - 296 Kb Frame Relay 4.14 Ghutes 0.61%
Houston €10.2.176.1272 1 :FastEthernet(/0 — Fast Ethernet 3.28 Ghytes 0648
New York ©172.16.49.63::3erial0/0.3 - 256 kb Frame Relay 3.05 Ghytes 0 .60
London ©10.1.176.1272::5er1al0/0 - T1 Link 2.75 Ghytes 0.3d%
Houston (10.2.176.1270 1 :Serial (/0.4 — 266 Kb Frame Relay 1.39 Ghytes 0374
New York ©172.16.49.63::8erial0/0.4 - 512 kb Frame Relay 1.55 Ghytes 0.30%
Singapore (172.13.176.131)::P0OS0/ - OC-3 1.13 Ghytes 0.228%
0

[] others 811,80 Mhytes 68

The report results clearly show that the VolP traffic is not evenly distributed. Armed with this
information, Sally investigates further and discovers a configuration error made over the weekend
which redirected all Voice traffic through the Houston router. Sally corrects the error and the problem
is resolved.
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Layout of the different types of Access
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		Nicholas Platt		(850) 413-9535		nicholas.platt@dms.myflorida.com		Supervisor, Engineering & Design

		Greg Prescott		(850) 274-1606		greg.prescott@dms.myflorida.com		Deputy Director, SUNCOM



amir.qureshi@dms.myflorida.com

nicholas.platt@dms.myflorida.com

greg.prescott@dms.myflorida.com




_1289738731.doc


Appendix C: 

QRadar Access Request Form

		First Name

		last name

		 Position title

		MFN Portal account Name*

		phone number

		email address

		Add or REMOVE q-rADAR aCCESS



		

		

		

		

		

		

		



		

		

		

		

		

		

		





User’s Organization: 

Security Administrator Information

Name: 

Phone: 

Email: 

Note:

· *Access to QRadar requires that the requestor have an existing MFN Portal Account. If you have one, please list it in the space provided.  If you do not have one, please list “do not have one”. The requestor should first complete and submit the “NMS Tools Access Form” if they do not have a Portal account. Note that requests for an MFN Portal account and QRadar access can be sent at the same time.

· Each organization may designate and request a maximum of two accounts.


· Only an organization Security Administrator may request and authorize an account.
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		MyFloridaNet Customer VPN Pricing - Sample Only

		Service Type		Access		Port		CPE		Total

		Frame 1.5Mps Access		$165		$342		$89		$596

		Ethernet 2Mbps Access		$280		$516		$74		$869






