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Manage Active Directory Users §..I_,M.,—

Getting Started

The User Management Client (UMC) is a software tool used to manage Statewide Travel Management
System (STMS) user accounts. The UMC interfaces with mediating technology to create and manage
STMS account records. For example, your agency’s Active Directory (AD) is a mediating technology
between the UMC and STMS for users having Active Directory accounts. For those users, when updates
are made to STMS account records displayed in the UMC, key information is subsequently stored in AD
and then uploaded to STMS. A similar process takes place outside of AD for users who do not have AD
accounts.

This guide reviews use of the UMC to manage the four types of user accounts in STMS, which are
represented in the four quadrants of the graphic below. (Figure 1) It also addresses searching for and
reporting on user records.

Employee Non-Employee

Employee / Active Directory Non-Employee / Active Directory

* Contract Employees/ Staff Augmentation who use
+ Majority of Accounts Created STMS to Prepare, Approve, Audit, or Report

* Typical Agency Users * Board Members or SMEs with agency email
* Use STMS for travel paid directly to traveler

Active Directory

**Travel paid to a contract / vendor must be
processed in paper and paid via MFMP.
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processed in paper and paid via MFMP.

Figure 1 — Account Types with Examples

In this document, users of the UMC will be referred to as User Administrators. User Administrators are
assigned by the Agency STMS Administrator, and will not access STMS directly. Each agency can have
multiple User Administrators, who are responsible for creating and managing STMS user account within
the UMC.
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The UMC requires software that may not be currently installed on your computer. A representative from
your agency’s IT group will need to install the UMC and the required software (.Net5, 7zip, and Active
Directory Module for PowerShell). Once the UMC is installed, the STMS — User Management Client
shortcut icon will display on your desktop. (Figure 2)

M5 - Lser
Manageme..

Figure 2 — UMC Desktop Shortcut

NOTE: If your agency has multiple active directories or multiple districts within STMS, a separate
instance of the UMC for each active directory and/or district will need to be installed on your computer.

Every time the UMC is opened, the latest updates to the source code and data will be downloaded. The
screen below may display briefly while the UMC is checking for updates. No action is needed when this
screen appears. (Figure 3)

ol STMS UMC Updater — *

‘Checking for code updates

New code updates are available,downloading
- Installing New Code Updates

- New Code Updates Installed Successfully

Checking for data updates

Figure 3 - UMC Checking for Updates
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Once the update check is complete, the screen shown in Figure 3 will close and the “Main Menu” screen
opens. (Figure 4)

@ >[IV - User Management Liient

Manage AD Users

Manage Non-AD Users

Report

FLORIDA

STMS

STATEWIDE TRAVEL
HMANAGEMENT SYSTEM

Build No. 0046 ==

Figure 4 - UMC Main Menu Screen

The “Main Menu” screen contains the following buttons:

e Manage AD Users — Click this button to perform user management activity for users with Active
Directory (AD) accounts.

e Manage Non-AD Users — Click this button to perform user management activity for users
without AD accounts.

e Report — Click this button to view the STMS Users Report, with the option to export to Excel.

e Settings — Click this button to view the information needed for UMC to communicate with your
agency’s AD, and STMS. (This button is available to Agency IT staff only.)

The “Build No.” displays the version of the UMC that is installed on your computer.
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Manage Active Directory (AD) Users

On the Main Menu Screen, clicking the “Manage AD Users” button will open the Manage AD Users
Search Screen. (Figure 5)

s STMS - User Management Client - x

| | Manage AD Users | |

Manage Non-AD Users

Report

FLORIDA

STMS

—_ STATEWIDE TRAVEL
MANAGEMENT SYSTEM

Build No. 0046 -

Figure 5 — Main Menu Screen

There are two methods for searching for a user with an Active Directory STMS account.

One option is to enter a username, first name or last name in the Search field and click on the “Search”
button to run a search based on the information entered

(Figure 6). On the Search screen (Figure 6), clicking the “Show All Users” button will show all users that
are a member of your agency’s STMS Travelers AD Group.

sl STMS - User Management Client — O *

Search |trave|er| |

Show All Users

FLORIDA

STM

— STATEWIDE TRAVEL
MANAGEMENT SYSTEM

Figure 6 — Manage AD Users Search Screen
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The search results display (Figure 7). If more than one matching user is found, then a list of users
matching the search criteria display. You can select the correct user from the list.

e Multiple Values Found — [m| X

Multiple Users were found matching travel
Username DisplayName Lastname FirstName  Email Title
NEProxyTraveleragn NULL NE Proxy  Agnecyl NEProxyTraveleragn@agencyl.loc nULL
NETravelersagnecyl NULL NE Travele Agnecyl NETravelersAgnecyl@agencyl.loc NULL
ProxyTraveleragnec NULL Proxy Trav Agnecyl ProxyTraveleragnec@agencyl.loc NULL
Travelerlagnecyl NULL Travelerl Agnecyl Travelerlagnecyl@agencyl. local NULL
Traveler2Agnecyl NULL Traveler2 Agnecyl Traveler2Agnecyl@agencyl. local NULL
Traveler3agnecyl NULL Traveler3 Agnecyl Traveler3Agnecyl@agencyl. local NULL
Traveler4agnecyl MULL Traveler4 Agnecyl Traveler4Agnecyl@agencyl. local NULL

oK

Figure 7 — Manage AD Users Search Results Screen

From the list of users, click on a specific user and click on the “OK” button to view the user’s settings. If
the user is not listed, click on the “X” in the upper right of the screen to close the window (Figure 8).

Alternatively, you can search for a user by clicking on the “Search All Users” button and all of AD users
will be displayed. From the list of users, click on a specific user and click on the “OK” button to view the
user’s settings. If the user is not listed, click on the “X” in the upper right of the screen to close the
window (Figure 8 — Manage AD Users: Show All Users ResultFigure 8).

5 Multiple Values Found - X
Loading complete, please choose the carrect user below
UserName DisplayName Email Title @
AdisonZimmerman  Zimmerman. Adison  Adison Zimmerman@umctestdataume  NULL
Adrien Higgins Higgins. Adrien Adrien Higgins@umctestdata.umc NULL
Aedan.Ewing Ewing. Aedan AedanEwing@umctestdata.ume NULL
Aiden.Cabrera Cabrera, Aiden Aiden.Cabrera@umctestdata.ume NULL
Alayna Crosby Crosby, Alayna Alayna Crosby@umctestdata.ume NULL
AliaMalone Malane, Alia Alia Malone@umctestdata.umc NULL
Allan Sullivan Sullivan, Allan Allan Sullivan@umctestdata umc NULL
AraceliHoover Hoover. Araceli Araceli Hoover@umctestdata umc NULL
Ashlyn.Dunn Dunn, Ashlyn Ashlyn.Dunn@umctestdata.ume NULL
AxelMora Mora, Axel Axel Mora@umctestdata.ume NULL
Ayaan.Price Price, Ayaan Ayaan.Price@umctestdata.umc NULL
Braedon Baird Baird, Braedon Braedon Baird@umctestdata.umc NULL
Cade Gonzales Gonzales, Cade Cade Gonzales@umctestdata umc NULL
Chad Love Love. Chad Chad Love@umctestdata umc NULL
Chloe.Edwards Edwards, Chloe Chloe Edwards@umctestdata.umc NULL
Chris.Nixon Nixon, Chris Chris.Nixon@umctestdata.umc NULL
Conner Baldwin Baldwin, Conner Conner.Baldwin@umctestdata.umc NULL
Darryl Schaefer Schaefer, Darryl Darryl Schaefer@umctestdata umc NULL
DevanDavenport  Davenport, Devan  DevanDavenport@umctestdataume ~ NULL
Dorian.Murphy Murphy, Dorian DorianMurphy@umctestdata.ume NULL
Elian Terry Terry. Elian Elian.Terry@umctestdata.ume NULL v
oK

Figure 8 — Manage AD Users: Show All Users Result

Only users who are a member of your agency’s STMS Travelers AD Group will be displayed in AD-related
lists in this tool. A search for a specific username that is in AD, but is not in the STMS Travelers AD
Group, will return the following error message. This message indicates that the user must be added to
the STMS Travelers AD group by your agency’s IT (Figure 9).
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5y Emor

This uses is nol & member of the STMS Treveler group. User must be added and this app must be restarted 1o proceed

[EoxT]

Figure 9 — User Not Found in STMS Traveler Group Message

FLORIDA

o STATEWIDE TRAVEL __
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If the user is a member of the STMS Travelers AD Group, but has not yet been configured, the screen
below with all fields grayed out and the STMS Account Status of “Disabled” will display in red. Checking
the STMS Account Status checkbox will change to “Enabled” in green and allow for user configuration

(Figure 10).

First Name
Last Name
Email

User Name

PFID

FLAIR
Org Code

Profile

Role

Title

Supervisor

Save

gl STMS - UMC - AD User

oyee []1STMS Account Status Disabled

Nia

Hinton

Nia Hinton@umctestdata.ume

Nia.Hinton

Ven. Seq. #

NJA

<Select Supervisor>

Cancel

AD Account Status Enabled

City

State

FLORIDA

STMS

___ STATEWIDE TRAVEL
MANAGEMENT SYSTEM

Figure 10 — STMS Traveler AD Group Member Record — Prior to Being Enabled
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Manage Active Directory Users: State Employee Configuration

When configuring a new State Employee AD User record, the STMS Account Status checkbox must be
checked and “Enabled” to allow input into the fields on the screen.

The following fields are displayed on the AD Users: State Employee Configuration screen. (Figure 11)
The fields are further described below.

a! STMS - UMC - AD User - ®

[ STMS Account Status Enabled AD Account Status Enabled

(@) StateEmployee (O Non-Employee

Userinformation

Headquarter Information
FirstName  [Nia J City  |Tallahassee
LastName | Hinton State  [FLORIDA-FL -
. W, Adison Zimmerman (123499 ~
Email Nia Hinton@umctestdata.ume [JHQis HgafE | Aiden Cabrera (123457)
' ) Alayna Crosby (123489)
User Name .Nia Hinton Alexander Dyer (123479)
Araceli Hoover (123458)
PEID 90000010 Ashlyn Dunn (123478)
' MISC 2l
: Ayaan Price (123494)
Braedon Baird (123459)
. 2 PEEPP
Profile Approver - Payment Approver ~ Cade Gonzales (123475)
Chad Love (123461)
Role 720000 DMS Approver Darryl Schaefer (123488)
[ Role Override Devan Davenport [1234?5)|
Dorian Murphy {123462)
Elian Terry (123482)
Elisa O'Donnell (123491)
Gunnar Sharp (123504)
= = Heaven Carlson (123490)
ELEL LS Adison Zimmerman (123499) TR Heidi Thomas (123477

Jakobe Bolton (123492)
Jan Berry (123487)
Janiyah Strong (123463)
laylee Lozano (123484)
Joey Travis (123500
Adison Zimmerman (123499)

STMS

— STATEWIDE TRAVEL __
MAMAGEMENT

Cancel

Figure 11 — AD Users: State Employee Configuration Screen

AD Account Status displays the status of the user’s active directory account.

1. First Name* This field is populated based on information pulled from Active Directory.

2. Last Name* This field is populated based on information pulled from Active Directory.

3. Email* This field is populated based on information pulled from Active Directory.

4. User Name* This field is populated based on information pulled from Active Directory.

5. PFID This field is for the People First Login ID is numeric and must be either 6 or
7 digits in length. (Do not use the People First “Employee ID” Number.)
Upon saving you will be asked to confirm that the correct People First
Login ID has been entered, to ensure the correct person will be paid for
trips associated with this account. See People First Validation Rule.

6. Profile This dropdown menu displays all Profiles available within the UMC.

7. Supervisor This dropdown menu displays all the Approvers available in the user’s
hierarchy. Select the Approver who will be the first reviewer for the user’s
trip forms. In addition to the available Approvers’ names, a series of
numbers will appear in parentheses. For employees, this number will be
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[ —

their People First ID and for non-employees, the number will be the last 4
digits of their Social Security Number followed by their three-digit
sequence number. These numbers are included to help select the correct
supervisor should multiple people have the same name.

8. City This text field is the city where the user works. You must enter from 3 to
20 characters in this field.

9. State This dropdown list displays the states available. The state where the user
works must be selected. “FLORIDA — FL” is the default value.

10. HQ is Home This checkbox should be selected if the user works at their home office.

11. Leadership This checkbox is selected if the user is leadership and should be included in

the Quarterly Leadership Report.

* Not Editable

Clicking the “Cancel” button will discard any changes made before saving.
Clicking the “Save” button will save any changes made to the record.

People First Validation

Every time an employee’s account is saved, a verification is performed to determine if the People
First Login Number that was entered matches a People First Login Number on file. The below message
will appear, if the name associated with the People First Login number that you entered matches a
name on file. (Figure 12)

o5 Verify PeopleFirst ID - X

PFID 000123456 = Doe John. If correct, select, OK; otherwise, select Cancel.

oK Cancel

Figure 12 - People First Verification

If the name displayed, is the same person as the user’s record you are updating, select “OK”; otherwise
select “Cancel”, to enter a different number.

If a People First Login Number that matches the number that was entered is not found, the below
message will appear, asking you to enter a different People First Login ID. (Figure 13)
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o5 Verify PeopleFirst ID - X

There was not a match for the value of 000123456. Please click on ‘Cancel’
and enter a different PeopleFirst ID Number for validation.

Cancel

Figure 13 - No Matching People First Value

Subordinate Transfer

If an Approver’s profile is being changed to a non-approver profile, then the account’s subordinates
(those travelers that listed the Approver as their Supervisor) will need to be reassigned. The
Subordinates Transfer screen will display when the record is saved, listing the subordinates and allowing
all the subordinates to be reassigned to a new supervisor. (Figure 14)

NOTE: If a supervisor’s account is disabled in Active Directory prior to a transfer of subordinates, it will
not be possible to change the account in the UMC to a non-approver profile using the subordinate
transfer tool. Each subordinate’s individual account will need to be updated to reflect their new

supervisor.
. |

8 Subordinates Transfer for  Supervisor Name — wo|
Subbordinates Loaded. please choose a new Supervisor for these users

Name UserMame Email

Doe, John Doel Juhn.Doe@myflorida.com

Mew Supervisor:
-cSeIectSup anvisors v

Figure 14 — Subordinates Transfer Screen

To reassign the user’s subordinates, select the new supervisor for the subordinates and then click the
Reassign button. This will reassign the subordinates’ supervisor to the supervisor selected.
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Manage Active Directory Users: Non-Employee Configuration

When configuring a new Non-Employee AD User record, the STMS Account Status checkbox must be
checked and will display as “Enabled” to allow input into the fields on the screen. AD Account Status
displays the status of the user’s active directory account.

The AD Users: Non-Employee Configuration screen includes the SSN (Last 4) field and Vendor Sequence
# (Ven. Seq. #) instead of displaying the People First ID field (PF ID). The following fields are displayed on
the AD Users: Non-Employee Configuration screen. (Figure 15Error! Reference source not found.)

gl STMS - UM - AD User - *
() StateEmployee (®) Non-Employee STMS Account Status Enabled AD Account Status Enabled

Userlnformation Headquarter Information

ATl City |Tallahassee |
Lestiieie State  [FLORIDA - FL ~]
-
Email |Allan Sullivan@umctestdata umc | Aiden Cabrera (123457)
Alayna Crosby (123489)
User Name |A||SH-SUHWSH | Alexander Dyer (123479)
Araceli Hoover (123458)
SSN (Last 4) Ven. Seq. # (01| Ashlyn Dunn (123478)
MISC Axel Mara (123493)
Org Code [ Restricted Braedon Baird (123459)
s Cade G les (123460
Profile |Trave|er v| [] Restricted Rel 2de Gonzales | )
cloicaciere ) .
Chad Love (123461)
Role 720000 DMS Traveler Darryl Schaefer (123488)
Devan Davenport [123476}|
Dorian Murphy (123462)
Elian Terry (123482)
Title |N;A | Elisa O'Donnell (123491)
Gunnar Sharp (123504)
ST 1 dion Zimmerman (123499 Heaven Carlson (123450]
(123499) R Heidi Thomas (123477)
s T M s Jakobe Bolton (123492)
— e SeTE = Jan Berry (123487)
Janiyah Strong (123463)
Cancel Jaylee Lozano (123484)
Joey Travis (123500 hd
Adison Zimmerman (123499) -

Figure 15 - AD Users: Non-Employee Configuration Screen

1. First Name* This field is populated based on information pulled from Active Directory.
2. Last Name* This field is populated based on information pulled from Active Directory.
3. Email* This field is populated based on information pulled from Active Directory.
4. User Name* This field is populated based on information pulled from Active Directory.
5. SSN (Last 4) Last 4 digits of the Non-Employee’s social security number or the last 4 of
their organization’s tax ID. Allows for entry of 4 numeric (0-9) characters.
6. Ven Seq # This field identifies the vendor record based on the Vendor Sequence
Number. Allows for entry of 3 numeric (0-9) characters.
The Last 4 of SSN and Vendor Sequence Number rare used to display
available vendor records when you click Save.
7. FLAIR Org Code This is the default organization code the traveler will use for expenses.
This value entered into this field must be exactly 11 digits.
8. Profile This dropdown menu displays all Profiles available within the UMC.
Department of
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9. Role* This dropdown menu defaults to the role most commonly used for the

selected Profile.
*

10. Title This field is editable and defaults to Non-Employee. The value entered
here must be between 3 and 20 characters and cannot contain a “.”
11. Supervisor This dropdown menu displays all the Approvers available in the user’s

hierarchy. Select the Approver who will be the first reviewer for the user’s
trip forms. In addition to the available Approvers’ names, a series of
numbers will appear in parentheses. For employees, this number will be
their People First ID and for non-employees, the number will be the last 4
digits of their Social Security Number followed by their three-digit
sequence number. These numbers are included to help select the correct
supervisor should multiple people have the same name.

12. City This text field is the city where the user works. You must enter between 3
and 20 characters in this field.

13. State This dropdown list displays the states available. The state where the user
works must be selected. “FLORIDA — FL” is the default value.

14. HQ is Home This checkbox should be selected if the headquarter address is the users
home office.

15. Leadership This checkbox is selected if the user is leadership and should be included in

the Quarterly Leadership Report.
16. Sworn, Protected, These checkbox options must be set manually for non-employees because
Restricted, the information is not available for them in People First.
Restricted Relative
* Not editable

Clicking the “Cancel” button will discard any changes made before saving.
Clicking the “Save” button will save any changes made to the record and open the Vendor Match screen.
(Figure 16)

New Non-AD based account may take up to one hour to have their accounts created and then appear in
the list of accounts displayed in the UMC. If you have created a Non-AD based account and you do not
see it in the UMC after one hour, please contact the System Administrators, do not create another
account for that user.

Vendor Match Screen

Every time a non-employee’s account is saved, a verification is performed to determine if the non-
employee is linked to the correct information the Statewide Vendor File. The Vendor Match screen
shows any potential vendor file matches based on the last four digits of the Social Security Number or
Tax ID number and Vendor Sequence Number. (Figure 16) Clicking on a row and then clicking OK will
associate an STMS account with a listing from the Statewide Vendor file. Linking an STMS account to the
wrong Statewide Vendor information will result in the wrong person being paid. The Skip Contact Link
checkbox can be selected to create user without linking them to a listing from the Statewide Vendor in
STMS; however, users without a contact link cannot be paid.
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|

& Muttiple Values Found - x
Please choose the comect individual below.
D Mame VinSeqh SSN  State City
X TESTIMDNY EXFERTS a F A
BRITORMRIRGBCAgAS BIG BJX STORE [ Pl FlL MIAMI
BB tBBSRBBEETTLAA FAST FOOD RESTAURANT el Taca KL CHARLOTTE
R TSEAIRRE ATV AN CORMER PHASMALY 881 2068 FL DAYTORA BEACH
B23TORODAREARK AN JACKSOMNTLLE ANTMEL CLIWIC [ il FL JACKSOMVILLE
BO310E0RRRGALISTAS SPRING HILL HEALTH SERVICES INC 201 2068 FL GAINESVILLE
BONTOMMIMBGATNIAS TOUCHROINT LLE 841 2068 FL OCALA
BO31080RRGAYSEAN TAYLOR THC 881 2068 PA POTTSTOWN
aertoasloRcaLskas HANS TDHING 28l acs FL SPRING HILL
BOTTRBABRBGRECHAN FAMS MEDICAL 801 2960 FL OLDSMAR
e topseaacEil1lAn ELAEEL MARINA oe1 BEs FL RIVIERA BCH
BOITAIGI0CENDAL DATFTWDOD DENTAL 881  20e8  EL TAMPA
BEITRRARRRNGIMAS NCGEE SOLUTIONS 891 2068  FL DAYTONA BEACH
203 1oBBRSREEMIT AN LOGUE ENTERFRIZES oel Bes AL DOTHAN
BOXTABAH0OCENN 1AL BOE ROSS FAINTERS LLC 881 2068  FL ST PETERSBURG
BEGTRRSRRRGERIDAN C-QUARTERS EANK 881 2068  FL LOXAHATCHEE
P toaleREELCTAN WVALKGHN TECH a1 FL TALLAMASSEE
(LR T K. CHESNEY AS50C L5 FL PINELLAS PARK
paztopapapcEhL s BLUE SEAL PAINTERS 881 FL MEW PORT RICHEY
bR e e T CREATIVE D&Y CARE el FL TALLAH&SSEE
[T HASOMS BRICK WORKS 881 2068 FL PANAMA CITY
[ Skip Contact Link
Trip forms for Travelers wilhout a valid conlact link cannol be submitted for reimbursement.
8,4

Figure 16 — Vendor Match Screen
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Subordinate Transfer

If an Approver’s profile is being changed to a non-approver profile, then the account’s subordinates
(those travelers that listed the Approver as their Supervisor) will need to be reassigned. The
Subordinates Transfer screen will display when the record is saved, listing the subordinates and allowing
all the subordinates to be reassigned to a new supervisor. (Figure 17 — Subordinates Transfer Screen)

NOTE: If a supervisor’s account is disabled in Active Directory prior to a transfer of subordinates, it will
not be possible to change the account in the UMC to a non-approver profile to use the subordinate
transfer tool.

85 Suberdinates Transfer for  Supenvisor Name - |
Subbordinates Losded. please choose a new Supervisor for these users
Name Userdame Email
Doe, John D=l John . Doe@myflorida.com
Mew Supervisor:
=Select Supervisor>

Figure 17 — Subordinates Transfer Screen

To reassign the user’s subordinates, select the new supervisor for the subordinates and then click the
Reassign button. This will reassign the subordinates’ supervisor to the supervisor selected.

Disabling Active Directory Users

To freeze an AD user’s STMS account, uncheck the STMS Account Status checkbox on the user’s record
in the UMC. This change will be synchronized to the STMS within approximately one hour. Once the
synchronization occurs, the user will not be able to log into STMS. However, if they are an Approver,
trip forms can still be send to them for approver.

Alternatively, to disable the STMS access immediately for those with an AD account, your agency’s IT
can disable the AD account. However, if you do not also disable the account through the UMC, the
account will regain active status if the AD account is reactivated.
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Manage Non-Active Directory Users

Non-AD users are those who are not in your agency’s active directory. These users may include certain
commission or board members, contractors, and non-state employees.

Managing Non-AD users is similar to managing AD users in the UMC with some minor differences:
e First Name, Last Name and Email Address must be entered by the User Administrator
e Non-AD users can only have the Proxy Traveler Profile
¢ Non-AD users can only have a Traveler Role
O Non-AD user cannot be an Approver, Preparer or Fiscal Accountant.
¢ Non-AD users will not be able to log into STMS.

On the Main Menu Screen, clicking the “Manage Non-AD Users” button will open the Manage Non-AD
Users Search/Create Screen. (Figure 18Error! Reference source not found.)

On-the Manage Non-AD Users Search/Create screen, you can search for the user by typing in the users
first or last name then click Search. Clicking the “Show All Users” button will show all Non-AD STMS
users associated with your agency. Select a user and click OK to view the user record details.

Clicking the “Create Non-AD User” button will allow you to Create a Non-AD User.

o5l STMS - User Management Client - x a5l STMS - User Management Client — *
| Manage AD Users |
Search || |
| Manage Non-AD Users |

Show All Users

Create Non-AD User

Report

FLORIDA

STMS

STATEWIDE TRAVEL
MANAGEMENT SYSTEM

FLORIDA

STMS

STATEWIDE TRAVEL
MAMAGEMENT SYSTEM

- il

Build No. 0046 —= _F

Figure 18 - Main Menu Screen and Manage Non-AD Users Search/Create Screen
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Manage Non-Active Directory Users: State Employee Configuration

When creating a new user record for a state employee who is not in your agency’s active directory, click
the StateEmployee radio button. Check the STMS Account Status checkbox, which will display as
“Enabled,” to allow input into the fields on the screen.

The following fields are displayed on the Non-AD Users: State Employee Configuration screen.
(Figure 19)

! STMS - UMC - Non-AD User — *

(®) StateEmployee (O Non-Emplayee STMS Account Status Enabled

Userinfomation Headquarter Information

Last N

Preparer Email | |

Adison Zimmerman (123499) ~
Aiden Cabrera (123457)

Alayna Crosby (123489)

Alexander Dyer (123479)

Araceli Hoover (123458)

Ashlyn Dunn (123478)

Axel Mora (123493)

Braedon Baird (123459)
Cade Gonzales (123460)

somiesemieniesne)

Chad Love (123461)

Darryl Schaefer (123488)

Devan Davenport [123476}|

Dorian Murphy (123462)

Elian Terry (123482)

Elisa O'Donnell (123491)

Gunnar Sharp (123504)

Heaven Carlson (123490)

Heidi Thamas (123477)

Jakobe Bolton (123492)

Jan Berry (123487)

Janiyah Strong (123463)

Jaylee Lozano (123484)

Joey Travis (123500] v
Adison Zimmerman (123499) -

Traveler Email | |

Profile Proxy Traveler

Role 720000 DMS Traveler

Supervisor |Adison Zimmerman (123499)

FLORIDA

TMS

STATEWIDE TRAVEL __
MAMAGEMENT SYSTEM

Save Cancel

Figure 19 - Non-AD Users: State Employee Configuration Screen

The Non-AD Users: State Employee Configuration screen displays the Preparer and Traveler Email fields
instead of displaying the username. The Profile option is grayed out and displays Proxy Traveler, the
only available role for these accounts in STMS.

1. First Name Sets the value in STMS.

2. Last Name Sets the value in STMS.

3. Preparer Email Preparer Email in the UMC is used to populate the email field of the user
in STMS. Notifications related to the user’s trip forms will be sent to this
address.

4. Traveler Email Set once when the account is created, after which it is not editable. Used
for record identification and not for login because Proxy Travelers can’t
log in. Once saved, after a short delay it will be displayed in the UMC.
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5. PFID This field is for the People First Login ID is numeric and must be either 6
or 7 digits in length. (Do not use the People First “Employee ID”
Number.) Upon saving you will be asked to confirm that the correct
People First Login ID has been entered, to ensure the correct person will
be paid for trips associated with this account. See People First
Validation Rule.

6. Profile This field is set to Proxy Traveler and is not editable. Non-AD users must
have the Proxy Traveler Profile in STMS.
7. Role This field is not editable for Non-AD users. Non-AD users must have the

Proxy Traveler Profile and associated Role in STMS. This Role assignment
will be managed by STMS.

8. Role Override No role override is possible for Non-AD users, since Non-AD users must
have the Proxy Traveler Profile.
9. Supervisor This dropdown menu displays all the Approvers available in the user’s

hierarchy. Select the Approver who will be the first reviewer for the
user’s trip forms. In addition to the available Approvers’ names, a series
of numbers will appear in parentheses. For employees, this number will
be their People First ID and for non-employees, the number will be the
last 4 digits of their Social Security Number followed by their three-digit
sequence number. These numbers are included to help select the
correct supervisor should multiple people have the same name.

10. City This text field is the city where the user works. You must enter from 3
and 20 characters in this field.

11. State This dropdown list displays the states available. The state where the user
works must be selected. “FLORIDA — FL” is the default value.

12. HQis Home This checkbox should be selected if the headquarter address is the users
home office.

13. Leadership This checkbox is selected if the user is leadership and should be included

in senior management reporting.

Clicking the “Cancel” button will discard any changes made before saving.
Clicking the “Save” button will save any changes made to the record.

People First Validation

Every time an employee’s account is saved, a verification is performed to determine if the People
First Login Number that was entered matches a People First Login Number on file. The below message
will appear, if the name associated with the People First Login number that you entered matches a
name on file. (Figure 20)
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FLORIDA

o STATEWIDE TRAVEL __
anaE =

o5 Verify PeopleFirst ID - X

PFID 000123456 = Doe John. If correct, select, OK; otherwise, select Cancel.

oK Cancel

Figure 20 - People First Verification

If the name displayed, is the same person as the user’s record you are updating, select “OK”; otherwise
select “Cancel”, to enter a different number.

If a People First Login Number that matches what was entered is not found, the below message will
appear, asking you to enter a different People First Login ID. (Figure 21)

o5 Verify PeopleFirst ID - X

There was not a match for the value of 000123456. Please click on ‘Cancel’
and enter a different PeopleFirst ID Number for validation.

Cancel

Figure 21 - No Matching People First Value
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Manage Non-Active Directory Users: Non-Employee Configuration

When creating a new user record for a non-state employee who is not in your agency’s active directory,
click the Non-Employee radio button. Check the STMS Account Status checkbox, which will display as
“Enabled,” to allow input into the fields on the screen.

The following fields are displayed on the Non-AD Users: Non-Employee Configuration screen. (Figure 22)

! STMS - UMC - Non-AD User - X
() StateEmployee @ Non-Employes STMS Account Status Enabled
Userinformation Headquarter Information
PrepﬁrerEmaiI| | [1HQ is Home
Traveler Email | |
S5SN (Last 4) |:| Ven. Seq. #
FLAIR MISC.
Org Code l:l [ Leadership [] Restricted
Profile Proxy Traveler [1 Swomn [] Restricted Relative
Role 720000 DMS Traveler 729200 PERC T [ Protected
Title |Non-Emponee |
Supervisor |<Se\ect8uper\1isor> v| o,
STMS
HMANAGEMENT SYSTEM

Figure 22 - Non-AD Users: Non-Employee Configuration Screen

The Non-AD Users: Non-Employee Configuration screen displays the Preparer and Traveler Email fields
instead of displaying the username. The Profile option is grayed out and displays Proxy Traveler, the
only available role for these accounts in STMS.

1. First Name Sets the value in STMS.

2. Last Name Sets the value in STMS.

3. Preparer Email Preparer Email in the UMC is used to populate the email field of the user
in STMS. Notifications related to the user’s trip forms will be sent to this
address.

4. Traveler Email Set once when the account is created, after which it is not editable. Used
for record identification and not for login because Proxy Travelers can’t
log in. Once saved, after a short delay the account will be displayed in the
UMC.

5. SSN (Last 4) Last 4 digits of the Non-Employee’s social security number or the last 4 of
their organization’s tax ID. Allows for entry of 4 numeric (0-9) characters.
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6. Ven Seq # This field identifies the vendor record based on the Vendor Sequence
Number. Allows for entry of 3 numeric (0-9) characters.

The Last 4 of SSN and Ven Seq # are used to display available vendor
records when you click Save.

7. FLAIR Org Code This is the default organization code the traveler will use for expenses.
This value entered into this field must be exactly 11 digits.

8. Profile This field is set to Proxy Traveler and is not editable. Non-AD users must
have the Proxy Traveler Profile in STMS.

9. Role This field is not editable for Non-AD users. Non-AD users must have the

Proxy Traveler Profile and associated Role in STMS. This Role assignment
will be managed by STMS.

10. Role Override No role override is possible for Non-AD users, since Non-AD users must
have the Proxy Traveler Profile.

11. Title This field is editable, and defaults to Non-Employee. The value entered
here must be between 3 and 20 characters and cannot contain a “.”

12. Supervisor This dropdown menu displays all the Approvers available in the user’s

hierarchy. Select the Approver who will be the first reviewer for the
user’s trip forms. In addition to the available Approvers’ names, a series
of numbers will appear in parentheses. For employees, this number will
be their People First ID and for non-employees, the number will be the
last 4 digits of their Social Security Number followed by their three-digit
sequence number. These numbers are included to help select the correct
supervisor should multiple people have the same name.

13. City This text field is the city where the user works. You must enter between 3
and 20 characters in this field.

14. State This dropdown list displays the states available. The state where the user
works must be selected. “FLORIDA — FL” is the default value.

15. HQ is Home This checkbox should be selected if the headquarter address is the users
home office.

16. Leadership This checkbox is selected if the user is leadership and should be included
in senior management reporting.

17. Sworn, Protected, These checkbox options must be set manually for non-employees

Restricted, because the information is not available for them in People First.

Restricted Relative

Clicking the “Cancel” button will discard any changes made before saving.
Clicking the “Save” button will save any changes made to the record and open the Vendor Match screen.
(Figure 23Figure 16)

New Non-AD based account may take up to one hour to have their accounts created and then appear in
the list of accounts displayed in the UMC. If you have created a Non-AD based account and you do not
see it in the UMC after one hour, please contact the System Administrators, do not create another
account for that user.
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Vendor Match Screen

Every time a non-employee’s account is saved, a verification is performed to determine if the non-
employee is linked to the correct information the Statewide Vendor File. The Vendor Match screen
shows any potential vendor file matches based on the last four digits of the Social Security Number or
Tax ID number and Vendor Sequence Number. Clicking on a row and then clicking OK will associate an
STMS account with a listing from the Statewide Vendor file. Linking an STMS account to the wrong
Statewide Vendor information will result in the wrong person being paid. The Skip Contact Link
checkbox can be selected to create user without linking them to a listing from the Statewide Vendor in
STMS; however, users without a contact link cannot be paid.

5 Muttiple Values Found - »
Please choose the comect individual below,
1D Manme VinSeq# SSN  State City
03 T SRR E i A TESTIMONY EXPERTS LLC . FL TaMPA
PRFTORNRRRGRCAgAN BIG B STORE B8l IBGR  FL MIAMD
B 3tERBBRAEETTLAN FAST FOOD RESTAURANT 881 2868 NC CHARLOTTE
eateasdediamhas CORNER PHARMALY 881 2888  FL DaYTONA BEACH
8O3 REABRRGARC YA JACKSONWILLE ANTMAL CLINIC 881 2868  FL JACKSOMVILLE
B2:1Re0eRCALS TAY SFRING HILL HEALTH SERVICES INC 281 2868 FL GAINESWILLE
SoNTeaapMLAgDTAA TOUCHADINT LLC 1 28E8  FL OCALA
B 3tREEBRBELTSEAN TAYLOR INC BE1 1868 PA POTTSTOWN
Be s tReeeataLSkas HANS TOHING 881 2868  FL SPRING HILL
SRITEMRIBRERTWAS FANG MEDTCAL 81 IeER  FL OLDSMAR
Be3tPeeBeBEEi11An SABEL MARINA 881 2868 FL RIVIERA BLH
eI aNN0AA DRIFTWDOD DENTAL @81 2888 FL TAMPA
ERITORRRBERG A MLCGEE SOLUTIONS B 18 FL DAYTONA BEACH
BB 51 BESBBBEEMTTAL LOGUE ENTERFRISES 881 2868 AL DOTHAN
eartepedaatihnlas BOE ROSS PAINTERS LLE 881 IBEd FL ST PETERSBURG
PET0PRDRRGERTDAY C-QUARTERS BANK Bl 1869  FL LOXAHATCHEE
20 31R00000CELETAN VALGHN TECH 801 2968  FL TALLAHASSEE
SarTeaeMaRIBdtRAN E. CHESHEY AS50C B Xed  FL PINELLAS PaRK
BE31REEBRBEENLIAA BLUE SEAL PAINTERS 881 2868 FL MEW PORT RICHEY
20:100eR0REENgRAS CREATIVE DAY CARE 801 2968 FL TALLAMASIEE
PRITOSRDRRGRE0NAN MASONS BRICK WORKS B IBER  FL PANAMA CITY
[ Skip Contact Link
Trip forms for Travelers without a valid contact link cannot be submitied for rembursement.
0K

Figure 23 -Vendor Match Screen

Disabling Non-Active Directory Users

To disable a Non-AD user’s STMS account, uncheck the STMS Account Status checkbox, which will
display as “Disabled”. Non-AD accounts that are no longer needed can be deactivated by the System
Administrators. To request the deactivation of a Non-AD account, please open a Case in STMS.
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On the Main Menu screen, click on the “Report” button (Figure 24) to run a report listing all users in the
AD group associated with this instance of the UMC and all of the non-AD based accounts for the agency.

B STMS - User Managernent Client — X

| Manage AD Users ‘

Manage Non-AD Users

I Report I

FLORIDA

STMS

STATEWIDE TRAVEL
MANAGEMENT SYSTEM

Build No. 0046 -

Figure 24 -UMC Main Menu Screen

The report will display all each user’s Username, Role, Profile, Supervisor, EmployeeType, and ID (PF or
Last 4 SSN), if the account is enabled in STMS, if the account is enabled in Active Directory (Figure 25).
Accounts that have missing ID’s and “NULL” values in multiple fields indicate that accounts that have not
been configured in the UMC.
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FLORIDA

) STMS Users Report — X

Loading complete. 22 users have been loaded.
D STMSEnabled ADEnabled UserName Full Name Role Profil *
1616 True NA terry nehring@tampagov.net sims Nehring. Terry 720000 DMS Traveler Prox
1867 True NA cdilll11@outlook.com.stms Dill-Collier. L. Carolyn 720000 DMS Traveler Prox:
1953 True NA tomer.nadler@sprint com.stms Nadler, Tom 720000 DMS Traveler Prox
4393 True NA marycarolinemica@gmail.com.stms Mica, Mary 720000 DMS Traveler Prox
9701 True NA bybear@aol.com.sims Bear, Belle 720000 DMS Traveler Prox;
4643 True NA bguthrie@ gulfcounty-fl.gov. stms Guthrie, Ben 720000 DMS Traveler Prox
2814 True NA pylesi@hillsboroughcounty.org.stms Pyles. Ira 720000 DMS Traveler Prox
8028 True MNA shmullican@yshoo.com.stms Mullican, Susan 720000 DMS Traveler Prox
2308 True NA christie.a.pontis@centurylink.com.stms Pontis, Christie 720000 DMS Traveler Prox
1154 True NA kkelly@kevinscatalog.com stms Kelly. Kathleen 720000 DMS Traveler Prox
7267 True NA landerson@ceso.org.stms Anderson. Laurene 720000 DMS Traveler Prox;
180623 True NA holger.ciupalo@laspbs.state flus.stms Ciupalo, Holger 720000 DMS Traveler Prox
8973 True NA richard.steiner@ocfl.netstms Steiner, Richard 720000 DMS Traveler Prox
8983 True NA gholcomb@Ilakecountyfl.gov.stms Holcomb. Greg 720000 DMS Traveler Prox;
5699 True NA alphonso.gordon@marioncountyfl.gov.stms  Gordon. Alphonso 720000 DMS Traveler Prox
0444 True NA cdillon@tracfone.com.stms Dillon, Chelsey 720000 DMS Traveler Prox
5573 True NA cindy.cast@miamidade gov.stms Cast, Cindy 720000 DMS Traveler Prox
1029037 True NA rotag1@comcastnetstms Napier, Tom 720000 DMS Traveler Prox;
1231881 True NA cjackson@cityofpensacola.com.stms Jackson, Cheryl 720000 DMS Traveler Prox
6895 True MNA david_konuch@comcastcom.stms Konuch, David 720000 DMS Traveler Prox =
< >
View Selected Export

Figure 25 - UMC Report

There are two buttons at the bottom of the report window.

user record.

o STATEWIDE TRAVEL __
ANAGEMENT STETEN

After selecting an individual record, clicking the “View Selected” button will display the selected

Clicking the “Export” button will export all the information in the window, along with additional

fields not in this report. The export is automatically opened in excel in CSV format. The ID (PF ID
or Last 4 of SSN), will not be exported for security and privacy reasons. (Figure 26Error!
Reference source not found.Error! Reference source not found.) Blank values in multiple fields
in the exported report indicate accounts that have not been configured in the UMC.

Insett  Pagelayout  Formulas

o, [=e) [P -
% cur Calibri - EF Wrap Text General -'-=E 4 .} & EEX El 3 Autasum %Y p
Pasts B Copy . = d | Fo Dt Cell Insert Delete Fq it FIH. Sort & Find &
aste I u- = ES Merge & Center = $ - 9% » | %3 £§ Conditional Formatas Cel nsert Delete Forma ol in
- ¥ Format Painter e 3% Formatting+ Table- Stdes= - - - Clear - Fiter - Select -
Clipboard [ Font & Alignment m Number [ Styles Cells Editing ~
c11 e 5 v
A B € D E F G -
1 Name Email SamAccountName Profile Role EmployeeType Leadership HQ
2 |test, test test@test.local test@test.local.stms Proxy Traveler 720000 DMS Traveler Non-Employee No Ng
3 |F f f Proxy Traveler 720000 DMS Traveler Non-Employee No Ye!
AlT + + Drrvu Traualer 320000 NS Travalar Mon Emnlovas Mo va
Figure 26 - Users Report Export
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Settings

On the Main Menu screen, the “Settings” button is disabled. If changes are needed to the settings,
please contact your Agency IT. (Figure 27)

a5l STMS - User Management Client - X

Manage AD Users

Manage Non-AD Users

Report

FLORIDA

STMS

STATEWIDE TRAVEL
MANAGEMENT SYSTEM

Build No. 0053 =

Figure 27 - UMC Main Menu Screen Showing Settings Button Disabled
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USER ACCOUNT CHANGES

The User Management Client (UMC) utilizes data from People First, Active Directory and direct entry by
User Administrators. Fields may be pulled and updated from various sources. For changes in Active
Directory (AD) contact your IT Active Directory Administrator. For changes to People First, contact your
People First Administrator. For changes in the UMC, contact an STMS User Administrator. The table
below identifies where the information should be updated for specific fields:

Field Name Active Directory Active Directory Non-Active Non-Active
Employee Non-Employee Directory Directory Non-
Employee Employee

First Name AD AD umMc umc
Last Name AD AD uMC UMC
Email Address AD AD uMcC Preparer Email -

uMC
People First ID People First and - People Firstand | —

umc umc
FLAIR Org Code People First umcC People First umMcC
Profile UMC UMC - -
Role UMC, after checking | UMC, after - -
Role Override checking Role
Override

Last 4 SSN - umc - umc
Vendor Sequence # - umMcC - umMcC
Supervisor UuMcC umMcC UuMcC umMcC
Working Title People First umcC People First umc
Headquarter City UMC umMcC umcC umMcC
Headquarter State uMcC UMC UuMcC UMcC
Headquarter is home? UMC UuMcC uMcC UumMcC
Leadership flag umcC umcC uMcC umMcC
Sworn People First uMcC People First umMcC
Protected People First umMcC People First umMcC
Restricted People First uMcC People First umMcC
Restricted Relative People First uMcC People First umMcC
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